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Abstract

The ability to accurately model the evolution of the progtaeap during the execution
of a program is critical for many types of program optimiratiand verification tech-
niques. Past work on the topic of heap analysis has idengfiaamber of important heap
properties (connectivity, shape, heap-based dependefarenation, and region identifi-
cation) that are used in many client applications (patiadébn, instruction scheduling,
memory management) and has explored a range of approachesniputing this infor-
mation. However, past work has been unable to compute tloiswation with the required
level of accuracy and/or has not been computationally efficenough to make the anal-
ysis practical. The inability to precisely and efficientiytact this heap information has
limited the utility of many proposed optimization techn&g) making the optimization

technique impractical or severely limited its effectivese

In the present work a general-purpose heap analysis tashigsgroposed. The major
objective is to provide the range of heap information nedaethe optimization applica-
tions stated above, on real-world programs, in a computaliptractable manner. Keep-

ing tractability in mind, a set of properties/informatioequired by client optimization
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applications, e.g., automatic parallelization, instiattscheduling, redundancy elimina-
tion transformation, stack allocation, pool allocatiohjext co-location, or static garbage
collection, is proposed. A set of design heuristics arecseteto ensure that the analysis
is fast and precise in the common case, and to ensure gooditatiopal performance by

reducing precision in less common situations.

This general approach allows the construction of an aratisit satisfies a number of
key requirements for producing a practical heap analydis.dnalysis can handle most of
the Java 1.4 language including major language featuremy@&rvirtual calls, interfaces,
exceptions) as well as the most commonly used standard ibasaids. No restrictions
are placed on the heap structures that are constructed amgtnictions on the recursive
data structures built or how these structures are connsti@@d. The analysis is able
to provide precise information needed for a wide range ofnaigation applications —
aliasing, connectivity, shape, identification of logicatastructures, and heap-carried data

dependence information. Finally in practice, this infotimais computed efficiently.

The technique has been implemented and used on a range ¢ftesmeadium size
benchmarks from the JOIden and SPECjvm suites as well as aaruoh benchmarks
that were developed during this work. The analysis techeigievaluated using a num-
ber of detailed case studies which focus on the heap stescthat the analysis is able
to identify in the program and how this information can bedusea variety of optimiza-
tion techniques (focusing on vectorization/loop schedylithread-level parallelization,
and memory management). Most of these benchmarks are lhaameenable to thread-
level parallelization, thus as a more empirical evaluatbrthe heap analysis results a
detailed evaluation of the analysis is done using the resaoltrive the parallelization of

the benchmark programs, resulting in a substantial speadethe benchmark suites.

The runtime costs of the analysis are evaluated both in tefriie total analysis time
and the general scalability of the analysis. The resultsisfdévaluation indicate that the

technique presented in this thesis is indeed a general peigmution to the heap analysis
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problem (at least for small/medium size programs) that @anded to efficiently compute
precise and useful information for program optimizatioeoa wide range of real world

Java programs.
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Chapter 1

Introduction

1.1 Motivation

The ability to identify relationships among data strucsun@s a significant impact on the
effectiveness of program optimizations. Techniques frorarde areas such as optimizing
memory layouts, garbage collection, extracting threadilparallelism, enhanced instruc-
tion scheduling, and the elimination of redundant memomragons have all been shown
to require or benefit substantially from improved inforratabout a range of heap prop-

erties.

Early work on alias analysis [40, 63, 67], the identification of simpt®nnectiv-
ity information [9, 18, 31, 38] and the explicit modeling afiemory-carried depen-
dencq10,14,34,35] have been used to improve scheduling andfeénetieeness of classic
redundancy elimination operations [10, 39, 45, 64]. Otherk#ocused on using more de-
tailed connectivityandshapeto identify which sections of the heap are disjoint and thus
can be modified in parallel, which allows the introductioriloiead-level parallelism into

single-threaded programs [20, 21, 29].
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Work on optimizing memory layouts [11, 42, 52] uses infornmaton how data struc-
tures are connected and the notion of identifying objectdte part of the same recursive
data structure to improve the locality of memory accessdéisamprogram. Other work on
memory management has focused on how to use connectivityfetiiche information to
either improve the performance of garbage collection [33p@nable the static collection
of some parts of the heap [12, 19, 27, 65].

While work in these areas examined the importance of idgngfand utilizing in-
formation about various heap properties, the effectivertgsall these approaches was
limited (sometimes severely) by the inability to obtainstmformation with the desired
level of precision. The inability to compute precise hedprimation using simple variable
sharing properties [9, 18, 20, 31, 40, 63] motivated the ldgwveent of more sophisticated
heap modeling approaches that tracked the shape and cwitpgrbperties of the entire
heap [3,24-26, 28,43,58-60, 68]. These approaches prbsigrificant increases in the
level of accuracy, but they still lack the representatiaagdacity to model important struc-
tures, such as arrays that point to the same object in mailtigices or unstructured cyclic
regions. They also do not provide support for the standard lilararies, which are used
extensively in any non-trivial program (they either igntdrem or attempt to analyze them
directly, which is computationally expensive and often regise). The computational cost
of these approaches makes them infeasible for the analygisansformation of realistic
programs. In many of these approaches analysis times avgedpn the 100’s of seconds
even for small programs (a few thousand lines of code), or siniple micro-benchmarks
are analyzed. While some of these techniques have beereffyjcapplied to larger pro-
grams, severe restrictions are placed on the behavior gbirtbgram (e.g., the program

may only build lists without sharing).
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1.2 Properties of Interest

Before we begin on the technical portion of the thesis we firsht to look at the set
of heap properties that we have chosen as important and thatant to capture in our
analysis. Below we outline each of the properties that weleMike the analysis to be able
to provide information on and references to the literatuhreng this property (or similar
information) has been used in an optimization of applicati®ur study of the needs of
optimization applications in Section 1.1 provided a fasiyall set of properties that are
sufficient to support the majority of optimization applicets (and most other applications
can be supported by post-processing the results of thesasplyrhese properties can be
grouped into roughly three categories: connectivity Gtig, reachability, interference and

shape), locality (region identification), and store praigsr(dependency and lifetime).

Aliasing. One of the most basic heap properties to model is the condepliasing
between variables [9, 40,63, 67]. This property is used mmogk every optimization or
verification technique that requires heap informationsltsed heavily in optimizations
that perform simple redundancy elimination or scheduliptijoizations [39,45]. Aliasing
answers the question: given variabkeandy, maythere exist a memory location that both

x andy refer to?

Connectivity. Two related but more general concepts @&chabilityandinterference
These properties have significant applications in threadtlparallelization transforma-
tions [21, 29, 58]. These techniques utilize informationadrat parts of the heap must be
disjoint to determine that a given recursive call sequence or loopatamave any heap-
carried data dependencies. Once this determination is,nlaele€alls or loop iterations
can be re-written to run on multiple threads in parallel. Téechabilitypredicate we con-
sider is: given two memory locationsy, np, does there exist a (potentially empty) path

of pointers that starts at; and ends atnp,? We can also ask abouterference given two
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memory locationsin, Ny, does there exist a third memory locatiwg which is distinct

from my, np, such thaimg is reachable fronm; andmys is reachable fronm,?

These properties were a major focus of the work in [18, 20688, An interesting
feature of these approaches is the detail that they use tes@mt the paths. At one end
of the spectrum is the binary representation in [20] wheeeahly information kept on
the paths is their existence. At the other end of the specisuime model for the paths
used in [18, 25] where the sequence of fields and the numbenes$each field is taken is

modeled.

Shape. A major motivation for the modeling aeachabilityandinterferencevas the use

of these properties to determine tsleapeof some section of program memory. As with
reachabilityandinterferencethe concept oshapeof a given section of the heap enables

a range of thread-level parallelization transformatideatly work on shape analysis [20]
focused on the shape of the section of memory that was relecfian a given variable.
Usingreachabilityandinterferencanformation, it is possible to determine if the memory
locations reachable from a variable are connectedneeshape, HAG (Directed Acyclic
Graph)shape, or £ycleshape. More recent work on shape analysis has focused on more
precise methods for identifying the layout of recursiveadgtuctures [24, 26,43, 59, 60].

Regions. A number of recent analysis techniques [3, 28, 41] have ld@kehe problem
of identifying regions of memory that are part of the sdogical data structure In par-
ticular [41] demonstrated performance improvements trepassible by pool-allocating
objects that make up the same data structure in the samerse€tmemory. In [33] the
idea of regions and connectivity was used to do garbageatimiieon small parts of the
heap (which are expected to contain large numbers of deadtshbpnd it was shown that
improved region identification had a substantial impacttedpeed of the garbage col-

lector. The approach for identifying which objects are ia Hamdogical data structure
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is a heuristic notion based on a definition of what const#tatescursive data structure and
when do two sections of the heap contain equivalent datatetes. For example, [41]
uses allocation sites, call site context sensitivity, ail flow analysis to identify indi-
vidual data structures, while [28] uses the points-to setsputed in a preprocessing step
to partition the heap into sections. Finally [3] uses theasafing conjunction«) as an

implicit partition of the heap into disjoint sections.

Memory-Carried Dependencies. Often the interest in the shape or connectivity of the
heap is to use the information as a proxy for identifying mgrrearried data dependen-
cies. That is, if the analysis can determine that two postioiithe heap are disjoint then
we can be certain that operations performed in one of thégmsrtannot affect the values
in the other portion of the heap. However, in general it wdndddesirable to directly
track which portions of the heap may be modified by any givegmam statement. This
was partially explored in [34] but the imprecision of the peaodel and the lack of field
sensitivity in the analysis severely limited the utilitytbie results. More recent work [53]

has shown promise but is still highly constrained by the lbeesg model.

Object Lifetimes. The final property that is of interest to us is the identificatdf object
lifetimes. The ability to determine when an object diesvai@ number of improvements
in managing a program’s memory. The first work on identifyaigect lifetimes attempted
to identify allocations that are local to a single procedaf 65] (escape analysis). Other
work has generalized this to handle situations where objaety escape the local frame
and to identify objects that have similar lifetimes [13,82]. More recent work has fo-
cused on how to statically identify the lifetime of indiviaiuobjects to allow them to be

collected without the use of a garbage collector [12, 27].
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1.3 Contributions

The major contribution of this thesis is the heap analysierigue. While there is ex-
tensive prior work on modeling the program heap this workesents the first approach
that is capable of analyzing small to medium size real-wadakth programs (that make use
of the range of language features, dynamic methods, artagsise of standard libraries,
exceptions, etc., present in real Java programs) in anezffiaind precise manner. As our
experimental results show, we are able to efficiently predurecise heap information over
a wide range of programs that build and manipulate a divaasef$ieap structures (lists,
trees, cyclic structures, and collections from the stashtiararies, both with and without
sharing). The approach taken in this thesis is to identity ashdress the myriad problems
that arise when attempting to analyze the program heap attitess each of them in turn
in whatever manner is the most practical. Thus, throughostwork we draw on a range
of prior work and develop a number of novel techniques adogrtb what is needed to

solve the problem at hand.

From the previous work we build on the ideas dftarage shape graphas presented
in [9], we heavily use the concepts of materialization ofursose structures and the appli-
cation of a focus operation from the Three-Value Logic As&@yTVLA) work [59, 60],
we develop a notion of separation and identification of laliycrelated portions of the
heap based on the ideas in [9,18,41,54], and we also drawtfreideas of shape in [20].

We extend these ideas in a number of novel ways:

e In Chapter 3 we extend the classitorage shape graph modglto a parametric
heap analysis framework by allowing it to be augmented wittumber of novel

instrumentation predicates.

¢ In Chapter 8 we use these instrumentation predicates toedefaterialization and
focus operations based on the ideas in [59, 60], which allessv® precisely model

recursive data structures and sharing in the heap.



Chapter 1. Introduction

¢ In Chapter 9 we develop a modified set of local and interproc@dlata-flow equa-

tions to efficiently analyze a program with these extendechge shape graphs.

¢ In Chapter 11 we use the natural explicit store represematiesent in the storage
shape graph model and we show how heap-carried data dependérmation can

be precisely and efficiently computed.

In addition to solutions based on the extension of existtlegas with new properties
this work also introduces several new techniques for dgalith problems that arise when
analyzing the heap. In particular these techniques addressnber of problems which
have not been previously addressed (in any significant wety)a previous work on heap

analysis.

e In Section 3.3 we introduce a novel method for modeling westired sharing be-
tween heap structures. While most previous work has focasdtie precise mod-
eling of recursive data structures, very little attenti@s been paid to the problem

of modeling sharing between two distinct data structuresotiection objects.

e In Section 3.4 we further improve the support for modelingrsig by introducing a
second concept for sharing that not only allows us to prcieedel if two collec-
tions or data structuresayshare but also to precisely model on what objects they

mustshare.

e In Chapter 6 we explore a novel heuristic for identifying agrouping logically
related sections of the heap based on a number of definitibishveharacterize

uniformsections of recursive data structures and contents of unimalstructures.

¢ In Chapter 10 we present a novel technique for modeling thes#cs of collection

objects in the from the standard collection libraries inalav
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To evaluate the effectiveness of the approach presentédsithesis and to show that
itis indeed “a practical technique for modeling the heap’extensively evaluate how the
analysis performs (both in terms of the utility of the inf@anon produced and the compu-
tational cost of obtaining this information) on a range obdirand mid size programs. We
draw from the JOIden Suite [37] and the SPECjvm98 suite [62}&ll as developing some
of our own benchmark programs to ensure that our tests caligeese and representative
set of heap structures that are commonly built and techsithat are used to traverse or

update these structures.

Our case study evaluations of the analysis on the benchr{@hlepter 5) and the paral-
lelization results and the experimental evaluation of thagutational costs (Chapter 13)
demonstrate that we have produced a powerful, generabperanalysis technique that
can be used to analyze small and medium size, real-worldplagaams. While we have
not achieved our final goal of producing a fully general as&lyfas the analysis frame-
work is still immature and there are open questions aboualsidi#y to large programs),
this thesis represents a substantial advance in the sttte aft of heap analysis. We have
succeeded in developing a heap analysis method that is @ipleetisely model a wide
range of heap properties that are useful for program opéitioiz. \We can support nearly
the full Java language including many non-trivial featwsesh as full support for the stan-
dard Java collection classes. We have produced a (fairlystdfull implementation of this
method and verified that it can indeed produce informatinma@omputationally tractable
manner) that is useful in optimization applications. Thilngs work addresses (at least
for smaller programs) the long-standing open problem oflpeing accurate and useful
information about the shape and connectivity of the proghaap and provides a solid

foundation for continued work to scale this solution up tochmiarger programs.
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1.4 Organization

The main body of the thesis is roughly divided into two majartp such that it is acces-
sible to a range of audiences. Chapter 2 through Chapteoig alith Chapters 6 and 7
as needed, are designed to provide the reader interestbd potential applications of
this analysis with an understanding of what information barextracted by the analysis
and how it might be applied to various optimization appimas. The second half of the
thesis, Chapters 8-11, are devoted to how the propertieseviaterested in are actually
computed. Since our main goal was the development of a pahdteap analysis tech-
nique, work was done on many aspects of the problem: the naedieitions, the abstract
semantic operations, and the interprocedural analydief athich are discussed in the

second part of the thesis.



Chapter 2

Concrete Model and Storage Shape
Graph

The approach taken in this work is based on ahstract interpretatiorframework pro-
posed by Cousot in [17]. This work formalized the conceptslath-flow analysis that
are used for many classic compiler analysis techniques [#B¢ technique o&bstract
interpretationtakes an abstract model that capturgsrestinginformation about possible
concrete states of the program (in this work informationualtiee program heap) and then
uses this model to statically determine all possible comditions of the concrete program
at each pointin the program. The text [49] contains an exter@sd accessible description
of the abstract interpretation framework and the requirgmsef the models. In Chapter 7
and Chapter 9 we present a variation on this framework ttsesialized for the particular

aspects of statically analyzing the heap.

Given this general framework we first (in this chapter) defir@mple abstract model
and define the relationships between the abstract modelsomudete program states that
they represent. Thus in this chapter we introducd tiigeled Storage Shape Graptodel
which is an extension of the classitorage Shape Graphodel described in [9, 38]. The
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labeled storage shape grapd a parametric model that can be extended with additional
instrumentation properties to improve the precision ofahalysis and to allow us to track
information that cannot be expressed withtarage shape graphOnce we have defined
this model (and given a formalization of the concrete progheap) we can construct an
abstractionfunction and aconcretizationfunction that relates sets of concrete program

states to elements (models) in the abstract domaiabéled Storage Shape Graphs

Thelabeled storage shape grapé a natural base representation for a large number
of the connectivity and shape properties that we are irtlas, and it is simple to add
additional instrumentation properties to track other ukifformation about the concrete
heap. Thdabeled storage shape graptorks by using the nodes in the graph to repre-
sent regions of the concrete heap or variables, and the edigessent sets of pointers or

variable targets.

2.1 Concrete Program Model

For the purpose of having a well-defined problem in this woekdecided to restrict our
analysis to the Java language and associated librariesevownthe technique should be
easily generalizable to most memory-safe, object-ortepr®gramming languages. In
particular we minimize the Java-specific idioms, and sifyghe dataflow equations and
abstract semantic operations by preprocessing the Jak@egmagram into a simple (fairly

generic) intermediate representation.

The analysis is performed on a core sequential imperativgulage (MIL, Mid-level
Intermediate Language) with memory allocation and destreitipdates. The MIL lan-
guage supports a wide range of object-oriented featurdsdimg classes, interfaces, and
dynamic dispatch (on argument types as well as receives)¢laad has support for an-

notating library methods with implementations or spee&di semantic functions. That is,

11
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a library code can either be given as a direct implementatiome can specify a special
semantic function in the analysis that directly implemehts required semantics of the

method. See Chapter 10 for an example fromjaiva. util library.

The computational core of the MIL language is staticallyey@mnd has the standard
range of primitive operations, method invocations, canddl constructsi{ , switch ),
exception handlingty , throw , catch ), and the standard looping statemerits (,
do, while ). The state modification and expressions cover the standage of pro-
gram operations (load, store, and assign, along with Ibgacehmetic, and comparison

operators). Below is a subset of the MIL grammar:

atom = var]literal
expr = atom|atom+ atom| new type(atom...,atom | atom f

| atomm(atom...,atom) | varinstanceof  type| ...

stmt = var=expr|var.f=atom|break |...
contol := if (atom) blockelse block|while (atom) block] ...
block := (stmt|controlx

The semantics of the language is defined using an environthahmaps variables
into values, and a store that maps addresses into valuesefévda the environment and
the store together as the concrete heap. We model the cehaap as a labeled, directed
multi-graph (V)ariables (O)bjects (R)eferenceswhere each variablec V is a variable
in the environment, eaahe O is an object in the store, and each labeled directed referenc
edger € Rrepresents a reference (a pointer between objects or dlaredierence). Each
reference has a storage location label that is either a filelatifier from the program or
an integern € N (the integers label the pointers stored in the collectioaraays). For a
referencep € E we use the notatioa P, bto indicate that the object/variabdéepoints to
b via the referenc@. We also use the notatian b to denote that there is a non-empty

path of referencesp = (r1...ry), in the concrete heap that startsaand leads td. We

12
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use the notatiog Cpath {r1,. .., } to denote that every reference that appears in the path

Y is in the set of referencesy, ..., rj}.

A regionof memory[] is a subset of the objects in memory, with all the pointers tha
connect these objects and all the cross-region referehegstart or end at an object in
this region. Formally, le€ C O be a subset of objects, and Rt= {p | dJa,bc C,a LN b}
andReoss= {r | Jac€ C,x¢ C,a Loxvx 5 a} be respectively the set of internal and

cross-region references fGr Then a region is the tuple€, P, Reross) -

If we treat a subgraphC’, P’), of a given region(C, P, R¢ros9 WhereC' CCAP C P, as
an undirected graph we can defineakly-connectedomponents of the graph in the usual
way. For a regiori] = (C,P,Rc0s9 and objects, b € C, we saya andb areconnectedn
0 if they are in the same weakly-connected component of thgraph(C’, P’). Objects
a andb aredisjointin O if they are in different weakly-connected components of the
subgrapHC',P).

2.2 Example Concrete Heap and

Labeled Storage Shape Graph

Figure 2.1 shows a concrete heap that uses several typesple siummy data objechN
= {int val }, aclass that can be used to build a linked list contailifpbjects LN =
{DN data, LN next } and a pairclassPN= {LN first, LN second }.

In Figure 2.1 the variablé points to the head of linked list dfN objects, the first
element in the list has aull data entry, the second two elements in the list share their
(d)ata targets with the array pointed to by variabdeand the next two elements in
the list reference the sani@Nobject which is also referred to by the varialyle These
elements in the linked list are also pointed to by thest and(s)econd fields of

a PN object and this object is referred to by the varialjpds p2. Finally, the last two
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Figure 2.1: Concrete Heap

LN objects point to each other creating a cycle at the tail ofite Thus, this particular
heap contains a range of interesting structures and shaaiaigons including an acyclic
list segment, a cyclic list segment, an array, and objeelisate aliased as well as objects

that are unaliased.

Figure 2.2(a) shows one possible partition for this paldiceoncrete heap into re-
gions. There are many possibilities for this partition bet selected this particular one to
illustrate the properties of the model and because it is semnylar to what the heuristics
in the analysis would produce. The optimal partitioningkse® group related objects
into the same recursive data structures and to group oljetsare stored in the same

collections into the same regions. We describe in detail thisvis done in Chapter 6.

We have created regions for the singldobject, theDNobject pointed to by and the

first LN object (referred to by ). We have also chosen to group tH¥ and 3% elements

14



Chapter 2. Concrete Model and Storage Shape Graph

in the list together as a recursive structure as well as gngughe 4" and 53" together.
We group the twdDN objects stored in the array together since they are storédein
same collection. Finally, we have grouped the two cykchbobjects into the same region.
These regions are shown in Figure 2.2(a) as dotted boxesdendf color is available)

surrounding the nodes which have been grouped into the ssgranr

By abstracting the objects in the regions with nodes and thiretgrs between the re-
gions with edges we get theabeled Storage Shape Graph (Issgpdel shown in Fig-
ure 2.2(b). Each node and non-self edge is given a uniqugentdentifier and labeled
with the types of objects contained in the region (or a vadeimlame). The edges are also
given unique integer identifiers and are labeled with theagt® location ¢ffse) that the
reference is stored in (a field identifier, a variable naméh@special offse? for pointers
stored in an array). The only information retained in thisielas the types of the objects
in the regions and some coarse connectivity informatiowigea by the graph structure

and the edge storage location offsets.

It is clear that we have lost a considerable amount of inféionahat was present in
the concrete heap using this basic abstraction. For exampgeno longer clear that the
pointers in arraA point to differentDNobjects, and the same holds for {dgata  entries
in the linked list represented by node 2. Additionally, wedost relational information
between various references in the heap, for example we deknoet if the variablegpl
andp2 alias, if the(f)irst and(s)econd fields of the pair refer to the same object,
different objects, of if there is a path from the object (Hast field refers to the object
that the(s)econd field refers to. Finally we know that there is some sort of rinad
connectivity in the three regions that we identified as doirig LN objects (based on the
self edges) but we do not know if this internal connectivitglicates cyclic structures or

only simple acyclic lists.

The loss of this information due to a lack of expressive poimethe model has a

substantial impact on the utility of this approach to supgpioe optimization applications
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(a) Concrete Heap With Regions Marked

(b) Abstraction Heap Graph

Figure 2.2: Concrete Heap With Partition and Basic Absiwact
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we are interested in. In Chapter 3 we introduce a numbanstfumentation properties
that will allow us to more precisely express various prapsrof the concrete heap which
are needed to effectively and consistently be able to partbe program optimizations

we are interested in.

2.3 Abstraction and Concretization

Given a concrete heg),O,R) and a partition=, of the objects in this heap into regions
we can abstract the concrete heap graph iritdaled storage shape gramff/)ariables
(N)odes (E)dges Ly, L), wherel, is a map from the nodes to their labels (the integer
identifiers and sets of type names) dndis a map from the edges to their labels (the

integer identifiers and offsets). This is done using theofilhg abstraction functiona():

Definition 1 (Abstraction @issg given partition=). Given a concrete heafy/,O,R) and
= a patrtition of the objects O we can construdedeled storage shape graplat approx-

imates the given heap as follows:

1. For each variable v irV a variable node is added and labeled with the variable

name.

2. For each regiorid = (C,P,R¢r0s9 in = we add a node and label it with the types of
all the objects in the region.

3. For each reference r iR where a— b we add an edge from the node that represents
a to the node that represents the regiortircontaining b. The edge is labeled with
the storage location the reference is stored at in a (vaeaime, field offset or for

integer indices the special offse}.

To concretize dabeled storage shape grapve enumerate all possible concrete heaps

along with all possible partitions of the objects in eachdhaad then check if the heap and

17



Chapter 2. Concrete Model and Storage Shape Graph

partition are consistent with the abstréaibeled storage shape graplf for a given heap
there is a partition such that it is consistent (as defineaiethen it is in the concretization

otherwise we discard it.

Definition 2 (Concretization ¥ssg). Given the labeled storage shape gragh=

(V,N,E, Ly, Le), a concrete heap & (V,0,R), and partition= are consistent with g if:

1. There exists a 1-1 functidm, : V — V, a 1-1 function 1, : O — N and a function

2. V0,0 € O (0,0 in the same partition oF iff My(0) = Me(0)).

3. The types of the objects in each region of the partiftoare a subset of the type
names in node label under the médp, ({type| 3 object o€ =, o instanceotype})
- |—An(no<0))-types

4. The edge labels are consistent with the storage locatiodgr the mapl, (given a

reference r thestorage locationf reference k= Lg(IM,(r)).offsed.

5. The graph connectivity properties are consistent undembapping$ly, Mo, M, (¥
objects @,0, € O and pointer p= R s.t. LA 02 d edge e=I;(p) where e starts
at My(01) and ends afly(02)). Similarly for the variable reference¥ (variables
veV, objects ce O and references & R s.t. v 0 3 edge e= I, (r) where e starts
atNy(v) and ends afl,(0)).

We can view the concretization functiopstg) as a filter on the set of all concrete heap
graphs that are feasible for a givieibeled storage shape grapBy making the language
used to describe this filter more expressive (by extendiadathguage that is used for the
node and edge labels) we can increase the precision of tiygsenarhe extended label
language we present in Chapter 3 and Chapter 4 introducasbanwof new labels which

imply additional consistency properties of the regionsaference sets that the nodes and
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edges in théabeled storage shape gragbncretize to. These additional restrictions allow

a more precise description of the state of the program at gaich during its execution.
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Chapter 3

Extended Storage Shape Graph

In this chapter we enumerate additional instrumentatiop@rties that we use in the labels
of the labeled storage shape grafglssg. Using our running example concrete heap,
Figure 2.1 in Chapter 2, we demonstrate how these propegiele used to more precisely

identify the feasible states of the program.

3.1 Basic Instrumentation Properties

Types. Asinthelssgapproach we track the types of the objects that each nodeetsst
This information is particularly important in Java proggmvhich often heavily use vir-
tual methods. Thus this type information is critical to fest the targets of the calls,
to allow for more accurate analysis results and a more mraah graph for use by later
optimizing passes. Each node in the graph represents anregihe heap (which may
contain objects of many types). We track these possiblecobjpes with a set of type

names for each node.
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Offsets. Each edge in the graph represents a variable target or a peirdgérs stored
in some object field or an array. The edges are labeled witsttirage locationdffse)
that the reference is stored in (a field identifier, a variatdene, or the special offsets
described below for pointers stored in arrays or colledjoriWe assume that an edge
always represents references that are stored in the sasseatlatorage location. Thus,
for instance, the same edge will never abstract one poitteed at fieldf and another

pointer stored at field.

For arrays and collections we use several special namelsddo¢ations where point-
ers are stored. If we have a container (an array or a colleétan java.util ) and
the program is not actively indexing in the container (aitiwéh an integer index or an
Iterator ) then we use theffset?. When an array or collection is being actively in-
dexed by the program we partition the elements into threepg®foffsets We order
the contents based on the natural iteration order (for enteglexing the< on N and for
Iterator objects the order items are returned from the collectiongint this order
we give the single unique pointer stored at the current imgdegosition theoffsetat (at
index), all of the pointers that come before the currentximeposition theoffsetbi (be-
fore index), and all of the pointers that come after the euriedexing position theffset

ai (after index).

Linearity. Inthe basidssgmodel each region is abstracted by a node in the abstract heap
graph and no information is provided about the number ofcibjabstracted by the node.

In our example several of the regions we picked containeglasingle object (the objects
pointed to byl and byy) while others contained many objects (the regions repteggen
parts of the list and the data elements stored in the ajayfhe same situation occurs
with the edges. The edge with the offfiest  (edge 9) represents a single pointer while

the edges with théd)ata offsets (edges 3, 7) represent multiple pointers.

This multiplicity information is critical to performing stng updates during the anal-
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[2,n, 1]

[n]

Figure 3.1: Abstract List with Linearity

ysis [9, 59] but can also be useful for some optimization i@ppibns (such as stack allo-
cation). To model this information we introduce a propedifexd linearity which has two
possible valuesl, which indicates that the node (edge) concretizes to eltloerl objects
(pointers) and the valu@, which indicates that the node (edge) concretizes to anyoeum

of objects (pointers) in the rang@, ).

The inclusion of a multiplicity of O as a value for bolinearity values allows us to
compactly represent many possible heap structures. Gartbiel case of a simple linked
list pointed to by the variable where the list may be of any length (including empty).
Using thelinearity definitions we can represent this (and similar situation#) & single

abstract graph shown in Figure 3.1.

From thelssgin Figure 3.1 we can concretize all possible (acyclic forpheposes of
this discussion) concrete linked lists by varying the aatwanber of concrete objects we
place in each region (in a manner consistent with the libeproperty). Figure 3.2 shows
the various concrete heaps we get as we vary the instamntiatite linearity property. In
Figure 3.2(a) we have set the number of objects in both regm0 resulting in the empty
list, Figure 3.2(b) shows the concrete heap that resultsiwreeallow exactly one object
in the first region and 0 in the second, Figure 3.2(b) is theme heap that results from
placing exactly one object in each of the regions and Figlit@3shows the concrete list

that is created as we plakeoncrete objects in the second region et [2,)).

With the linearity property we can update our balssg approximation of the heap
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I~
0 @@ O

O, O ®
(a) Empty: both O (b) Single: 1,0 (c) Two: both1  (d) Many: 1,k € [2,)

Figure 3.2: Concretizations of Abstract List with Linegrit

Figure 3.3: Labeled SSG Extended With Linearity

to track the number of objects (pointers) each node (edgegsents. This is shown in
Figure 3.3 where we have set tlieearity of the nodes pointed to by, | , Aandpl/p2

to 1 (indicating that in all concretizations these nodes regareat most one object each).
We can also set thisnearity of the edges with thé)irst , (s)econd labels and the
(n)ext edge from the firsLN node tol (indicating that each of these edges represents

at most one reference).

23



Chapter 3. Extended Storage Shape Graph

3.2 Abstract Layout

Based on the existence of self edges we can make some sirfgrienices about the con-
nectivity of the region abstracted by a given node (if theeere self edges then there is
no internal connectivity). However, as in our example heapcannot determine if the

nodes with self edges represent acyclic structures oryfriggresent regions with cycles.

To remove this ambiguity we define a set of structural predgan the regions of
the concrete heap which track commonly used data strucyoeits and that we can map
to shape labels for the nodes in tlssg Given a regiorl] = (C, P, Rerosy (Section 2.1),
we define several structural predicates on the g&@H’) (whereC' CCAP C P) to
indicate what kinds of traversal patterns a program can aisavigate through the data
structures in the region. A region admits a traversal typghefe exists a subregion that
satisfies the corresponding layout predicate. Note thaets&ructure predicates amet

mutually exclusivan particular thafreestructure=- List structure=- Singletorstructure.

Definition 3 (Concrete Region Structure PredicatéS)ven a regiori] = (C, P, Reros9 and
assuming &b, c are objects, ana,  are paths in the concrete heap graph, we define the

structure predicates on the regidn as follows:

Cycle Structure ilae C', ¢ Cpatn P’ s.t. al a.

MultiPath Structure ifa,b € C', @, Cpan P’ s.t. (a# b) A (@ # ) A (a«q)» b) A
(a«ﬂ b) A neitherg nor  is a prefix of the other.

Tree Structure ila,b,cc C'Ap,p € P s.t. abra L cAb#c.

List Structure ifa,be C'Ape P’ s.t. a> bAa#b.

Singleton Structure holds for all regions.
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(a) Singleton (b) List (c) Tree
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(d) MultiPath (e) Combined

Figure 3.4: Concrete Regions and Structural Predicates

Figure 3.4 shows several concrete regions. Since we anegtéel in the most gen-
eral way a program could traverse a region of the concretp tiveamust assume that a
program variable could begin its traversal of the regiomgtat the objects in the region.
Thus, the figures omit the program variables. Figure 3.4{ajvs a concrete heap with
the objectya,b,c,d,e). Since there are no edges connecting these cells the onlyaway
program can traverse them is by individually referencingheabject, thus it only satisfies
the Singletonstructure predicate. Figure 3.4(b) shows a concrete hedsttisfies the
List structure predicate (both— d andc — d). It also satisfies th&ingletonstructure
predicate since a program can always treat the object asyifilere disconnected. Fig-
ure 3.4(c) shows a concrete heap that satisfieStbepredicate(a,b,d) as well as the
List and (trivially) Singletonpredicates. Figure 3.4(d) adds a poinker;> d, that changes
the region to satisfy th#ultiPath predicate(a,b,d) as well. Finally, we note that Fig-
ure 3.4(e) satisfies thEeestructural predicate. This is due to the existential natditbe
structural predicates. Even though the subregion congistinly ofa, b does not satisfy
the Treepredicate the subregion consistingeodl, e does satisfy the predicate and thus the

entire regiora, b, ¢, d, e satisfies th@reestructural predicate.

Based on the structural predicates we define a set of insiriatien properties for the

nodes in the abstract domain.
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Definition 4 (Abstract Layout Propertiesfor a node n with dayout property label in
{(S)ingleton (L)ist, (T)ree (M)ultiPath, (C)ycle} the concretaegion is a consistent

concretization of n provided:

¢ if n has aSingletonLayout, theri] only satisfies th&ingletonstructural predicate

but not theList, Tree MultiPath or Cycle predicates.

e if n has aList Layout, theri] satisfies th&ingletonor List structural predicates but

not theTreeg MultiPath, or Cycle predicates.

e if n has aTreeLayout, therl] satisfies theSingleton List or Treestructural predi-

cates but not th#lultiPath or Cycle predicates.

¢ if n has aMultiPathLayout, ther] satisfies thé&ingleton List, Treg or MultiPath

structural predicates but not th@ycle predicate.

¢ if n has anCycle Layout, then any of the structural predicates may holdlin

Using these definitions we can update our abstract domaim twé abstractayout
information (shown a$, L, T, D, Clabels in the nodes). Figure 3.5 shows the resulting
abstract heap graph. In this figure we have labeled the regpyesenting the first element
of the list as having éS)ingletonlayout since this node abstracts a single object with no
self pointers. The node abstracting the contents of they aralso has th€S)ingleton
layout since the two objects abstracted by this node do na¢ hay pointers between
them. The nodes in the abstract graph which, respectiagyesent the™, 39 (node 2)
and the &, 5" (node 6)LN objects have been given tlfi)ist abstractiayout since the
regions abstracted by the nodes all have a single, uniquessier and there are no cycles.
On the other hand the node representing the region made e divoLN objects at the
tail of the list (node 8) is given thgC)ycleabstractayoutsince the objects in the region

abstracted by the node both have a unique successor butdfzecgcle in the region.
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Figure 3.5: Labeled SSG Extended With Abstract Layout

An important observation about the formulation of shapyeld on a per node basis
(instead of based on the entire section of the heap reackalhea variable) is that it
enables the analysis to be much more precise in the trackisape information and
prevents the lack of precise shape information in one patieheap from impacting the
ability to precisely represent the shape of other parts efrtbap. In our example even
though the tail of the list is a cyclic structure the modelti# able to represent the fact
that the first part of the structure th&l objects form is indeed a list and that thélobjects
stored in this list structure are not connected in any waycésthe nodes abstracting them
are both(S)ingletonand there are no edges between these nodes). See Chapterdydor

examples where tracking the shape on a per region enablesvietpprecision.
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3.3 Connectivity and Interference Properties

In the graph model the edges represent sets of pointersiablatargets and each of these
edges ends at a node which represents some region of the dresipting of (potentially)
many different objects and data structures. An importaintqgifajuestions is then, do any
of these references (pointers/variables) point to the sajext in the region and do they
potentially point into a connected component in the regidis question can be asked
either about references that are abstracted via diffetgrgse(e.g., the quermnaypl alias
p2) or about references that are abstracted by the same edgelte.querymayany of

the pointers stored in arrayalias).

In our running example we have several of these situatiorskiVgw that the contents
of array A (edge 6) all refer to distinct objects (and further that ¢hisrno way that the
object referred to byA[0] is reachable frord\[1] ), that theDNobjects stored in the"d
and 39 LN objects (edge 3) are again distinct but we also know thatlo@yt to the same
objects as are stored in the ariy\We also know that the variabled andp2 alias, that
the (f)irst and(s)econd fields of thePNobject do not alias but refer to objects in
the same list data structure and finally that Béfields of the &', 5" LN objects contain

aliasing pointers (edge 7).

None of this information is captured in the basic shape grapkel as there is no
means to differentiate edges with aliasing references &dges with non-aliasing refer-
ences. The edge abstracting the pointers stored iDttgelds of the 29 and 39 LN
objects (edge 3) has the same label properties as the edgactibg the pointers in the
data fieldsin the &', 5" LN objects (edge 7) even though the aliasing properties oéthes

two pointer sets are very different.

To model these properties we introduce two instrumentairoperties on edges, one
to track reachability relations between references thetbstracted by different edges in

the model ¢onnectivity and one to track reachability relations between refergiticat
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are abstracted by the same edge in the madtrferencé. As with the definitions of the
shape properties, we define several predicates on the tehe=p regions and then define
the property labels in the abstract domain based on thdazdim of some set of these

predicates.

Definition 5 (Concrete Reference Relation Predicat&siven a concrete region of the
heap = (C,P,Reos9 and incoming referencesrf € P such that i’ refer to objects

01,02 € C respectively, we define the followirgjationpredicates on the references:

e 1,1’ aliaswith respect td] if: 01 = 0.

e 1,1’ are relatedwith respect tol if: (01 # 02) A (01,0 are in the sameaveakly-

connecteccomponent ofC, P)).

e 1,1’ areunrelatedvith respect td] if: 01,0, are in differentweakly-connectedom-

ponents ofC, P).

Figure 3.6 has several examples for the concrete referefat@ns. Each figure shows
a region of the concrete heap, whé&e- {a,b,c,d} andP = {a — b,a — c}. In the first
example, Figure 3.6(a), we have a concrete heap with twabiasx andy that both point
to the same concrete objedfoss= {X — @,y — a}) thus, according to the definitions
abovealias. In Figure 3.6(b) the variablesandy point to different objectsRcross= {X —
a,y — c}) but there is a path from objeatto objectb, thus they are in the saneeakly-
connected componepf the region, Chapter 2.1, and amdated Figure 3.6(c) shows
a sample concrete heap wheteandy refer to the sameveakly-connected component
(Reross= {X — b,y — c}), thus they areelated according to the above definition even
though there is no path between them. Finally, Figure 3.6(dws an example of the
region wherex andy refer to disjoint data structureRdpss= {X — a,y — d}) and thus

areunrelated

We note that our definitions for references tabds, arerelatedand areunrelatedare

fairly coarse categories. In particular we might want tatfar refine the concept oélated
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(a) Aliasing (b) Related (c) Related (d) Unrelated

Figure 3.6: Concrete Reference Relations

into multiple predicates, sagachable fromandsame structurgo separate the cases in our
second and third examples. In our experience the relato@dyse classification scheme
presented above (along with good heuristics for selechiagegions) produces very good
results. However, as we gain more experience with the asalyis classification may

need to be revisited.

Connectivity. Given the definitions forelated in the concrete heap we can define a
series ofconnectivitypropertiesconn= {share connecteddisjoint}, on the edges in an

abstract graph. Theonnectivityproperty is then a relation da x E x N x conn

Definition 6 (Abstract Connectivity Propertyyor a node n and edges & the concrete
region O and the sets of references=R{r | M;(r) =¢e}, R = {r’ | N, (r') =€} (where

M, is part of the concretization relation given in Section 2a8) consistent with e, € if:

e if e € aredisjointthen Ar € Rr’ € R s.t. (rr’ aliaswith respect td1) Vv (r,r" are
relatedwith respect tal).

e if e,€ areconnectedhen Ar e R’ € R s.t. .1’ aliaswith respect td].

e if e, € sharethen any of theelatedpredicates holds for the references’rwhere

reRr' eR.

To represent the connectivity relation in dabeled storage shape grapie extend
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Chapter 3. Extended Storage Shape Graph

the representation tupl/,N, E, L, Le) with a relationconnRwhich contains theon-
nectivityrelation. This results in an extended domain of labeledlgtaples of the form
(V,N,E, Lp, Le,connR.

To concisely represent ttmnnectivityproperty in the figures each edge label is ex-
tended with a list of the identifiers of the other edges in tfaph that it has a non-trivial
connectivityrelation with. For each edge label in this list, if the idéetiis prefixed with
a “I” then the edges are related according to shareabstract predicate; if there is no
prefix then they are related by tkennectecpredicate; all edges whose identifiers do not

appear in the list are related according to dingoint predicate.

Figure 3.7 shows our running example abstract heap withdd#&ian of theconnec-
tivity information. This figure shows how the introduction @innectivityinformation
allows the precise modeling of a number of interesting festwf the heap. If we look at
the edge representing the contents of the aAdgdge 6) and the edge representing the
pointers stored in thBNfields of the 29and 3% LN objects (edge 3), the model now shows
that the pointers represented by these two edugggoint to the same objects (the I3 and
16 entries in the connectivity lists for the edges). A moreerasting situation is between
the node (node 6) that represents tHe @" LN objects where there are several incoming
edges representing the pointers stored in(f)iest (edge 9) ands)econd (edge
10) fields of thePN object and the edge representing {hgext field of a LN object
(edge 4). Theconnectivityrelation between edges 9, 10 shows that although they point
at the same node the analysis can now determine thantiieynot alias (the lack of the
“I” in the entry for 10/9 in the connectivity lists) but thatey maypoint into the same
data structure. If we look at the relation between edge 4 dgé£9, 10 we see that the
analysis is able to represent that edges ma§ represent pointers thatias (the “I” on
the entries 9/4) while correctly determining that the peistrepresented by edges 4, 10
maypoint into the same data structure but that theystnotalias (the lack of a “!” on the

entries 10/4 in the connectivity lists).
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[5A1{]
4,DN[], 1, S

[6, ev, w, {I3}] 11y, 1, {7}

[3,d, w, {I6}]

[2n 13

1115

Figure 3.7: Labeled SSG Extended With Abstract Connegtivit

Interference. The interfere property is closely related to the conceptaminnectivity
While the connectivityproperty tracksrelation predicates between references that are
abstracted by different graph edges, ihierfere property trackgelation predicates be-
tween references that are abstracted by the same graph &aggn the definitions for
relatedin the concrete regions, we can define a seriaatefferencepropertiesjnterfere

= {aliasing pointers (ap)interfering pointers (ip) non-interfering pointers (ng) on the
edges.

Definition 7 (Abstract Interference Propertyjor a node n and edge e, the concrete region
O and the set of references=R{r | IM;(r) = e} (wherell, is part of the concretization
relation given in Section 2.3) are consistent witle fif:

e if e has thenon-interfering pointers (ngroperty thenAr,r’ € Rr A1’ s.t. (rr’ alias

with respect td1) V (r,r’ are relatedwith respect td1).

e if e has thanterfering pointers (ipproperty thenAr,r’ € R;r #4r’ s.t. r,r’ aliaswith
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[5,A 1, np, {}]

[11,y, 1, np, {!7}]

3, d, w, np, {16} A [n]
[7,d, w, ap, (111}]

[2,n,1,np, {}] [4,n, 1, np, {19, 10}]

Figure 3.8: Labeled SSG Extended With Abstract Interfeeenc

respect tal.

e if e has thealiasing pointers (aproperty then any of theelationpredicates holds

for the referencesr’ ¢ R.

To represent thénterfere property in the figures, each edge label is extended with
one of theinterfere predicates{ap, ip, ng. Figure 3.8 shows the running abstract heap
extended with thenterfere information. Of particular interest in this figure is how the
addition of theinterfereinformation allows us to determine that the pointers stared
array A (abstracted by edge 6) all point to distirideN objects (thenp label) while the
pointers stored in theata fields of the &', 5™ LN objects (abstracted by edge mpy
point to the same objects (tlag label).
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Chapter 3. Extended Storage Shape Graph

3.4 Dominance

The final property related to connectivity/reachablilitythe heap graph that we present
is dominanceThis property subsumes the well-knownust-aliagrelation but extends the
concept from single references to sets of references. Inuoming example abstract heap
we know that the variablgsl andp2 mayrefer to the same object (they are related with
theshareabstract property, th@l3) and(!12) entries in the edge labels) but in the concrete
heap that they abstract we know theystrefer to the same object. While the use of a
must-aliagpredicate would be sufficient to handle this situation, iflaek at the relation
between edges 6 (the contents of arfyand 3 (thedata entries of the 2@ and 3¢ list
elements) we can see that imeist-aliaspredicate is inadequate to precisely express this
sharing. In particular we know that the pointers abstrabieddge 3must-aliaswith the
pointers abstracted by edge 6 but also that for every oljetis referred to by a pointer
in the arrayA there exists a pointer stored in the list that also refere¢émbject. That is,

not onlymustaliasing occur but alseveryreference is aliased.

To track this type ofmustsharing between sets of references we introduce a binary

predicate on sets of references in the concrete hezige dominance

Definition 8 (Reference Target Setspiven a set of incoming referencesRry,...,rg}
to a region] = (C, P, Rerosy, Where RC Reross We can define the targets of these reference

sets:

T = {object oe C | Ir € R;r points-to ¢

Definition 9 (Reference Target Setlsiven reference sets,R' s.t. R1R = 0 with target

sets TT’, respectively, we define three predicates based on theaetabetween JT':

e R R aredominanceequal T =T'.

e RdominateR if T'CT.
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Chapter 3. Extended Storage Shape Graph
e R R aredominance disjoinif TNT' = 0.

If we were to translate these concrete predicates intoatigiroperties in the abstract
domain in the natural way we would end up with a binary refatover the powerset
of edges in the graptii(E)), which is computationally expensive to process. Thus we
introduce a simpler pair of properties to use in the absttaotain. The first is a binary
relation on the edgeslomEQC E x E which tracks pairs of edges that represent sets
of pointers with the same target sets. The second is a biedatian on the nodes and
the edgesnodeDomC N x E which tracks for each node which edges represent sets of

pointers whose target set is the same as the set of objettacbd by the node.

Given the definitions fodominancen the concrete regions, we define themEQ
relation over the abstract edges:

Definition 10 (Abstract Edge Dominance Equalityffor a node n and edges &, the
concrete regior] = (C,P,Reos9 and the sets of references=R{r | MN,(r) =€}, R =
{r"| N, (r") = €} are consistent with re, € if:
¢ if edomEQ¢€ then RR must bedominance equal
e otherwise any of the relationsgminance equatiominatesor dominance disjoint
may hold between R
Similarly, we use the definitions fatominancen the concrete regions to define the

nodeDonrelation.

Definition 11 (Abstract Node Dominance}or a node n and edge e, the concrete region
0 = (C,P,Reros9 and the set of referencesR{r | M,(r) = e} (with target set T) are
consistent with re if:

e if e nodeDonn then T=C.
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e otherwise any of the relations may hold between T and thectsbjel[].

We extend the labels on our graph model tup\ésN, E, L, Le, connR to represent
the dominance information by extending the node labelsyimith a list of edges that
nodeDonthe node and by adding tlimmEQrelation to the tuple. The resulting domain
with the dominance properties is the set of labeled graplesugf the form,V, N, E, Ly,
e, connR domEQ, and we extend the abstraction and concretization opein the

natural way to respect the dominance labels @émahEQrelation.

In our running abstract heap example we can see severdiaitsiavhere thelomi-
nanceinformation can provide interestingust-aliasinformation as well as information
on the subset relations between the contents of data stesotun the heap. Figure 3.9
shows how the introduction afominanceproperties allows us to update the heap with
the fact that edges 12, 13 ademEQ(marked with a~ prefix in the connectivity list),
which indicates that variablgsl andp2 mustalias. For each node we add a list of all
the incident edges that amdeDomwith the node. In our example we know that every
object in the region abstracted by node 3 has a pointer tfesrio it stored in the array
A. A more interesting pair of facts are the conditional existerelations we have for the
variablesA andy. ThenodeDomproperty implies that if the variablg is null, node 7
represents an empty region of the heap. SimilarlyiibéeDomentry in node 4 indicates
that if the variableA is null, the node represents the empty region (which is rddnohin

this case since there is only one edge pointing to node 4).

3.5 Final Labeled Storage Shape Graph

With these properties we are able to precisely describentfioenmation that we need to
support the optimization applications we are interesté8éction 1.2 and 1.1). To support

the precise modeling of collections and some critical nuecngroperties, later chapters

36



Chapter 3. Extended Storage Shape Graph

[5,A 1, np, {}]

4,DNI], 1, S, {5}

[6, 2, w, np, {!3}]

[11,y, 1, np, {!7}]

3,DN, w, S, {6} 7,DN, 1, S, {11}
3, d, w, np, {16} A A [n]
[7,d, w, ap, (111}]

[2.n 1, np, {}]

1, LN, 1S, {1}
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[4,n, 1, np, {19, 10}]

Figure 3.9: Labeled SSG Extended With Abstract Dominance

introduce a few specialized properties for collection reoded a simple numeric domain.

However, the properties introduced in this chapter makdagore of the analysis.

The model introduced here begins with the well knastorage shape grapfiom [9,
38] which we then augment with a number of additional label$he nodes and edges to
capture more precise information about the state of theretetieap than can be repre-
sented via the structural information in the graph. Theltegpabstract model dabeled
storage shape grapfissg is composed of the base graph structure, a set of node Jabels

set of edge labels, a connectivity relation, and an edge memee relation.

The node labels are records of the fofiah types linearity shape domsethereid
is a unique identifiertypesis the set of types for the objects thaaybe abstracted by
the node linearity indicates the number of objects thaaybe abstracted by the node,
shapendicates the possible internal connectivity of the regbstracted by the node, and
domsetlists all the edges thahustdominate the region abstracted by the node. In our

figures, the nodes are labeled with these records.
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The edge labels are records of the fofich offset linearity interferewhereid is a
unique identifierpffsetis the storage location of the references abstracted bydie ln-
earity indicates the number of references timatybe abstracted by the edge, antérfere
indicates the possibkelation configurations for the references abstracted by the edge. To
compactly represent the figures, we includedbenRanddomEQinformation in the edge
labels using a finatonnlist field in the records. This list contains titeof any other edge
that the given edge has a non-trivialation with (it is connectecdr sharewith it). If the
two edgesshare the id is prefixed with a “1” and if the two edges alemEQthe id is

prefixed with a ~".

3.6 Concretization Examples

Throughout this chapter we have been using a sample corteeate Figure 2.1 in Sec-
tion 2.2, to motivate the introduction of a number of labagerties that allow us to more
precisely model various aspects of this heap in the absti@tiain. The result of this
construction is the final labeled storage shape graph madekithed above. In this sec-
tion we look at several other feasible and one infeasiblem@ization of the abstract heap
in Figure 3.9 in order to gain additional intuition into whate different instrumentation

properties we introduced actually imply about the conchetap.

Empty Heap. Figure 3.10 shows the degenerate empty concretizationeo&listract
heap. The empty concretization is valid for all heap modielsesall of the properties we
track are eithemayproperties (e.gl maybe null), thelinearity property always allows
the empty concretization (& [0, 1] andw — [0, «)) or are universally quantifieghust(the

dominance properties, where the empty set always satisegriversal quantification).

Thus, this particular concrete heap is a feasible conettiz of our abstract heap.
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®

Figure 3.10: Empty Heap

Alternative Heap. Figure 3.11 shows another feasible concretization of ostratt
heap graph. In this concretization we note that the tail eflibt is acyclic (which is
admissible since th&C)ycle property allows any concrete layouts) and there is no edge
connecting the ® and 8" LN objects (which again is admissible since thist property
allows singleton structures). The connectivity of the hisagiso altered since pointeirs
ands are no longeconnectedut again the abstracbnnectegroperty is anayproperty

SO a less connected structure is admissible. If we look afdjega pointers from the

4™ and 8" LN objects we notice that one is now null. This is fine even thoighedge
representing them in the abstract graph has&erfere property ofap and alinearity of

w, because the property allows concretizations with a single pointer anekip property

allows sets of pointers that anen-interferingas well as sets thatias.

Thus, this example provides a sense of how the abstract reodeéptually provides
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Figure 3.11: Alternative Feasible Heap

upper limits on the connectivity of the concrete heap butenegal allows concrete heaps

with less connectivity.

Infeasible Heap. Figure 3.12 shows an example of a concrete heap that is nasife
concretization of our abstract model. This model violatesumber of the restrictions
present in the abstract model. The most basic is that thegatored alA[1] does not
correspond to any edge in the abstract model. Looking at direters stored in the™
and 39 LN objects we see they alias which is not consistent withniperoperty of the
edge 3 in the abstract model. We also see that the cyclictsteubetween the#and 5"
LMobjects violates the restrictions from tflg)ist layoutof node 6. Finally, we see that
the variablep?2 is null andpl is non-null, which is inconsistent with the restriction iret

abstract model that edge 12, 13 @@minance equivalenwhich means thgpl andp2

40



Chapter 3. Extended Storage Shape Graph

Figure 3.12: Infeasible Heap

mustpoint to the same object (or both be null).
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Chapter 4

Specialized Extensions and Scalar

Domain

This chapter introduces a number of specialized instruatiemt labels that are useful
when modeling collections (as java.util ) and a scalar domain that will allow us to

precisely model a number of important types of conditioasts and indexing statements.

4.1 lteration and Collection Properties

The introduction of the Java collections into the analygises requires us to analyze the
code that is used to implement the collections (which is astaonally expensive, can be
imprecise, and the constant re-analysis is redundant)daeftoe higher-level semantics to
model the behavior of collections (and arrays). In thisisacive introduce a number of
properties designed to model the semantics of collectiodsaae also potentially useful

for optimization applications.

In this section we will use three simple concrete heapsustilate the various abstract
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@&@d/@\
xauu

(a) Iterator Initialized (b) Iterator Advanced (c) Empty Collection

Figure 4.1: Concrete Collection Heaps

properties that are introduced. All three of our concretgplsan Figure 4.1 have a single
Vector object fromjava.util (which we show as a simple sequence of cells each
containing a reference), which is non-empty in the first twarfes and empty in the third;

in each case we have #erator object (also from the packaggva.util ) pointing

into the collection.

Active Iterator/Index Variable. The scheme we present for classifying the pointers in
a collection is a specific case of tpartitioning functionghat are used in [22] to partition
arrays of scalars. The definition we use is only precise wheretis a single iterator that
is active in a collection. In the case of multiple iteratdmdtaneously indexing through a
collection, our partition must conservatively assume #matrelation could hold between
the positions of the iterators. The use of more flexfdetitioning functionsvould allow
our analysis to partition the pointers in a collection evdrewmultiple iterators are being
used to index through the collection. However, the use oengenerapartition functions
substantially complicates the analysis and we expect tlst wf the time only a single
iterator will be active in a collection. Based on this asstiorpwe opted for the fixed

partition.

As described in the paragraph @ffsetsn Section 3.1 we introduce four special edge
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labels for edges that abstract the pointers stored in ¢mleand arrays? bi, at, ai).
The ? field represents a set of arbitrary pointers in the collectidile the other offsets
are used when an iterator or integer indexing variable isgpesed to access the collection.
The offsetat is given to the edge that represents the single pointerdstorthe location
currently being accessed by the iterator/index variablee ®ffsetsbi/ai represent the
pointers that come before/after the current position ofitér@tor or index variable in the

iteration order specified by the collection.

Given our fixed partition approach we need to track whiclattaror index variable the
partition is relative to. To accomplish this we add to eactientihat represents a collection
a labelactivelndexercorresponding to the name of the variable that the currartition

of collection entries is based on.

Figure 4.2 shows the abstraction of our three concrete hdaphe first heap, Fig-
ure 4.2(a), the iterator was just initialized so it currgméfers to before the first element
in the collection and there are no elements that come befarehe iteration order. The
set of pointers that come later in the collection are abtdaby the edge with offseti .
However, note that the absence of an edge with the la@beloes not always imply that the
iterator is at the beginning of the collection (a feasiblaaretization of this abstract heap
is a vector with allnull entries before the current iterator position). The secdrsdract
heap is similar to the first except that it does have an eddethatlabebi which does im-
ply that in any concretization there is at least one entrpédollection before the current
iterator position. Our final Figure 4.2(c), is the result bsaacting the empty collection.
However, note that the lack of any outgoing edges does ndyithpt in all concretiza-
tions the collection must be empty. A valid concretizatisraMector containing only

null entries.

Empty, At-First.  To address the issues that arise with the position of thatdes and

the emptiness/non-emptiness of the collections, we intedwo additional abstract pred-

44



Chapter 4. Specialized Extensions and Scalar Domain
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1, Vector, 1, S, {1, 2}, i ]

(c) Empty Collection

Figure 4.2: Abstract Collection Heaps

icates for the abstract nodes that represent collectiogcthj These predicates allow us
to precisely model the emptiness of a collection and if araite object refers to the first
element of a collection. These two properties are usefuhjproving the precision of the

analysis as well as allowing some program transformatisash(as loop inversion [45]).

The first abstract property is tleenptyenumeration. We treat this predicate as a three-
valued relation with valuestue (shown as in the node)false(shown as-e in the node)

or unknown(shown ag?e in the node) and define it as follows.

Definition 12 (Abstract Empty Property)Given a node n, a possible concretization=

(C, P, Rerosg Of nis consistent if:

e if the emptyproperty istruethen
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C is a singleton sefo}, o is ani nst anceof java. util. Col | ecti onand

o.empty() ig r ue.

o if the emptyproperty isfalsethen
C is a singleton sefo}, o is ani nst anceof java. util. Col | ecti on and

o.empty() if al se.

o if the emptyproperty isunknownthen there are no additional restrictions @n

The second property is tlaFirst enumeration. We treat this property as a two-valued
relation with the valuedrue (the active iterator entry is postfixed witB ) or false(no
postfix) and define it as follows.

Definition 13 (Abstract atFirst Property)Given a node n and an iterator variable | that

refers to n a possible concretizatiGh= (C, P, Rerosg Of N is consistent if:

e if | is the active iterator for n and thatFirstpredicate istruethen C is a singleton
set{o}, o is ani nst anceof java. util. Col | ecti on and either o.empty()

ist r ue or I.next() returns the first element in the iteration ordéoo

e otherwise there are no additional restrictions @n

With these additional properties we can update our abgtesagd models to more pre-
cisely capture the properties of our example concrete héagsre 4.3 shows the extended
abstract heaps. The first Figure 4.3(a) shows hovatkist property allows the analysis
to determine that the iterator has just been initialized éiirst property is true, theB
postfix of the activelndexer) and that the call to ttextmethod will always succeed (the
emptypredicate igalsg the~e in the node). The next Figure 4.3(b) shows how the model
is able to determine that again the collection is not emtg {te in the node) and that
the iterator is at some position in the collection. The finguiFe 4.3(c) shows how the
analysis has precisely captured the emptiness of the tioleabject by marking the node

asmustempty (theg, entry).
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[6,1, 1, np, {}]
2, Iter, 1, S, {6}

LG 1 np, (f}?\ (2. cc. 1 np, {~1}] LG 1 np, (f}?\

(1, Vector, 1,5, {1, 2), -8, ~e ] [ 1, vector, 1,5, {1, 2},i, ~e |

[6,1, 1, np, {}]

2, Iter, 1, S, {6}

[2, cc, 1, np, {~1}]

[5, i, w, np, {}] 13, bi, w, np, 1 [4, at, 1, np, {1 5, ai, w, np, {}]
Govwse)  (aovisa)
(a) Iterator Initialized (b) Iterator Advanced

[6,1, 1, np, {}]

2, Iter, 1, S, {6}

[2, cc, 1, np, {~1}]

[1.C 1 np, (g)?\

[ 1, vector, 1,5, {1, 2},i-B, e |
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Figure 4.3: Abstract Collection Heaps with Empty, First

4.2 Scalar Domain

This section introduces a basic scalar domain that we usadk the results of various
boolean expressions, loop guards and simple equality ©stsmain goal for this domain
is to be able to accurately model commonly occurring tesditmms and the relative
positions of index variables in arrays and collections me loops while minimizing

computational overhead of the analysis.

Representation. Since the properties we are interested in with respect tedakar val-
ues are relatively modest properties and to ensure thatvwld@ad for modeling them

is minimal, we use a simple abstraction to model the equaditgtions between the
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integer/boolean local variables, the integer/booleaticstields and the special expres-
sion card(v) (which tracks the cardinality of containers like arraysl aollections in the
java.util libraries). The relations between these values (variabl@sstants, and the
cardinalities of containers) is modeled using the paribbthe set (and the special values

0, 1,true, andfalse) based on thenust equatelation.

Given this general outline for the construction and the detatue symbolsS =
LocalScalarVarsJ StaticScalarVars) { card(v) | v e LocalVarg U {0, 1,true, false} the
formal domain for this abstraction By, = { 71| mTis a partition ofS} (the set of all equiv-
alence relations 0). This abstraction allows us to easily track which boolealues
must betrue/falseso that we can determine if a given abstract value satisfiesokedn
guard condition (by checking if the boolean variable is ia #ame equivalence class as
the special symbolsue/falsg. We can also precisely determine when two index values
are equal and if an index value is equal to 0 or the length ofriay dor collection) again
by simply checking which equivalence classes the varididdsng to (and if they are in

the same class as the special 0 value).

To support the later uses of this domain we define severalsiogerations that can be
used to simulate the abstract semantics of the boolean &agkinvalues of interest. The
most important is théorgetScalarValueperation which given a variable erases it from
any components of the value domain that it appears in (elguva relations and theard
values). We also have the functiaddEquality which is used to assert an equality relation
between two values, combining the equivalence classeshéyatre in. Finally, we have
amustEquabperation which returnsue if two valuesmustbe equal (they appear in the

same equivalence class).

Abstract Domain Operations With the above definition for the abstract scalar domain

we can define the ordet, and joinLl, operations as follows.

Definition 14 (Scalar Domain Order)Given uu’ € Dy, the order operation is:
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u<yU < W,V e S, if vV are in the same partition in‘dhen vV are in the same partition

in u (that is, if an equalitynusthold in U then it alsomusthold in u).

Definition 15 (Scalar Domain Join)Given uu’ € Dy, the join operation is:

ulyu = unu (wheren is the intersection of equivalence relations).

Abstract Semantics. The semantics of the abstract operations are defined in the ex
pected way. For an assignment of the fotn= y we first forget all the current informa-
tion aboutx using theforgetScalarValu@peration and then use thddEqualityoperation

to assert that now andy mustbe equal. More interesting is the order tbst x < y.

In most situations the domain cannot interpret the pre@selt of this comparison (since
it does not have a generic representation for order, onlgléguand so we must conser-
vatively clear all information fob and cannot infer any new information. However, in an
important class of cases we have information that can alloto e more precise. In the
case whereg, y, 0 are all in the same equivalence class (this often occurs a®btine
cases when first enteringfar loop, e.g., ifx is the index variable and is equal to the
size of the collection which is known to be empty), we knowt this test must fail ant

= false
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Case Studies

In this chapter we examine in detail the analysis result@afoumber of interesting pro-
grams and potential optimizations that can be performeaiguisiis information. Due to
the space constraints imposed on the size of the figures hptagpmedium we focus on
programs from our benchmark suite that produce smaller saptures. While many of
the benchmarks we have studied in detail are not impacteldibydstriction we refer the
interested reader to our online appendix [48] which has égghowing the heap analysis
results for a number of programs that are too large to didoerssor that while the analysis
produces useful information for optimization the applicatof this information is similar

to other case studies already presented.

5.1 Intro Tree Example and Model Representation

Our first example comes from a set of simple tree manipulati@ro-benchmarks. We
use this example to explain several conventions used tdigptige figures, to explain how
the figures presented in this paper and the output of the sisalye related, and finally to

discuss a number of interesting properties of the analysis.
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Original Figure. Given a binary tree theopyTreeShallow = method returns a copy
of the tree structure that shares the data elements withr¢fuenent tree. Figure 5.1(a)
shows the state of the abstract heap at the exit of the of theaayTreeShallow

In this figure we have the variabkén referring to aTreeNode object which is the
root of the copied tree that is returned. The reference viighlabelTree::static
main(string[])#t is a special label that is introduced to track the refererma the
variablet in the caller scope. This variable points to the object thadtithe root of the
argument tree that was passed into the copy routine. We hts@ a number of static
variablesSystem.in , System.out and a reference to a random number generator
Mathl.ri

Figure 5.1(a) also illustrates a number of interesting progs that the analysis is
able to identify about the heap in this particular methodm8mf the properties that the
analysis captured in this example are the fact that the aggtitnee and the result tree
have entirely disjoint tree structures although they shiz@edata elements in the tree. In
particular the variabletn points to aTreeNode object which hadeft andright
subtree fields, each points into a region of the heap that¢septs many objects and has a
(Treelayout (on thdeft andright fields). A more interesting piece of information is
the identification of slightly more precise information dretnature of the sharing of the
data objects. The abstract heap state shown in the figuressthatvwhile the argument
tree and the result tree share some data objects the shaontyion a subtree basis, that
istheleft subtree of the result may only share data objects witletthe subtree of the
argument tree and similarly theght  subtree of the result only shares with tight

subtree of the argument.

Simplified Figure. In order to simplify the figures we select default values fevesal
of the instrumentation properties and modify the represent of the node/edge labels to

omit the components that take on the default values. Ifitiearity domain we pick the
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Tree::static main(String[])#t

[6.t. 1, np, ]

1,TN, LS, {6}

4, rtn, 1, np, {}]

2,TN, 1, S, {4}

[3, data, 1, np, {~5}] [5, data, 1, np, {~3}]

0,DN, 1,S, {3,5}
[2, right, 1, np, {}] [9, left, 1, np, (1]

‘ lleft, right] ~ (left, right)
4N w T, ()

[15, data, w, np, {!16}]

[1, left, 1, np, (1

[21, right, 1, np, {}]

[left, right]
(NwTo

[16, data, w, np, {!15}]

[left, right]

[7, data, w, np, {!8}]

[8, data, w, np, {!7}]
Tree:static main(String[])#outs

(14, outs, 1, np, {12)]

8, PrintStream, 1, S, {}

[12,in, 1, np, {114}]

5 DN, w, S, {}

9, InputStream, 1, S, {11}

11, out, 1, np, {}] 10, Random, 1, S, {13}
System.in System.out (10, i, 1, np, {}]

MathLri

(a) Tree Copy (Full Record)
Tree:main#t

(6, 1]

4, rtn]

A
1, TN, {6}

[3, data, {~5}] [5, data, {~3}]

[2, right] [9, left] [21, right]

[left, right]

[left, right] [left, right] [left, right]

[7, data, w, {!8}] [15, data, w, {!16}] [8, data, w, {!7}] [16, data, w, {!15}]

(b) Tree Copy (Reduced Record)

(TRUE} {FALSE} {0} {1})

Tree:static main(String )t

14, (12}

9, TreeNode leff)

=TT

{15, TreeNode.data, #, (16))/ (8, TreeNode.data, #, (7))

Ds«smeup

TreeNode data, (~3)2, TreeNode.right) {21, TreeNoderight}

» (TreeNode left, TreeNode.right reeNode left, TreeNode righ .» (TreeNode left, TreeNode right

12, (14) {7, TreeNode data, #, (8)) {16, TreeNode data, #, (115)}

(c) Tree Copy (Raw Output)

Figure 5.1: Tree Copy
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default value to bd, the default property for thiayoutsis (S)ingleton for connectivity
the empty set, fointerferencethe non-interferingproperty 6p) and for nodeDomthe

emptyset. We also omit thactivelterator emptyCollectiorand atFirst properties from
objects that do not abstract collections (or whendtférst predicate idalsg. We note
that the variable reference edges always have the varianie ms theffsetso we omit
these as well. Finally, when it is irrelevant to the examplieaand we will omit or rename

various extraneous references, caller scope referertaéis,\ariables, etc.

Figure 5.1(b) shows the result of applying these simpliiicet to the abstract heap
graph shown in Figure 5.1(a). If we look at the simplified v@nf the node that variable
rtn refers to we see that the explicit denotations forlthearity of 1 and the(S)ingleton
layout have been removed and are now assumed as implicit while geeityormation
(which is always present) and ti@deDomset (which is not the default value) are still
present in the label. Similarly for theght edge (21) in which we have omitted the

default values for thénearity (1), and thenterferencgnon-interfering, np.

Raw Display Figure. The final Figure 5.1(c) shows the same heap as output by the
analysis tool itself. The analysis uses tte program from thgjraphviz ~ suite to auto-
matically generate pictorial graph representations ofheg akeypoints in the program
and for output from the interactive analysis debugger. ©hiput format differs slightly
from the simplified format that we use for the discussionsiga paper in order to ensure
that the figures are complete, unambiguous representatitire abstract state. In par-
ticular the field identifiers are extended with the class sdbjat they are declared in, all
static/caller scope variables are shown, all local vaesifincluding null valued variables
and depending on the program location dead variables) aptagied and as needed the

package scope is appended to the type names.
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5.2 Select Benchmarks

In this section we look at a few of the more interesting JOldenchmarks from the

standpoint of using the analysis results to drive the otatnon of these benchmarks in
a number of ways (parallelization, static garbage coltegtobject collocation) that are
generally impractical without the detailed heap informatprovided by our heap analysis
technique. Of course the more detailed information praviole the heap analysis in this
work will also improve the effectiveness of traditional mpization techniques (schedul-

ing, redundancy elimination, etc.).

5.21 TSP

The first benchmark we considertip. This benchmark computes an approximation of
the optimaltraveling salesmampath on a tree of points. This is done using a divide and
conquer approach wheretgp path is computed for each sub-tree and then the paths are
merged and the location specified by the current root nodigisdto the path. The method
uses links (via a fieldiext ) within the nodes to track which node is the next point totvisi

in the traversal.

Thus the heap at the entry to this method is always the treetste shown in Fig-
ure 5.2(a) while the heap at the exit of the method is the cygtiucture that results from
linking the nodes on the path, shown in Figure 5.2(b). Thasle highlights one of the
major strengths of the approach presented in this work. Atethtry to the method the
state of the heap has a well-defined tree structure whichrthlysis is able to precisely
represent and which allows us to thread-level parallelizerécursive calls to thieft
andright  subtrees giving a speedup of 3.16 on our quad-core test meaddonversely
at the exit of the method the state of the heap is very irreqaid has many non-trivial

relations (there is some cyclic path though the objects ditixh to the tree structure on
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[1, this]
| LN} |
[2, left] [3, right]
[left, right] [left, right]
2, TN, w, T | (3TN wT

(a) Enter TSP Rec. Call

) [1, this]
[left, right]

TN, w, C

[next, prev]

(b) Exit TSP Rec. Call

Figure 5.2: TSP Recursive Call

theleft andright fields) and the analysis has shifted to a less precise but mocé
efficient representation. A related and important featareaw the graph-based model
allows the analysis to perform this transition on a regionrégion basis (théh case
study 5.2.5). This allows the analysis to conservativelyragimate select regions of the
heap for efficiency while maintaining precise informatidooat the state of the program

in other regions of the heap where possible.
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5.2.2 Power

The power benchmark computes the electrical demand of a power gridhwibkilaid out

in a tree pattern. The actual implementation is an arraysts bf lists of vectors (none of
which share in any way), thus this program builds and trasgeessimilar in structure to
the one built by the firewire driver in [3,68]. THeoot object is the base of the grid tree
and has an array dfateral line objects. Each of these lateral line objects is the head
of a list of Lateral  objects each of which has a pointer to the head of a ligrahch

objects and each of these branch objects héscior of Leaf objects.

The heap analysis normally represents the head of eaclslstsaparate node from
the tail of the list structure but to compact the figure we hav@pressed the head of the
list in with the tail, Figure 5.3(a). We also show the raw autfpom the analysis with the
uncompressed list heads, Figure 5.3(b), which gives arlfettefor the shape but due to

the larger number of nodes is harder to read.

In Figure 5.3(a) we see that the analysis has identifieRtw object (node 0) and the
initial array ofLateral  objects (node 2). The edge (edge 1) from the arrdyatéral
objects to the node representing the actual listbaikral objects has thénterfere
propertynon-interfering(the default value) indicating that each of the pointerdraloted
by this edge points to a unique object in a different datecttine in the region abstracted
by node 25. This means that each of the pointers refers taethie ¢f a unique list. Each of
theLateral objects in these lists has a pointer tDamandobject andBranch object.
These pointers are represented by edges 15 and 13 resjyedhigain since these edges
have thenon-interferingproperty we know that they refer to unigDemandobjects and
disjoint lists of Branch objects as well. The lists dranch objects, represented by
node 14, contain pointers @emandobjects (again all uniquely referenced) arekctor
objects (also uniquely referenced). Finally, we see thah&é&ector object contains

references to uniqueeaf objects and each of these contains a reference to a unique
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[0, root]

0, Root, {0}

[3, feeders]

2, Lateral[], {3}

[1,7 w]

25, Lateral, w, L

[next_lateral]

[13, branch, w]

14, Branch, w, L

[24, leaves, w]

(15, D, w]

[nextBranch]

[25, D, w]

[ 20, Vector, w, ?e ] [15, Demand, w ]

[7,7, w]

[9, D, w]

22, Demand, w

(a) Power (Compressed List)

(TRUE} (FALSE) (0} 1)

[F[==e]
ol o onecnn
vumnem
fi28)
"
iy =T T=[7
‘A‘Lea/‘u‘[/]‘ ‘u‘tsa/‘u‘hs}‘
Ao @] [B]owm 7|7
spsenn ] [_spemou ] [ pootmap 0 ] [_ootman2 ]

(b) Power (Raw Output)

Figure 5.3: Power
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Demandobject.

Thus, the analysis has determined that the heap is an arietsobdf lists of vectors
with no sharing between any of the lists/vectors as desifad is sufficient to introduce
thread-level parallelism to the processing ofltla¢eral ~andBranch lists which results

in a speedup of 3.25 on a quad-core machine.

5.2.3 Em3d

The em3d program computes electro-magnetic field values in a 3-démoeal space by
constructing a list oENode objects, each representing an electric field value and a sec-
ond list of ENode objects, which represent magnetic field values. To compote h
the electric/magnetic field value for a giv&iNode object is updated at each step the
computeNewValue method uses an array BNode objects from the opposite field and
performs a convolution of these field values and a scalingpvegpdating the current field
value with the result. This example demonstrates the irapod of precisely resolving the
heap structure so that we can determine that the set of heafidos where thgalue

field is written is distinct from the locations that are reaslshown in Figure 5.4. In partic-
ular we note that even though the overall heap structurecigcane analysis has precisely
resolved the bipartite structure and the structures ofabbjinat make up the electric and

magnetic field structures.

Figure 5.4 shows the heap structure computed foctmeputeNewValue method.
Variable g points to a single object of typBiGrph , which is the data structure that
encapsulates all the objects of interest. Bi€rph object has 2 fields, theNodes
field pointing to a linked list oENode objects that make up the magnetic field and, the

eNodes field pointing to a linked list oENode objects that make up the electric field.

Looking at the structure of the heap graph in Figure 5.4 ipijgasent that the set of

locations read from and written to tomputeNewValue (Figure 5.5) are disjoint and
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[2,d]

0, LinkList, ?e

[1, hNodes]

1, BiGrph

[21, ?, w, ap, (!5, 113)]

(5,2, w, (113, 121)] 120, coeffs, Wl Tt w
8, ENode, w

[19, fromN, w]

14, ENode[], w| |12, ENode[], w

[17, 2, w, ap, (4, 116)] [16, 2, w, ap, (14, 117)]

[18, toN, w]

[13, 7, w, ap, (!5, 121)]

[9, ENode[], w] [3, ENode[], w ]

[0, eNodes]

2, LinkList, ?e

[14, fromN, w] [8, toN, w]

11, ENode, w
[4,? w, (116, 117)] 10, float[], w
[15, coeffs, w]

Figure 5.4:.computeNewValue
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static void computeNewValue(ENode n) {
for(int i = 0; i < n.fromCount; i++)
n.value -= n.coeffs[i] * n.fromN[i].value;

Figure 5.5:Compute

for(int i = O; i < this.hNodes.size(); ++i)
computeNewValue((ENode) this.hNodes.get(i));

Figure 5.6: MairEm3d Compute Loop
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thus the loop can be unrolled and aggressively scheduleaiobbe vectorized.

ThecomputeNewValue method is called from the loop shown in Figure 5.6 where
we iterate through all the entries in thenkedList updating the node values. Since
we know that each reference in this collection refers to gueiNode object (the edges
with identifiers 4 and 5 have the non-interfere property) wevk that each iteration of the
loop updates a differeriiNode object. Thus, we can thread-parallelize the processing of

this loop. Doing so results in a speedup of 3.21 on our quad-test machine.

Finally, in this example we have two opportunities to imgralkie use of memory via
static collection and to improve locality via collocationdynamically updating the layout
at key points. By looking at future reads/writes from fields @an determine that the field
toN is never read from or written to again. Thus, we can collestphart of the heap prior
to the main compute loop saving a substantial amount of mgfaararray of size approx.
100+ entries peENode object). Also by examining the later use of the data strastur
in the program we can determine that the lifetimes of EiNode objects is bounded by
the lifetime of theLinkedList  they are stored in. Thus we can either allocate the
ENode objects inline with theLinkedList  structure or prior to the compute loop we

can dynamically reallocate the objects contiguously in mmem

5.2.4 \oronoi

Figure 5.7 shows the abstract heap that is computed at thefehd buildDelaunay
method. This method performs a recursive construction afranoi diagram by building
a diagram on th&Vertex objects by computing a diagram for the left subtree, thetrigh

subtree and then merging the two diagrams (partial pseade-shown in Figure 5.8).

This particular heap example shows how the analysis usewe & interfere proper-

ties to differentiate how various forms of sharing appeaa program. Figure 5.7 shows
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[6, left, (!5, 17)] [7, right, (!5, 16)]

[next]
5, Edge, w, C

[4, vertex, w, ap] [left, right]

[3, quadlList, w, ap]
(5,2, ip, w, (16, 17)]]

9, VWertex, w, T

Figure 5.7:Voronoi
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EdgePair delright = getRight().buildDelaunay(extra);
EdgePair delleft = getLeft().buildDelaunay(this);

retval = Edge.doMerge(delleft, delright);

Figure 5.8:buildDelaunay = Pseudo-code

that at the return from the recursibaildDelaunay =~ method the heap has a cyclic struc-
ture (based on theext pointer) of the edges in the triangulation (node 5). Eacline$¢
Edge objects has a reference to Bdge[] which contains pointers back into the set of
Edge objects. Finally eackdge object has a pointer to\&Vertex object which is laid

out in a tree-like structure (th@)reeproperty of node 9).

In addition to being able to precisely identify each of thes®ictures on the heap
and the connectivity relations between them, the analgsaéble to compute interesting
sharing information about how the pointers stored in theatisjand arrays are related. If
we look at edge 3, which represents the pointers stored igubelList fields of the
Edge objects, we see it has theterfere propertyalias pointers (apwhich means that
two Edge objects may point to the same array. Similarly the edge atistig the pointers
stored in thevertex field (edge 4) also has thaterfere propertyap which indicates
that theVVertex objects may be shared between Bage objects (or that there may be

pointers into the same tree structure).

More interesting is the edge (edge 5) from the node abstgttieEdge[] objects
back to the node abstracting tBelge objects. This edge is labeled with tierfere
propertyinterfering pointers (ipwhich indicates that the pointers stored in the arrays may
point into connected parts of the cyclic structure but tleatenof them may alias (thus for
all arraysi # j = Edge[i] # Edge[j]] ).
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This sharing and structural information provide severgdarfunities for optimizing
this particular program. ThdoMerge method performs many loop and conditional heavy
modifications ofEdge objects based on loads through tBdge[] arrays. Thus, we
believe that the information that there are no aliasinggogin these arrays would be very
useful to standard load elimination, redundancy elimorgtand scheduling optimizations.
Unfortunately as we do not have these components in our @atiion framework as of yet
we are unable to measure the impact. However, we are able thestructural separation
information about the results of thelildDelaunay =~ method and the tree recursive call
structure to thread-parallelize the recursive call streegiving us a speedup of 2.43 on

our test machine.

5.2.5 BH (Barnes-Hut)

Figure 5.9 shows the model that the analysis computes fondbkGravity = method

of the Barnes-Hutbenchmark. Théh program performs &ast-multipolealgorithm on

the gravitational interaction between a set of bodies Rbdy objects) and uses a space
decomposition tree ofell objects each of which has\4ector containing a subtree

or a reference to thBody objects. The program also keeps two vectors for accessing
the bodiespodyTab andbodyTabRev . Figure 5.9 shows the state of the heap model
after the loop body (Figure 5.10) that contains the majaitthe computation imh. This

loop takes eacBody object and walks the space decomposition treerloé field) to

determine a new acceleration value for By object (stored in theewAcc field).

Our analysis is not able to precisely resolve the constinaif the space decomposi-
tion tree and conservatively assumes it may be a cyclictstre¢shown by th€ in node
17, representing th€ell objects). However, the analysis is able to determine that th
Cell objects and th®&ody objects represent distinct regions in the program. The-anal

ysis is also able to determine a number of useful sharinggstigs with respect to how
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[0, root]

0, BTree, {0}

[12, bodyTabRev]
(1, b]
[14, bodyTab]

[ 11, Vector, {14}, ?e ] 18, Vector, {1, 12}, %e

[{?, subp}] [19, root]

17, {Cell Vector}, w, C, ?e

[16, pos, w] [3, 7, w, (118, 121)]
(15, MathVector, w) (18, 2, w, ap, (13, 121)] (21,2, w, (3,!18)]
14, Body, w
[17, data, w]

Ns, w]

[11, vel, w] 9, MathVector, w

[9, newAcc, w]

7, MathVector, w

[5, data, w]

8, Double[], w

[10, acc, w]

16, Double[], w

[5, MathVector, w] [3, MathVector, w] [4, data, w]

[7, data, w]l [6, data, w] l

[ 6, Double[], w ] [ 4, Double[], w ]

10, Double[], w

Figure 5.9:BH
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Iterator b = root.bodyTabRev.iterator();
while(b.hasNext())
((Body) b.next()).hackGravity(rsize, root);

Figure 5.10: Main Update, Gravity Computation

theBody objects (node 14) are stored in the two vecttwsdyTab andbodyTabRev )

and the space decomposition tree. In particular it has assguhat theCell objects in

the space decomposition tree may have aliasing pointesygtantry in edge 18, marked

in red if color is available) while there are no aliasing gem stored in th&/ectors
bodyTab andbodyTabRev , the edges abstracting these pointers (edges 3, 21) have the
interferepropertynp (the omitted default non-interfering value). We also se¢ the anal-

ysis has determined that the two vectors and the space destiop tree all point to some

of the sameBody objects (the (118, 121) in edge 3, (!3, !18) in edge 21 and {23) in

edge 18 respectively these connectivity relations are edhirkblue if color is available).

The sharing information about the pointers stored in eactovehe structural disjoint-
ness of the space decomposition tree andibdy objects combined with the observation
that the space decomposition tree is only read in the loop bod that the only part of the
heap which is modified is never read (thewAcc field) is sufficient to ensure that there
is no heap-carried dependence in this loop. Thus, we caly safead-parallelize the loop

body, achieving a factor of 3.09 speedup on our quad-cotetashine.

Of interest from a memory management standpoint areMbthVector objects
which are used to represent k-dimensional points in spasedpors (a smalstatic
final int known at compile time). Examining the heap through the emnogram
shows that eaciMathVector points to a unique array at all times, the edges from
the MathVector objects to the arrays are alwagen-interfering (np)the omitted de-

fault value), and the array nodes never have multiple edges differentMathVector
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nodes. This allows us to safely inline the elements in thayardirectly into fields in the
MathVector obijects (in effect giving the arrays value instead of reafeeesemantics).
This has the beneficial effect of increasing the data localitd replacing several loops
with straight line code, resulting in a 23% reduction in thatime of the single-threaded
program, as well as reducing the size of MathVector /Array composite structure ob-

ject by a pointer (and the overhead of an array), resultire 37% reduction in memory

usage.
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Normalization

This chapter introduces a normal form for tlaéeled storage shape graph§he normal
form serves two functions in the analysis: it allows for tlabeled storage shape graphs
to be efficiently compared (Chapter 7) and it ensures thaetaee a bounded number of
labeled storage shape graptigat are possible at each control flow join point (Chapter 9).
These two properties are needed to ensure the terminagionifiation of the analysis is
guaranteed for a finite domain) and efficiency of the analy#&snote that the normal form
operation may reduce the precision of the graph model @tast pseudo-widening [17]).
While this potentially reduces the precision of the analyise result is still a safe approx-

imation of the program.

There are many possibilities for satisfactory normal forefirdtions and the normal
form need not be unique (and the operation to compute it neeéwen be a function).
The only requirement is it must ensure the existence of a fdaahd on the number of

nodes/edges that can appear in a graph.

Definition 16 (Normal Form RequirementsThe normal form must satisf¥iNmax, Emax €

N s.t. Vg where g is in normal form:
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1. [{node n| n€ g}| < Nmax

2. |{edge € ec g} | < Emax

Since the objective of constructing this finite set is to eashiat the analysis terminates
in a reasonable amount of time, when analyzing a given prnodtawe do not need to
construct a universal normal form and bound for all programscan instead perform the

construction parametrically with respect to the types usede progrant;.

6.1 Simple Normal Form Definition

We begin with a simple definition for a normal form operatitvait satisfies the above
definition. While this normal form operation is surprisipgiffective in many cases, there
are a number of problems with the definition that result inesstve losses of accuracy
when using it in practice. We examine the causes of thesésprdosses and amend the
definitions to avoid them in Section 6.2 and 6.3.

We can identify all the types in a program that may be recarivlooking at the type
graph for the program. Below we define the construction ofpe tgraph for a simple
type system without interfaces or inheritance. This casion can be easily extended to

handle object-oriented language features.
Definition 17 (Static Program Type Graphlor a given program Pwe can use the de-
clared typed 1y, ..., 7k} in the program to construct a type dependence graph as fellow
1. For eachrt; € {13,..., Tk} we add a node to the graph.
2. If 1y has a field of type; we add an edggr;, 7j) from the node for; to the node for

Tj.
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Based on this construction we can identify types that anersdce (based on the static
type information) as the types that are contained in the sstroagly connected compo-

nent of the graph or that have self edges in the graph.

Definition 18 (Statically Recursive TypesJor a given program we can use the declared
types to compute which objects may be a part of the same reewstsucture, given types

T, T’ we use the following terminology:
1. 7,7’ are statically recursivéf in the Static Program Type Graglt # 1/ A 1,7’ are
in the same strongly connected componenj = 7’ and there is a self eddg, 1)).

2. 1 is astatically recursiveype iff31’ s.t. 1, T’ are statically recursive

Definition 19 (Simple Normal Form) A graph g is in the simple normal form if:

e Y nodes n, nis reachable from a variable node.

e V nodes nn’ s.t. 3 edge e from nto’rthen (A T € n.types 1/ € n'.typess.t. 1, 7’ are

statically recursive

e V nodes nA edges e both starting at n where & € A e.offset= €.offset

Given the operations to combine nodes/edges in Sectiont &5straightforward to
transform an arbitrary heap graph into sisnple normal form Further it is clear that the
simple normal form satisfies our requirements as (1) the repdn the graph is bounded
by the size of the largest statically non-recursive stngcsince all recursive structures are
represented by a single node (no two nodes with an edge dimmpéisem can contain
statically recursivaypes) and (2) the maximum branching factor for any nodemsdid

by the number of fields declared in the program.
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6.2 Equivalent Edge/Node Identification

To allow us to relax the condition on the outgoing edges farargnode we want to intro-
duce a notion oequivalenceof two nodes/edges that captures our intuition of when two
nodesn,n’ abstract similar regions of the concrete heap. Sincethgvalenceredicate

is used to determine the maximum number of out edges eachmagéave, we can im-
prove efficiency by minimizing the number of equivalencessks created by this relation.
The tradeoff between precision and performance that we foawel to be acceptable is
determined by the following conditions: (1) are all the typepresented by the nodes non-
recursive (or may both nodes represent recursive typesjZmhat variables can reach

the objects in the regions abstracted by the nodes?

Definition 20 (Recursive Similarity) Given nodes m’ and thestatically recursiveype

information, nn’ are recursive similaiff either of the following holds:

1. (At € n.typesT is statically recursive)\ (31’ € n'.types 1’ is statically recursive)

2. (VT € n.typesT is not statically recursivep\ (V1’ € n'.types 1’ is not statically re-

cursive)

Thus, the nodes arecursive similaiif either they both abstract all non-recursive types
or they both may abstract an object with a recursive type. Xamle of why this is
important is the common construction of k-ary trees usimgyerto hold either a recursive

subtree or a non-recursive leaf object, which is often shayemultiple nodes.

Consider a simple program which has two typgesp andVar , where the typ&/ar
is a non-recursive leaf type afitkp has a fieldexp which either points to &ar object
or anothelExp object. Figure 6.1(a) shows an abstract heap represenstinath abstract
heap structure using these types. If we were to group thesieeuand non-recursive

nodes together we get the result in Figure 6.1(b) which has ierced to create a List
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[2, exp, w, ip] [exp]

(3 {Exp, Var}, w@

(a) Recursive Similarity (b) Without Recursive Similarity

[2, exp, {14}]

[4, exp, {12}]

Figure 6.1: With and Without Recursive Similarity

structure when merging thexp edges. This is a substantially less precise description
of the program state and as the analysis continues will r@sthe overly conservative
approximation that the structure is a DAG instead of therddsiliscovery that we have

a recursive list (or tree) with shared leaf objects. Corelgravith the use ofrecursive
similarity, the grouping will keep the edges distinct and leave thamaldneap unchanged.
The BH program discussed in Chapter 5 shows a larger example ofevthier property
allows the model to represent tB®dy leaf objects as a distinct region from tell

objects that make up the space decomposition tree.

Reference Similarity. If we have two noden,n’ and the objects abstracted in the region
by n are all stored in an arraj and all the objects in the region abstractedrhyare
stored in arrayA and a second arréythen it is reasonable to assume that the programmer
has partitioned these objects differently for some rea3dms, we want to preserve this
information by keeping the nodes distinct, we show thisaditin in Figure 6.2. We can
ensure that the information on which collections and vageislefer to which sets of objects

is maintained by using the following definition mdference similarity

Definition 21 (Reference Similarity)We say two nodes i’ are reference similar if given
the set of in edges to nyE= {€]...€}}, the set of in edges td,iE, = {&] ...€] }, and the
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[3,2 w, {I5)]

(2,7 w]
[5 2, w, {13)]

Figure 6.2: Not Reference Similar (based on variable reattyg

set of variables that can reach node R,/ {V{...\/'}, the set of variables that can reach
node i, V/ = {] ...V}, the following holds:

{eoffset| ec Ej,} = { €.offset| € e E[ .} AV, =V/

This definition ensures that if two nodes are treated diffiéyavith respect to the types

of objects they are stored in or the variables that reach themthey are kept separate.

Definition 22 (Equivalent Nodes/Edgesisiven the above definitions we defiadge
equivalence Given a node n and two out edge®'ewhich start at node n and end at

nodes g and ny respectively we say, € are equivalenif:

(e.offset= €.offset) A (ne, ng are recursive similarA (ne, Ny are reference similgr

6.3 Recursive Components

In this section we define a predicate that takes two nodgs Wwheren = n’) with one
or more edges between them and determines if they may be fpidr¢ same recursive

component of a data structure.

A Simple Initial Approach. Using the static type information to determine which parts

of thelabeled storage shape graphay represent recursive structures can cause massive
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(1,1 {~5} (3, n, {~6}]

1, LN, {1, 5}

[5, % hhg

(6,1, {~3}]

(a) List Structure

@

[L 1, {5, 6)] \ l [L,1, {15, 6}] \ l
4, LN, w, L 4, LN, w, C
[5, x, {1, 6}] / [6 1,{1, 5} [5, %, {11, 6}] / [6,1, {1, 5}
(b) Simple Recursive Identlflcatlon (c) After Update

Figure 6.3: Result of Simple Recursive, on List Remove

losses in precision during the analysis. Consider the chssmoving an element from a
linked list where we have multiple variables pointing irtte same list structure, and main-
taining the order relation between them is critical to aately modeling the final removal
of an element. Using the above approach will result in the tfsall order information
between the variables in the list. Figure 6.3(a) shows ortbeobstract heap graphs that
arises during the analysis of thetRemove method. The result of the simplistic recur-
sive component elimination is shown in Figure 6.3(b) andltesn the loss of all order
relations betweer andy. The updatex.next = y then results in the analysis (very

conservatively) assuming that the region may become cgslghown in Figure 6.3(c).

Safe Nodes. To avoid this problem we introduce the notionsaffe nodesWe say a node
is safe if it represents an interesting point in a recursat@ dtructure (a point where the
program is accessing a specific node in the data structuugttha variable reference, as
in the above example, or a non-recursive data structurdipgimto specific locations in
the recursive structure) and we always keep these nodesas®jastinct from any other

recursive components of a data structure.
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If we have a recursive data structure and we store referdnciesportant points in
it via another data structure we want to be able to maintanréations between these
specific points in a data structure for when they are accdassdn the program. This is
a generalization of maintaining the precise locations oialde references in a recursive
data structure. This particular expansion is important@yzing situations of the form:
a method returns a pair of nodes in a list and we want to remibyieeaelements in the
list between thdirst andsecond entries of the pair. If the analysis does not maintain
the order relation between the targets of the two fields imthrerecursive pair object in
the recursive list structure we cannot accurately modettteets of the remove operation
(e.g., after normalization we would be forced to consevedfiassume that the target of

thesecond field could come before the target of thest  field).

Definition 23 (Safe Node) A node n issafeif it is a (S)ingletonnode and either of the

following hold:

1. Jvariable v that refers to n.

2. J edge e s.t. e starts at a node whereV1s € ns.typest € n.types, 15, T are not

statically recursive).

Online Computation of Recursive Structures. The detection of potentially recursive
types by examining the type graph of the program can lead édyaggressive merging
of components of a heap graph. Consider a program with thexbtyjpesry, 7, 73 which

are mutually recursive on the field. If we have the abstract heap graph in Figure 6.4
we can see that thd'2and 39 nodes in the list are statically recursive according to the
definitions above but that there is no complete recursivegire present in the program
(no type appears multiple times in the same structure). dmsoccur frequently with pre
1.5 Java collections as their contents are untyped (theycoaiain any type of object)

and are thus statically recursive with all other types.
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Figure 6.4: Recursive Types But No Complete Structure

To avoid this problem we perform an online detection of trmursive structures in a
program so that instead of saying’ are recursive if there is an edge franto ', neither
n,n’ is safeand3t € n.typest’ € n'.typess.t. t,t’ are statically recursive, as in our initial

simple approach we use a reachability construction basdideosbstract heap structure.

Definition 24 (Online Recursive Nodes)Ve definition of ' as being online recursive
if:

3 an edge from n to’nneither nr' is safeand3n; s.t. there is a path (possibly empty)

from rf to n; that does not pass through asgfenodes and rypesn;.types+ 0.

This ensures that if we identify two nodes as being recur$iea they are part of a
complete (we have a least one complete cycle from a node oka gype to another node
of the same type) and unbroken (there aresafenodes in this cycle) recursive structure

in the program.

Recursive vs. Back Pointers. Many programs use back pointers causing the above def-
inition to identify any cyclic structure as recursive (grtcivially we can lein; = n). This
causes the grouping of cycles in the graph into single nodtbsie layout (C)ycle which

can lead to substantial imprecision. Figure 6.5 shows ampbaof such a heap. We can
see that even though the heap structure is finite, the baak wdigcause our recursive

component definition to group th@%and 34 nodes into the same recursive component.

To address this problem we modify the recursive definitioghslly to ignore back
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[1,1] (2, n, {~4}] [3, n]

(4, n {~2}]

Figure 6.5: Recursive Cycle

pointers when computing if two nodes are recursive. Thisgivs the final definition for

recursive nodes.

Definition 25 (Recursive Nodes)Given the functiomepthwhich returns the depth of a

node in the graph, nodes 17, fwhere n# ') are recursivef:

3 edge e from n to’nneither of nr' is safeand In; s.t. there is a (possibly empty)
pathyr ((n3,ng)...(ng,ng)) from rl to n; s.t.V(n®, nf) € i, depthn?) < depti(n®) (where
depthis the depth of the node in the grapk}n?, nf), neither 1f or nf is safe and, nypes
n;.types# 0.

6.4 Focus Operation

The focus operation is a set of rewrite rules for the nodg®edn a graph that we use
to propagate the implications of the various node/edgeeastigs and the structure of the
graph. Given a noda, a set of incoming edges' = {€|,...,€,} and a set of outgoing
edgesk® = {€),...,e9} the focusNodeoperator updates the node and edges using the
following rewrite rules:

n.linearity = 1A Je € E', e.interfere£ ap
elinearity — 1

This rewrite rule allows us to determine that if a node repnés a single object then if an

edge represents a set of pointers that do not alias then tiheusé only contain a single
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pointer (since all pointers in this set must point to the &radpject in the region abstracted
by the node).

nlinearity= 1A 3Je € E% eoffset {?, bi, ai }
elinearity — 1 A e.interfere<— np

This inference rule allows us to determine that if a nodeesgnts a single object then all
the out edges which represent pointers stored in the fielttseobbject (i.e. pointers not
stored in summary containers such as arrays or collections) represent a single pointer
(and naturally a single pointer cannot share with itselfrgoddge is non-interfering).

n.layout= S
n.typesonly contains type names consistent with the incoming egoest

This rule states that if there are no internal pointers irréiggon abstracted by the node (a
Singleton layout) then each object must be referred to byesigece abstracted by one of
the incoming edges. Thus the set of types that the objectsmay limited by the types
of the targets of the references abstracted by the incontiggse

Jec E' elinearity = 1A e dominates n
n.linearity < 1

This rule states that if we have an incoming edge which regmtssa single pointer and
every object in the region abstracted by the target nodefesresl to by a pointer in this
edge then there is only a single object in the region.

E' = {e} An.layout= SA start node ok haslinearity 1
n.domset= {e}

This rule states that if there is a single incoming edge to @ertbat abstracts a region
of the heap with no internal pointers then every live objadhis region must be pointed
to by one of the references in the incoming edge (and to engeir@on’t later introduce

spurious dominance information the start node of the edgst represent a single object).

Jdey, ey € E' s.t. e, dominates m ey dominates n
e« domEQ ¢
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This inference rule allows us to determine that if every obije a given region are pointed
to by a reference abstracted bByand every object is also pointed to by a reference ab-
stracted byeiy then the set of objects pointed to by references abstragted équals the
set of objects pointed to by references abstracteg, by

E =0
then removen and all the edges i&° from the graph

This rule ensures that if the region represented by the rodereachable by the program

then we remove the node and all out edges since they are seaflgmheaningless.

6.5 Normal Form

Given the definitions foequivalent edgeandrecursive nodeghich provide the required
heuristics for determining which nodes should be groupéal time same recursive com-
ponents and which nodes represent similar regions on theretenheap, we can define
our improved normalization method. We begin by defining howampute a summary
node/edge that safely approximates the properties of a geeof nodes/edges. The most
general way to do this would be to compute a single summarg/fedde over the entire
set. However, this is a difficult problem in the general caseé we opt for the simpler

approach of processing the nodes/edges in a pairwise fashio

6.5.1 Node Summarization

When summarizing two nodesg andny, there are three possibilities. The first is that
there are no edges between the nodes, there are only edgesdirection between nodes
(from ng4 to ny Or Ny to Ny, but not both) and when there are edges frgnto ny and from

Np to N,.
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If there are no edges between the nodes we usméigeNoEdgenethod to compute
the summary representation. This method is mainly a compenise operation (in that
we take the max of the properties or union of the relationg)e o only non-trivial
details are to set thknearity of the summary node to the sumr) of the linearity of the
two nodes, which is always (since the summary node may represent multiple objects)
and to clear the out edges from any dominance relations. [Bagirg of the dominance
information is key to ensuring that later writes that migteka objects abstracted by this
node unreachable (and this potentially affecting the damge properties) are correctly
handled (by conservatively forgetting the dominance prioge of any summary nodes).
The mergeEdgeOneWagperation on a pair of nodes that have connecting edges is mor
complicated. In particular we need to account for the faat the edge(s) connecting
nodesn, andny, will affect the layout and the internal connectivity of thewnsummary

node.

Algorithm 1: mergeOneWay
input : graphg, na, Ny nodesgebt set of edges fromy to ny

Na.types— ny.typesu ny.types;

na.linearity «— w;

na.layout« combinelLayoutf,.layout,ny.layout,ebt);
Na.connR«+— combineConnR{;.connR,ny.connR ebt);
ny.nodeDomx— 0;

ng.activelter«— _L;

Na.empty«— unknown;

nay.atFirst— false;

remap all edges incident tg to be incident tan,;

foreach out edge &lo
if e.offsetc {ai,at bi} then e.offset— ?;

removee from any dominance relations;
deleteNodd, np);
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The algorithmcombineLayouty, |y, ebl (Algorithm 2), is based on a case analysis of
the internal layout that results from the possible combamat of layouts fom,, ny along
with the total number of pointers representeddisyand the potential that any pointers in
the edges represented étinterfere. We enumerate the possible combinations oélite
edges and the layout types. Then for each case we use thetgenoéathe edge and layout
properties to determine the most general layout type thgtmesult from this particular
case. For example if we have tw8)ingletonnodes connected by an edgeliokearity
1 then the most generkdyoutfor a node that summarizes these nodes and the edge is a
(L)ist.

Algorithm 2 : combineLayout
input : la,1p layout typesgebtset of edges fromg to n,

output: the layout of the combined node

mayInterfere— \/{e € ebt/e.interfere=ip v ap};
totalPointers— S {e € ebt|elinearity};

notSingletons— s, # SingletonA s, # Singleton
isDAGgraph« totalPointers> 1 A notSingletons

Iy — max(la,lp);

case(maylnterferev isDAGgraph) return max,, MultiPath);
case(la = List) return maxl,, Tree);

case(la = lp = Singleton)return max,, List);

otherwise return I;;

The combineConnRunction updates the internal connectivity informationnig to
reflect that it now represents the combined regionsif@ndn,. This involves computing
the binary connectivity relation for all the edges that areident to the new summary
node based on the connectivity information in the argumenesn,, n,, and the edges

that connect the argument nodebt

combineConnfh,, np, ebt) = {(e €,n,c)|(e €,n,c) € g.connRA e ¢ ebtA € ¢ ebt} U
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{(e,€,n,ip)|3e, € ebts.t. (e ey, Ny, iplap) € g.connRA (&, €, ny,iplap) € g.conni.

To merge two arbitrary nodesn’ we use Algorithm 3 which selects the appropriate

method for merging two nodes based on the existence of edgesén them.

Algorithm 3 : mergeNode
input : noden, ', graphg

output: None

if 3 edges from n to’rand f to nthen
replacen,n’ with the top noder p;

else if3 edges from n to’rthen
mergeOneWayy, n, n');

else if3 edges from hto nthen
mergeOneWayy, ', n);

else
mergeNoEdgey, n’, n);

6.5.2 Edge Summarization

The edgemergemethod is only well defined when two edges start at the sarsetoff the
same node and end at the same node. The method checks theneedttadty informa-

tion to determine how the component abstraction should bebowed. If the edgeshare
then the pointers that these edges represent may alias asdtwiee summary edge as
ap, similarly if the edges areonnectedhen the pointers that these edges represent may
interfere and we set the summary edggpastherwise they araon-interfering Once we
have computed the relation property between the pointetiseiriwo edges we take the
max of this property and thaterfereproperties of the two edges. For the rest of the com-
ponents that are used to represent an edge, we can simplyreothbm component-wise.
The edge join algorithm uses the functiopdatelnternalConninfoEdgeJdim, ne, €,, €,)

to update the internal connectivity info iy andne to represent the fact thag now repre-
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sents pointers from, ande, and thus for each connectivity relation that holds for githe

€, Or &, should now hold foe,.

Algorithm 4 : mergeEdge
input : ggraph,e,, & edgesns, ne the nodese;, &, start and end at

ey.linearity — w;

if e5, €, sharethen
ey.interfere<— apLl ey.interferell gy.interfere

else ifey, g, connectedhen
ey.interfere<— ip Ll ey.interferell gy.interfere

else
ey.interfere<— ey.interferel gy.interfere

updatelnternalConninfoEdgeJamg(ne, €;, &);
deleteEdge, &);

6.5.3 Normalization

We begin by giving a definition for when a graph is in normalnforThen we define a
helper method to remove all equivalent edges from a givere raodl finally present the

full normalization operator.

Definition 26 (Labeled Storage Shape Graph Normal For&graph g is in normal form
if:

V¥ nodes n, n is reachable from a variable node.

v nodes n, n cannot befinedinto disjoint nodes, see Section 8.2.

vV nodes n, none of the focus operations can be applied.

Anodes nn' s.t. nn’ arerecursive

vV nodes nA edges &€ both starting at n where & € A e € are equivalent
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Equivalent Edge Removal. To remove all theequivalent edgesom a node we check if
there are two distinct edges that have the saffsetand their targets are either the same

node or arenode equivalent

Algorithm 5: removeEquivalentEdges
input : noden, graphg

output: None

while 3 equivalent edges € do
n < endpoint ofe;

n’ < endpoint of¢/;
if n+# n’ then mergeNode, n, n');
mergeEdgeg, e, €);

Normalize Graph. The full algorithm for normalizing the heap graph is showmAin
gorithm 6. For efficiency we begin by splitting any nodes tiggaresent disjoint regions
into multiple nodes (see Section 8.2), then we apply theeefent rules to all the nodes,
these operations reduce the number of possible normal flamasgiven graph. Next we
find and remove angquivalent edgeand finally we merge all the recursive nodes in the

graph. This process is repeated until the heap graph is mgetaanging.

Example Normalization. In Figure 6.6 we show an abstract heap graph and the resulting
normalization of the graph. The graph shown in Figure 6.6gg an array containing
severalDNnodes, one of which is referred to by the variakleand a list ofLN nodes.

While the list ofLN nodes was the variabjepointing into an interior point in the list.

In Figure 6.6(b) we have applied a number of theusrules to propagate information
in the model. For node 3 we have used the third rule to infdrttieasince thdinearity of
the in edge is 1 then thHeearity of the node is also 1. In node 7 we have used the type

consistency rule to determine that the only valid type fernbde id.N. Also for edges 6,
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Algorithm 6 : normalizeGraph
input : graphg

output: None
Remove all unreachable nodes frgm
while g is changinglo

while 3 node n s.t. there is a partition of the in edgis
g.refineDisjointEdges);

while 3 node n s.t. n can be focusdd
focusf);

while 3 node n s.t. n hasquivalent edgego
removeEquavalentEdgesg);

while 3 nodes nr' that are recursivelo
mergeNoded, n, n');

7 we used the sixth rule to infer that since both edges domimade 6 then they must be

dominance equal.

Figure 6.6(c) shows the heap model that results from rengoaihequivalent edges.
Since edges 3, 4 are equivalent (they are at the same offs&ét@nodes areeferenceand
recursivesimilar) we have replaced them with a single summary nodeé€d9. This node
represents many objects of typ&land since the original nodes were b@®)ingletoriay-
out and there were no edges between them the resulting symoge is also éS)ingleton
layout. Similarly the edges were merged (into edge 4) anckedimey werdalisjointthe re-
sulting summary edge ison-interfering Nodes 2 and 5 are not equivalent with node 4

since they are natferencesimilar and notrecursivesimilar respectively.

The final Figure 6.6(d) shows the result of applying the reimernode elimination (and
is also the final result of the normalization). In this figure have merged nodes 7, 8 into
a single summary node (7). Since there was a single edjyeeafrity 1 connecting them
and they were botfS)ingletonnodes the summarization of the regions the represent is a

region with a(L)ist layout Node 6 has not been merged into the recursive list structure
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[6, n, {~7}]

[2,x {11}

(zone ) (CaoN@ )

(a) Original Graph (b) Focus

[2, % {11}] [2, % {11}]

6, LN, {6, 7}

4,7 w) 7.y, {~6) 4,7, w] 7.y, {~6)
n [n]
(c) Equivalent Edges (d) Recursive Nodes

Figure 6.6: Normalization

since it issafeaccording to our definition of recursive nodes.
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Domain Order and Combine

Given our abstract heap doma)((labeled storage shape grapfiem Chapter 3) and the
domain of equivalent value)] (themust equatiomain from Section 4.2) we are ready to
construct the full domai(U X I:|) used for program analysis. This construction is done
in several steps. First, in Section 7.1, we construct aglastder on theropertiesthat

we use to label the nodes/edges oflditgeled storage shape graphed a way to compute

a safe upper approximation) of two propertyvalues. Then, in Section 7.2, we define a
partial order operation on a subset of tabeled storage shape graphsd a specialized
upper approximation operator for (under certain condg)anerging twdabeled storage
shape graphs Finally, in Section 7.3, we define the full domain, a parbaler £+),
and upper approximationi¢) operations for the domain that is used to do the program
analysis. We conclude with an outline of the proof that threuleng order operation and
abstract domain provide a safe approximation of the coageigram statesr <; o’ =

yi(0) C ys(0’), whereys is the concretization operation.

Many of the operations we define is this section are parameetrbased on the ex-
istence of a subgraph isomorphidinbetween twolabeled storage shape graphsgg

(M : g+~ d). For simplicity we assume this map is composed of multiplensaps that
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relate edges, nodes, thennRrelation and thelomEQrelation. Thus we can apply it to

the entire graplg or any of the individual subcomponents.

One major concern with this use of subgraph isomorphismarigdhow computations
is the computational complexity of the problem (which is Wmoto be NP-Completg
Fortunately our graph domain provides us with a substaatredunt of extra information
that can be used to make the problem nearly linear in prataiteough the worst case
runtime is still exponential). First is the existence of asdl of root nodes, the local and
static variable names, that can always be directly matchieelse initial matches provide a
starting point that we can use to extend the subgraph isdmsmpin a breadth-first man-
ner. Secondly we can use the edge labels to quickly discastlinfeasible isomorphisms.
That s, in all of the operations described here we are ongrésted in isomorphisms that
are consistent with the edgdéfsets Thus we know that for edgec g only edge® € ¢
s.t. e.offset= €.offsetare feasible and can discard all other possible matchesigAidth
the standard subgraph isomorphism heuristics this additimformation from the root
variables and the edge labels allows us to compute the iggnsons with an average of
less than one backtrack choice point per subgraph isongrpbomputation done in our

benchmarks.

7.1 Order and Join on Label Properties

In Chapter 3 we defined a number of instrumentation propedselabels for the labeled
storage shape graphs which filter the possible concradizatior a given abstract heap
graph. The definitions of these properties were designattiiace a natural order on them
(based on implication in terms of the concrete heap preelctitat were used to define
them). For each of the instrumentation properties we firBhdd a number of predicates
in first-order logic and graph reachability and then eacthefibhstrumentation properties

were defined in terms of which of these predicatesymusthold. This construction
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induces a natural order on the instrumentation propertsgdb on the sets of concrete
predicates that they admit in a concretization which in torplies the abstract domain is
a safe approximation of the concrete domain. We will retarthis later after we have

fully defined the order operation in the abstract domain.

For each of the properties we define an order operatiamd an upper approximation
operator’l. For the order operation to be safe with respect to the cempregram heaps
we must have that for any label valupgy’ wherep < p’ if we replace an occurrence pf
in one of the labels of the abstract grapwith p’ to getg’ theny(g) C y(d'). As described
above this property is trivially satisfied by the constrantof the label properties based
on satisfaction of subsets of concrete heap propertiestdier @0 ensure that the fixpoint
computation is safe, each pair of definitions must ensuregha plp’ andp’ < plp/,

wherep, p’ are values from the property set we are definingnd(l on.

Offsets. For the offsets the analysis uses a strict notion of idestityhat two edges are
only matched in the subgraph isomorphism if they have theesdfsetand we never try

to combine two edges with differenffsetlabels.

Types. Thetypeandoffsetproperties are handled in the usual manner. Fotygbeprop-
erty the order is subset inclusion on the type labels andpberapproximation operation
is set union which is consistent with our definition of thetedost type property where if
a given type name is in the set the concretization of the naaleintlude objects of the

given type.

Definition 27 (Type Property Operationsisiven type setst’:

e t<t/tCt.

o tlt' =tUt.
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Linearity. The linearity property is associated with both edges ances@ohd ranges
over the domain of labelgl, w}. Based on our definition we know that the value 1 implies
the concretization of the node/edge must produce 0 or 1 tjeferences and that the
valuew implies the concretization may contain any number of olsjecthe rangeg0, «).
This implies that the all possible concretizations of a iedge with the linearity property

1 are also in the set of possible concretizations of the sasde/adge when we set the

linearity property tow.

Definition 28 (Linearity Property Operationsisiven linearity labels JI’:

o <1< w.

o 101" =max(,l").

Layout. The layout property has a similar construction to linearity domain where
each abstract property is defined in terms of a set of conprefgerties thamayhold in
the region of the heap that a given node concretizes to. Themhowas constructed in
a way such that there is a base elem@&)ingletornthat only admits concrete regions that
satisfy a single structure predicate and each successstmabproperty admits regions
satisfying additional predicates up to {t@ycleproperty which admits concretizations of

the node which can satisfy any of the structure predicates.

Definition 29 (Layout Property Operationsiziven layout labels, &'

e <: (S)ingleton< (L)ist < (Tree< (D)ag< (C)ycle

e 57 = max(s,s).

This matches the intuition that if we join a node with {i&ingletorlabel, which only
admits concretizations that satisfy tBengleton Structureoncrete predicate, and a node

with the(T)reelabel, which admits concretizations that satisfy Tineeor List or Singleton
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Structureconcrete predicates, we get theeevalue which admits any concretization that

either of the argumenayoutlabels admitted.

Connectivity. First we order the individualonnpropertie{ disjoint, connectegdshare,
which are again defined in such a way that the set of conctietiaof a pair of edges
and a node that is consistent with ttlisjoint property is a subset of the concretizations
consistent with the heap graph which has th@nectednstead, and a similar situation
holds for theconnectedand theshareproperties. Thus, we have the total ordesjoint <
connected< share Since theconnectivityproperty is a relation o& x E x N x connRwe
need to define the order/join on this relation and we needrsider the particular relations

between the edges/nodesgandg’ as given by the subgraph isomorphismg+— ¢'.

In order to determine if the connectivity relaticonnRfor the abstract heagis less
than the connectivity relatioaonnR of the abstract grapy’ we need to ensure that
any concrete heap that is consistent with the connectielgtion connRis also con-
sistent with the connectivity relatiooonnR. In order to accomplish this we need to
determine if every entry in the relatiqs, e;,n,¢;) € connRhas a corresponding entry
(M(e1),N(e2),M(n),c;) € connRAC, <¢p).

Definition 30 (Connectivity Relation Operationssiven connectivity relationsonnRfor
g,connR forg andN :g—d'"
e connR< connR < V(ey,e,n,¢) € connR (3(MN(ey),M(ez),M(n),c) € connk

ACr <€)

e connRJconnR = {(€},€,,n",max(c,c;) | (Fer,ex,ns.t.MN(e1) =€ AT (e2) = A
M(n)=n'A (e, e,n,¢) € connR V ((€,€,1,c) € connR)}.

Interference. The interferenceproperty is a unary property and like thiaearity and

layout properties we can define a linear order for it based on theitiefis, which are
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structured to ensure that any concretization of an edge télmon-interferinglabel is

also a valid concretization of the edge with theerfering (or aliasing) label.

Definition 31 (Interference Property Operations}iven interfere labels;i’:

e <: non-interfereing< interfereing< aliasing

o illi" = max(i,i’).

Edge Dominance. Similar to theconnectivitypropertiesedge dominances a relation
on the graph. However, unlike tlo®nnectivityproperty it is a simple binary relation on
E x E. The reason that we treat this property independently flendnnectivityrelations
is that it is amustproperty (it holds for all states) where as tbennectivityis a may
property (there may or may not be a state in which the progtys). Thus conceptually,
the domain orders are reversed (i.e. the join of the connctelation is theor of the
relations while the join in the dominance will be thad of the relations and similarly
for the order relation). We want to ensure that if a concreighwhich is consistent with
theedge dominancproperties (thelomEQrelation) in the abstract heap graglthen the
concrete heap is also consistent with ¢uige dominancproperties (thelomEQ relation)
in ¢, which implies that if a given relation is idomEQ then is must also be idomEQ

and thus the relation is reversed from tmnectivityrelation.
Definition 32 (Edge Dominance Relation Operation§iven edge dominance relations
domEQfor g, domEQ for ¢ andM : g+ ¢':
e domEQ< domEQ < V(€},€,) € domEQ (€,€, are not in the range offl) Vv
(3(er, &) € domEQATI(g)) =€ AM(e2) =€)

e domEQIdomEQ = {(€,€,) | (€€, are notintherange ofl) v (Jej,e s.t.
N(e) =€ AN(e) =€ A (e1,62) € dOMEQ A (€),€,) € domEQ)}.
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Node Dominance. A similar situation holds for th@ode dominanceroperty which is
also amustproperty. The order definition represents the idea that tig way for the
dominance property af to admit more concrete states thais for the set to have fewer
restrictions on which reference sets must point to evergahp the region (which is

equivalent to having fewer dominating edges).

Definition 33 (Node Dominance Operationspiven node dominance seftsy, . .., e} for
neg,{€,....g} forn" eg andf:g—g¢"
o {er,....a) <{e,...g} & (&, ...} C{M(Ee)|ec{e....al}.

o {e,...,aj0{g,....}={N(e) | ec{e....a}}n{€,....€}.

Active Iterator/Indexer. Theactivelterproperty is much like theffsetproperty in the
sense that we assume all variable names are incomparablevilio we do allow the join

of two activelterpropertiesaillai’ by keeping thectivelterproperty ifai = ai’.

Empty, At-First. The empty and at first properties are the instrumentatiopgt@s
that allow us to track if a given collection is empty and if therent active iterator must

be at the start iterator position for the collection.

Definition 34 (Empty Property Operations{ziven empty labelsv,ev:

o <: empty= true < empty= unknownA empty= false< empty= unknown
e eVeV = if ev= eV thenev elseunknown

Definition 35 (atFirst Property Operations{siven atFirst labelsaf, af':

e <: atFirst= true < atFirst= false(they are comparable here since the false value

admits all concretizations of the iterator position).

e aflaf = afAaf.
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7.2 Order and Upper Approximation of Labeled Storage
Shape Graphs

In this section we define the ordety relation and a partial function for computing the
upper approximationly of two labeled storage shape graphBor the remainder of this
section we will assume without loss of generality that wecamaparingy <4 g’ or merging

g0gg’ and the mapl : g+— ¢ is a subgraph isomorphism froginto ¢/

Order. Given a method for computing a subgraph isomorphism fgem(g’ (if it exists)
and the order relations on abstract heap properties we dane diee order by first seeing
if there is a map fronil : g— ¢ and if there is then ensuring that under this map all the

property labels for the nodes/edgesifg) are less than or equal to the valuegin

Given the definition of the labeled storage shape graph froapr 3 we can writg
as W, N, E, L, Le, connR domEQ whereL, : N — (types linearity, layout nodeDom

activelter, empty atFirst) andLe : E — (offset linearity, interfere), and similarly forg'.

Definition 36 (Labeled Storage Shape Graph Ordsg)). Givenlabeled storage shape
graphsy < ¢ iff 3 subgraph isomorphisii : g— ¢’ s.t.

1. WeV,Nv)eV.

4. connR< connR underrl.

5. domEQ< domEQ underrl.

In order to ensure the safety of the analysis we must have ribygefty that in the

abstract domaig <q g implies that the set of concrete states thatoncretizes to is a
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subset of the states thgitconcretizes tod <g g’ = y(g) C y(d')). Since there is a copy
of gin d, given byll, we know that any concrete heap that is consistent with taphgr
connectivity properties aj is also consistent with the graph connectivity propertieg o
We also know that the g operation ensures that any valid concretizations of a eoige/in
g (based on the node/edge property labels) is also a validetzation of that node/edge
(with respect to the property labels)ghunder the mapl. Thusg <q g = y(g) C y(d)

for the labeled storage shape graphs.

Figure 7.1 contains several simple abstract states thase/¢oudemonstrate the com-
parison operation. In Figure 7.1(a) we show the model thaterapare with the other
models. Figure 7.1(b) shows an abstract graph that is lessdbr comparison model.
There is a trivial subgraph isomorphism between the twon(eékieugh they do not have
identical structures) and all of the instrumentation praps appropriately ordered under
the isomorphism. For example in the mapping the node lakeledps to the node la-
beled 2, theypesare equal and both tHeearity, andlayout properties are consistent
with their < operations. On the other hand in Figure 7.1(c) we have a chseevihere
is no subgraph isomorphism and so it is not less than theaabsteap in Figure 7.1(a).
Figure 7.1(d) shows a graph where there is a subgraph is¢nsomfout under the mapping
node 9 which maps to node 2 are not entirely consistent wéhrtstrumentation proper-
ties. In particular the node 9 has ttayout (C)ycle£ (L)ist and thus is not less than or

equal.

Upper Approximation.  During program analysis with power domains, the possibte co
crete states of a program are represented as a set of alstrdels. In many cases it is
possible to have several models in this set that are veryaindgiiffering only in small
and often ways that do not affect the precision of the finallt€$or instance if we have
one model that says variaberefers to aC)yclestructure then a model sayixgrefers

to a(L)ist structure is redundant as this possibility is already édaiy the first model).
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Figure 7.1: Abstract State Comparisons

Carrying these redundant (or only marginally useful) me@ebund is a substantial com-
putational cost. Thus we introduce an upper approximatjperator which takes two
similar abstract heap graphs (we defsimilar to be the existence of a subgraph isomor-
phism that respects variables and edffeet3 and produces a new heap that is an upper

approximation of these heaps.

The upper approximation operataty) takes three arguments, grapghg’ and a sub-
graph isomorphisrfl : g+— g'. The upper approximation is then computed by computing
a pairwise upper approximation of the property labels afatiosrs under the mapping.
Thus the result is structurally identical ¢ but the labels have been replaced with label

values that are larger or equal to the original values.

Definition 37 (Labeled Storage Shape Graph Upper Approximatiy))( Givenlabeled
storage shape graphsy’ and a subgraph isomorphishh: g+~ ¢':

O(g,g,M) = (v, N, E/, N(y) O Ly, M(Ce) O e, M(connR [ connR, M(domEQ (7
domEQ).
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This particular join operation allows us to reduce the nunabdistinct states we must
carry in our final power domain while still allowing for (1) mortant structural differences
to be maintained in a fully disjunctive manner and (2) td 8k a rich set of instrumenta-
tion properties so that if all the heaps in the disjunctiaimsfathe same property (e.g. the
variablex always aliaseg and they both point to a list shaped structure) we can pigcise

model these properties.

To show that the resulting upper approximatigh= [1(g,g’,M) is larger than both
g andg we note that there is a subgraph isomorphism from each of {iemnd the
identity) tog” and by construction each instrumentation property labegl an ¢’ is less

than the value that is matched up via the subgraph isomarpinig”. Thusg < g” and
g/ < g//

7.3 Full Domain Definition

Given the order operations and the upper approximationatiperfor the abstract heap
graph domain rEi, <g,Llg) along with the definitions for our domain of equivalent \esu
(U) Section 4.2, we can construct the complete abstract dowtgith is used to analyze
the programsp = D(U X ﬁ). This is a simple power domain over the cross-product of
the two base domains. However, to improve the computatperébrmance of the domain
we will use a disjunctive join operation and ordering (irst®f the usual union and subset
operations). We use to denote the abstract statesdrand each abstract stateis a set

of models6 each of which is a paiff.u, 8.h). We use the notatiof.u, 6.h to access the

scalar domain and heap domain components of the tuples.

Definition 38 (Domain Order €¢)). Given the order operations defined on the two base
domains ( andH) we define the ordering ob, <; where given two states, ¢’ € D:
0<;0 &V(6.u6.h)eog,3(0.ub.heaoastbu<b.urb.h<6'.h
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Definition 39 (Incomparable Model Sef\(0))). Given the order operatior s on the
modelsf we define the set of incomparable values:
Ao)={0co| A0 co\{0}s.t.O<:0}.

Definition 40 (Upper Normal Form[{(o))). To compute the upper approximation of an
abstract states = {04, ..., 6} we apply the following rewrite rule until the set of models

is no longer changing:

36,6’ € 0 s.t. (6.u= 6'.u) A (3 subgraph isomorphisii : 6.h— 6’.h)
o U{(6.u,6.hCy6".h)}

We define the upper approximation operationi;o’ to be the minimal set of
(8”.u,0".h) such that thé@”.u values are incomparable or tB€.h values cannot be com-
bined via the'ly operator. This particular definition allows the analysisliféerentiate the
scalar values in each state precisely, which is critical talefing integer indexing in ar-
rays and the results of boolean tests, while combining tlag kalues which is important

to minimizing the number of states that are in each state.

Definition 41 (Domain Upper Approximation{s)). Given abstract state and ¢’, the
upper approximation operator is defined as:
olio’ =AM (ouad’)).

Example. Figure 7.2 shows the result of performing the disjunctivie joperation of
one abstract state consisting of two models which are showiguures 7.2(a) and 7.2(b)
and another abstract state which consists of a single msigelyn in Figure 7.2(c). The

resulting state consists of the two models shown in Figurg@yand 7.2(e).

We can see that there are subgraph isomorphisms from thel mdéigure 7.2(c) to
the two models in Figures 7.2(a) and 7.2(b) however thereisomorphism between
the model in Figures 7.2(a) and the model in Figure 7.2(b)elme have found the iso-

morphisms we can use the disjunctive join operation to ptedhe two models shown in
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Figure 7.2: Disjunctive Join

Figures 7.2(d) and 7.2(e). In our mappings node 2 and noder@atched. Since these two
nodes have thiayoutpropertieqL)ist and(C)yclerespectively the resulting node (2) has
the layout property(C)ycle= LCIC and similarly for the other instrumentation properties
in this join and the properties in the second join. The moatelgures 7.2(d) and 7.2(e)
are the only 2 incomparable items in the set and also the fiat# that is produced by the

upper approximation.

Concretization (y;) and Safety

Definition 42 (Domain Concretizationyt)). Given the concretization operations defined
for theU and H domains we can define the concretization operator of tHeafustract
domain:

yi (o) = { concrete program state|cc € y(8.u) Ac € y(6.h)}.

Given the order and concretization operations on the domwairhave constructed

D we want to show that they are has the required safety pregewtiith respect

to the concrete program states, in particular tbats o’ = yi(0) C y;(0’). We
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have already shown that for the labeled storage shape gm@phsg then y(g) C
y(d). We also know that the relation < U’ then y(u) C y(u) holds in our do-
main of equivalent values. Given the definition gf above, ifo <¢ o’ thenc; €
yi (o) = { concrete program statg ¢ € y(6.u) Ac € y(6.h)} which givesc, € y(6'.u) A
c € y(0'.h) which with the safety properties from the component value leeap models

impliesc; € ys(0”) thusy; (o) C y;(0’) as desired.
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Semantics of Primitive Operations

In this chapter we look at the semantics of the primitive laage operations in the heap
model. In particular we look at the load, store, and pointengarison operations, which
are the backbone of the shape analysis technique. We als@ai@number of more spe-
cialized, although important, program operations suclyps tests and casting, and we
look at how array indexing is handled. A key factor in achigyaccurate results is the use
of a novel technique for partially undoing tesemmarizatiorof information (in Chapter 6
we introduce a bounded representation to summarize unleduedursive structures and
the contents of containers). For efficiency, it is importantnake the summary represen-
tations as compact as possible. However, this summanizabecures information which
is needed to accurately simulate the effect of programrsités on the heap model and
in order to precisely model the effects of various progrararapons we perform mate-
rialization to make the needed information explicit. Whilés possible to perform full
materialization (produce an explicit model for each pdssiionfiguration represented by
the summarized region) on the summarized regions this ylekds to computational
intractability. Thus, the approach presented here is desligo tradeoff some level of ac-
curacy in less common cases to ensure that the worst caseejal time is avoided and

that the method is fast (and accurate) in practice.
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8.1 Safety and Precision

In order to ensure that the analysis is sound we must ensatee#ith of the abstract
operations safely approximates the effects of the conoteation on all of the possible
concrete states. Since the MIL language is a subset of JAwad expression semantics
described in this chapter are, except for one minor simptifin, the same as described
in [23] and more formally defined in [1]. The simplificationathwe make is to assume
that all runtime exceptions (null pointer, array out of bdsnout of memory, etc.) cause

immediate program termination.

Definition 43 (Safety of Abstract Semanticsiiven the concretizationyf) operator the
abstract semanticsy’[ f], for a concrete program operation f are safe if for all abstra

stateso the following holds:

{f(x) | xev(o)} Cy([f]o)

That is, the application of the abstract operator resultlithe states that can occur
in practice and possible more. The relation required is shasva diagram in Figure 8.1.
Since the abstract operations we discuss are all consteyetnd use local modifications
to the graph structure and enumerative casewise modificttithe instrumentation prop-
erties, the proofs that these operations are safe approimsaf the concrete semantics
are simple casewise enumerations of possibilities th&aviotlosely the case analysis in
the algorithms. Thus, we limit the discussion to a few navigl high-level aspects and

otherwise omit proofs.

In general we attempt to define the abstract semantics to pesase as possible (to
minimize the difference between the results of applying peration in the concrete do-
main and the abstract domain). However, in many cases irctiaipter we heuristically
decide, based on our experience with the benchmarks in @hEptto intentionally model

an operation in an imprecise manner. Further, we make nageriaims about the pre-
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Figure 8.1: Safety Relation Between Concrete and Abstraer&ions

cision of the abstract semantics relative to the concretesécs. Thus, the operations in
this section and the associated heuristics for tradingigogcfor performance are topics
for further evaluation as we analyze more (and larger pragyand our experience with

the analysis increases.

8.2 Materialization

The materialization operation is used to transform singlarsary nodes into more ex-
plicit subgraph representations. In this section we defigentaterialization operations
that (for the most common cases encountered) allow us to thlsummarization by
transforming a summary node into a number of nodes (and gdgéisat relationships be-
tween variables and regions of the heap can be more acqunadeleled. The operation is
defined for nodes witliT)ree (L)ist, or (S)ingletonlayouts and is further restricted based

on the number of incoming edges to the node and the connga®lations of these edges.

Singleton Materialization. Our materialization operation o8ingletonnodes is re-
stricted to handle the following cases and otherwise coasgely leave the summary

region as itis:
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¢ If the incoming edges can be partitioned into 2 or more edeinee classes based

on theconnRrelation.

e If there is a single edge; that isconnectedo every other edge and all other edges

are pairwisdisjoint

The first case is simply when a node represents severaldisggjions of the concrete
heap. In this case we use ttedineDisjointEdge$o expand each sub-region into a separate
node in the abstract graph. The second is a node where alhbuifdhe edges are disjoint
from every other edge. This is handled usingrgfeneSingleConmethod. In this case we
create a new node for each of the edges except theggdghich may be related under the
connRrelation to the other edges, and then smitso that it points to each of the newly
created nodes (and thus the possibility that it is conndctedy one of the other edges is

preserved).

These two operations are a special case of a more generaistapahat can be done
where we materialize a new node for each possible subsehokcted edges based on the
connRrelation. However, in our experience this powerset exmamkdads to very small
increases in precision at a substantial computational(eapbnential number of cases as

opposed to the linear number produced by our heuristics).

In both cases of the singleton materialization we need ibthel outgoing edges from
the original node into multiple edges (one for each newlptze node). This involves two
steps, first we create a copy of the edge for each newly creaidel and second we need
to figure out theconnectivityrelations between these newly created edges. We know that
each of these split edges has the samenectethlias relation with all the other edges
as the edge that we are splitting. However tbanectivityrelation with the other newly
created split edges depends on iterfere property of the original edge. If the original
edge washarethen the split edgealias, if the edge wasnterferingthen the split edges

areconnectedind if the edge wason-interferingthen the split edges adksjoint. We use
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Figure 8.2: Refinement of a region with disjoint sub-regions

thesplitEdgemethod to perform this splitting.

Consider the case in Figure 8.2(a) where the varigblespoint to the same node and
the edges 1, 2 are nobnnectedthe two connectivity lists are empty, the default omitted
value). Partitioning results in Figure 8.2(b) where the swary node has been partitioned
based on theonnRrelation from the variables. The focus operation has be@fiexh
allowing the model to determine that the split nodes 3, 4 baive the defaullinearity
value of 1 and are dominated by edges 1, 2 respectively)spht&dgeoperation has split
edge 3 into two new edges (4, 5). Since edge 3 representtenfering pointers (which
is the defaulinterferevalue) the two split edges incident to the node represertie®N
objects must balisjoint. This allows us to apply refinement (and the focus operation)

again—the results are shown in Figure 8.2(c).

Figure 8.3 shows a how thefineSingleConmethod splits a node that has a single
shared incoming edge (edge 3). In Figure 8.3(a) we show dreabkeap graph where the
two edges (edge 1, 2) do not share but that they batialias with the pointers abstracted
by edge 3 (the !3 entries in the connectivity lists). Thuss tnodel abstracts several
concrete heaps, one where all three edges abstract redsretich do not alias at all, a
heap where the references abstracted by edges 1, 3 aliashaag avhere the references
abstracted by edges 2, 3 alias. However, it excludes a heay\ile references abstracted

by edges 1, 2 alias (and thus we know that the varigblasdq never alias).
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Figure 8.3: Refinement of a region with shared sub-regions

Figure 8.3(b) shows the heap after materialization. We lcagated two nodes (3, 4)
which represent the objects pointed to by edges (1, 2) réspbc We have also created
two new edges, edge 4, which represents the possibilitystirate pointers abstracted by
edge 3 alias with the references abstracted by edge 1, amdSedghich represents the
case that some pointers abstracted by edge 3 alias withfdremees abstracted by edge
2. Thus the materialized figure still represents all the oetecheaps that the original heap
abstracted but now the disjoint sets of objects have beer mgglicit (represented by 2

distinct nodes) instead of implicit (represented by theeaode).

List, Tree Materialization. Since our analysis (by construction) will always apply dis-
joint region materialization before list or tree refinemem know that all the incoming
edges to the given list node may be connected. If there argpheuincoming edges to
the list or tree we cannot, in general, determine an orddanthem (that is if the edges
areconnectedve may not know if they point to the same object or if the ta@edbne

is reachable from the other), so we conservatively only icemdists/trees with a single

incoming edge and linearity of 1 as candidates for materialization.

In this scenario we make explicit the unique memory locatlwat single incoming
reference targets in the list/tree. Since we know that tieeeesingle reference into this
data structure it is always the case that this referencettatlye head of the list or the root

of the tree (any other part of the list/tree is unreachable).

Figure 8.4(a) shows a list with one incoming variable. Feg8r4(b) shows the most
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Figure 8.4: Refinement of a node with a list layout

general way in which a list can be referred to by a single @ogvariable; there is a single

object that the variable points to, the section of the liat tippears before the object the
variable points to and a section of the list after this obj@é can safely ignore the section
of the list before the object that the variable refers toeimés unreachable and therefore
cannot affect the program in any way. After we drop this seinally irrelevant portion

of the model we have the final result of the materializatitvoyen in Figure 8.4(c).

Note that in Figure 8.4(c) we have split the edge that sunmedtihg(d)ata pointers
of all the elements in the linked list into two new edges, oedgé 5) representing the
single(d)ata  pointer that is stored in the head element of the list and ge éeldge 6)
representing all the pointers stored in the tail of the Wig& perform the materialization of
the DNnode lazily waiting until we need to normalize the graph otile encounter a

load operation on théd)ata field.

The tree materialization operation is nearly identicalh® list materialization except
that for a k-ary tree we must create k summary sub-trees amgjle parent node (instead

of a single summary tail and the single head node). Thus, weforther description.
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Full Materialization For Loads. Algorithm 7 shows the code for the materialization
operation that fully materializes a target node when we artopming the load operations
(before we do the load we want to fully materialize the nod ihthe target of the load).
In this algorithm we first try to split all the disjoint paiths. Then we attempt to apply the
secondSingletonsplitting rule to the partition. Finally, if possible, wealp the List/Tree

refinement operations.

Algorithm 7 : Refine Load
input : graphg, noden

Ep < partition of the incoming edges
if Ep has 2 or more partitionghen
g.refineDisjointEdges( Ep);

for each newly created nodé do
g.focus();
allcp + 3¢ s.t. all edgesonnectedr aliasto €’;
owdisjoint« all edges exce are pairwisalisjoint;

if allcp A owdisjointthen
g.refineSingleConm €);
for each newly created nodé do
g.focus();
if n.layoutList or Treeand single in edge of sizetthen
g.refineListTreeq);

for each newly created nodé do
g.focusf’);

8.3 Assign, Load and Store

Variable Assignment. The variable assignment operation € y) does not need to
perform any complex manipulations of the heap and can siiphr all the targets of

and for each target of create an edge that points to the same node, haaidsesharing
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property and islomEQto the edge that represents the target .of

Load. The load operationx( = y.f ) is more interesting as we may need to deal with
ambiguous targets of.f (there may be multiple targets gfand each of these targets
may have multiple outgoing edges with the labgland we may need to materialize the
summary node, referred to lyyf , into a more explicit representation, Algorithm 7, be-
fore we actually update the target of the variableThe other potential complication is

self edges.

To get maximal precision we resolve the problem of ambiguerges by creating a
new copy of the model for each possible target and assumatg#th of the other edges
must have an empty concretization (or in the case of arraisl@moring them). Although
this results in potentially exponential growth in the numbé models we have found
that in practice the problem is minimal (in combination withr disjunctive domain the
number of models is usually between 1-4). Our experiendeanes that small increase in
runtime is much less problematic than the precision thatsshdy removing the ambiguity
by simply merging all of the edge targets, which ensures rtbaddditional models are
created in the load but that often also merges very distiadsf the heap, resulting in
severe losses of information. In Algorithm 8 we assume tiabiase variabley and the
target of the load (field ) have been uniqueified as needed (either by creating mauiltipl

models or by merging edges/nodes).

Figure 8.5 shows an example of a model where we may need tvedbe ambiguous
edges when performing a load operation. In particular asswe want to simulate the
effects of the statementdlata == null on the abstract model shown in Figure 8.5(a).
Since we do not have a unique target for the variab(@ has two outgoing edges 4, 5)
we need to resolve the ambiguity by creating two new models {or each edge). This
results in two new models shown in Figures 8.5(b) and 8.5(u¢together represent the

same set of states as the model in Figure 8.5(a) but now thettair is unique allowing
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(b) Model 1 (c) Model 2

Figure 8.5: Resolution of Ambiguous Target Edges

for simpler (and potentially more precise) simulation af thad and comparison.

This is particularly important when we come to the store apen which can be pre-
cisely simulated if the store is into a unique location (thedel is strongly updatable
In this case we can remove the edge representing the old stted in this location and
replace it with the new value, otherwise we must consergbtisssume the either value
could be stored in any of the (non-unique) locations, whigh kbave a major impact on

the precision of the analysis.

Definition 44 (Strongly Updateable)A memory location represented by a node n is

strongly updatable if hinearity = 1.

This is based on the observation that if we write to a memargtion represented by
a node ofinearity 1 through a variablg, in a statement such ad = y then there are
two possibilities. One is that refers to the unique object and thus the fielchust have
its old value overwritten, and thus we know the location idatpd. Or alternatively that
does not refer to the unique object and thus must be null. Mekythis implies that a null
pointer exception will be raised and the program terminadtess we may safely assume
any properties hold after the statement. In either casedim®val of the old value and

replacement with the new one is safe.
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Algorithm 8: Load External, Unique Edge (= y.f )
input : graphg, varx, vary, offset f

nullify x;

if y.f is non-null valughen
nullify x;

g.materializeAndLoad(the unique targetyof);

e «— the unique edge atf;
assignx to refer to the target of, and mark aslias with €

if the storage location of.y is strongly updateabléhen
setx dominance equal te;

if e dominates the target nodieen setx dominates target node;

For a load X = y.f ) on a self edge we need to update the internal connectivity
relationship ¢onnR to reflect the new connectivity relations betweemandy. Similar
to the what is done for the connectivity properties in [20g update the connectivity
relation ofx to be identical tamayshare with any edge is related with. We then add
the connectivity information fox andy keeping in mind the fact that if the layout is

non-cyclic therx andy cannot alias.

Figure 8.6 shows the interplay between the load and the raktation operations. In
Figure 8.6(a) we start with a linked list (the node with thé sdge has dL)ist layout)
where eacli.N node contains a pointer to a unigbdlobject (edge 3 has atbn-interfering

pointers the default omitted value).

Figure 8.6(b) shows the heap that results from loading eff.th field. In this figure
we have split the summary list node (node 2) into a single meg@eesenting the exact
target of the pointer (node 3) and the remaining tail of tee(lhode 4). The operation has
also split the summarfd)ata edge (edge 3) into an edge representing the single pointer
stored at théd)ata field of the object abstracted by node 3 and the set of poistered
atthe(d)ata fields in the objects stored in the tail of the list (edge 6hcBithe original
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edge that was split (edge 3) containedradh-interferingpointers we know that the new
edges must bdisjoint We also note that since we know that the target of varigab$ethe

same object as the pointer stored.at we marked the edges 2, 7dsmEQ

In Figure 8.6 we have the result of loading fronad . To simulate the effects of this
operation the analysis has split node 5 into two new nodess{(wgleton materializatiop
node 6 which represents the single object pointed te.ly and node 7 which represents
all the DN objects stored in the tail of the list. Since we know that eBgend edge 6
aredisjoint the analysis knows that these sets of objects must be digjpiwell and can
create two distinct nodes to represent the sets of objentse 8dge 5 represents at most
1 pointer (thdinearity is the default value 1) and node 6 has no other incoming nedese
we know it must represent at most one object as well (and thagte default omitted
linearity value of 1). Finally we note that since we know that the tacjetriabley is the

same object as the pointer storeckat we marked the edges 5, 9d@smEQ

Store. The store operatiorx(f = y ) begins by ensuring that there is a unique target
node thaix refers to (using the same techniques as for the load opeyaflde analysis
then determines if the location atf can be strongly updated or results in an internal

store & andy refer to the same node).

If the node () is strongly updateable then we can remove the edge stotbd target
offset. Once we have completed the testing and removal oédggs stored at the fiefd
we create a new edge for each possible target qfust as in the case of the loads these
new edges are each dominance equal to the edge represdmitaydet ofy and if the

edge representing the targetyoflominates a node then so does the newly created edge.

If the node is not strongly updatable we can simply add a neye ¢d represent the
newly created pointer. However, we also have to consideetfeet of the store on the
dominance information. In particular we cannot accuratidtermine if a pointer value

that was critical to one of the dominance properties wasvawien by this store. To
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Figure 8.6: Loads on With Materialization, Recursive anth&wary Regions

handle this safely we must remove any edges that start atdkis (with the same offset
as the store is at) and remove them from any node or edge doogimalations that they

are in.

We have a similar situation for the internal stores as we didtlie internal loads.
We update the internal connectivity relation for any vaesbconnected ta andy to

now be connected to each other (but unless they may havedltzfore they cannot
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alias after the store). We must also updateititerfere property of any incoming edge
which is connected to botk andy to beinterferebecause this store may have created
a path between two of the references abstracted by the gigeming edge. Finally we

conservatively update the shape of the nodg&ycle

8.4 Reference Variable Comparison

When performing equality tests we generate one version efatystract heap for each
possible outcome. For a nullity test of a variable we createrodel in which the variable
mustbenull and one model in which the variablerien-null In the case where the variable
is assumed to beull we are asserting that the concretization of the edge thag¢septs
the variable target is empty. Thus, if the variable domisat@ode we infer that the node
does not represent any live objects and all the other incghoingoing edges must also
have empty concretizations. Similarly any edge thatdmEQto the variable must also
have an empty concretization (and can be removed from thpdgralgorithm 9 gives the

code for the case where we assume the variatistbe null.

Algorithm 9: Assume Var Nully == null istrue)
input : graphg, varv

Es < all edges that represent the targets;of
Enun < 0;

for edge e Esdo
Enun < EnunU {e(|e( domEQ Q;

n < the target node of;

if edominates then Epy < Eny U {all incoming edges ta};

for edge e= En do
g.removeEdges);

In the case of an equality comparison between two variabléshamaybe non-null
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X ==y we can strengthen the information we have in the models épaesent the true
and false branches. For both ttiee andfalsecases we begin by ensuring thaandy
have unique targets. In the case where we assume this t@stgétue, ifx andy refer

to different nodes in the graph then the only way they can hmleig if both variables
arenull . If not, we add the fact that domEQy to the model. In the case where we
assume this test must be false then we can check if the rebatitomEQy holds and if

it does we can rule this path out as being infeasible. Alsqgasial case, we know that
if x dominates the node and in the connectivity relaticandy cannot alias theg must
be null (otherwisey refers to an object in the region abstracted by the node anue i
dominates this region it also must refer to this object batrttodel tells us that they do not

alias, which is infeasible). Thus,we can safely assumeytlignull.

Nullity Example With Dominance. Figure 8.7 shows an example of how the domi-
nance information plays an important role in accuratelyusating the effects of the nullity
tests. In Figure 8.7(a) we show the abstract heap that Emiethe state of the program
during a loop that is iteratively traversing the list pooht® byl and nullifying each of
the(d)ata fields. We see the singleN node referred to by a(L)ist shaped section of
the heap of unknown length (node 3), all of which have haddyata field nullified,
followed by node 5 which represents the single objepbints to and then the tail of the
list. These last two nodes represent the objects in thehi@thave not been processed
and still may havenon-nullfields. Note that during the list traversal the load operatio
X = X.next givesthe dominance equality relation between the edgedpatsents the
reference fronx (edge 7) and the edge representing the pointer from thequrelist node
(edge 3).

When we encounter the exit test for the laop== null we produce one model in
which the condition is assumed to be false and the loop ise@d@gain and one model in

which the condition is assumed to be true and the loop isé@ximgures 8.7(b) and 8.7(c)
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show the result of assuming that the condition is true f.eaustbenull ) without and
with the use of the dominance information. Figure 8.7 (bW&hthe heap that results when
the dominance information present in the model is not used Y& simply remove all the
edges that represent possible reference targets of ttabier). In this case we have sim-
ply removed edge 7 from the model and the analysis has (Qwashservatively assumed
that there may be entries in the list witlon-null pointers. However, the dominance in-
formation captures the conditional dependence betweepdimter value of the previous
load and the current target of the variaklby encoding that they have identical reference
targets. Thus the analysis can use this dominance equalityfdr that ifx is null then
the previously loaded pointer is alsaill. The result is shown in Figure 8.7(c) where the
analysis has removed edge 3 as well as edge 7 and then sirteé di¢he list is unreach-
able it has been removed as well. Thus the analysis can dgrigentify that all of the

elements in the list have had tfadata field nullified.

8.5 Array Operations

Array Load/Store. When dealing with arrays we can use the same approach asefor th
load/store of fields in objects but we must also deal with thralication that each array
may be partitioned into multiple summary regions by an imagwariable, the pointers
stored in indecies that are less that the index variable ¢ivegr stored at the index given
by the variable and the pointers stored in the indecies grehtin the index variable.
The variable that this partitioning is done on in may eittrer $ame variable the load is
being performed on or a different one. For the load on an am&yirst define a method
that initializes a new partition based on a given indexingakde (i.e. it forgets the old

partition and repartitions on the new index variable).

Algorithm 10 takes an array and forgets the current indexaxgable partition. This

is done by replacing the special partition offsets &t, bi) in any edges with the generic
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(b) No Dom Use
®

(c) With Dom Use

Figure 8.7: Equality Test With Nulx( == null istrue)

position offset ?). After this replacement has been done we re-normalize ritagy &y

removing anyequivalentedges (this in effect merges each set of three partitiongdsed
ai, at, bi into a single edg®).

Once we have forgotten the old indexing information we canglit the (potentially
multiple) summary edges based on their order relation teéveindexing variable. This

assumes the node representing the arraylihaarity 1, if not we conservatively do not
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Algorithm 10: clearindexer
input : gaheap graplm a node

if n has an active iteratothen
n.activelter— _;

foreach out edge &lo

if e.offsete {ai,at bi} then e.offset— ?;
g.removeEquivalentEdges(

split any edges, and simply load using Algorithm 8, replgdime fieldf with the offset?
and references tp.f with y[j] . Thus for the remainder of this section we assume the

target node haknearity 1.

Since an array may have multiple outgoing summary edgegéadigh the offse?, see
Section 6.2) each of which represent pointers stored inrfag,ave must ensure that the
load operation covers the possibility that indexould refer to a pointer in each of these
edges. Thus we create a new model for each summary edge dindllsthle summary
edges into partitioned edges accordingly (i.e. we createvamodel for each out edge

and assume that indgxrefers to a pointer represented by that edge).

For theit" splitting we assume that th& summary edge contains the pointer that
will be loaded. For this edge we split it into three new edgles,single element that the
index variable refers to, all the elements that come befwraridex location and the set of
elements that come after the index location. For the resteottmmary edges we simply
split them into two new edges, one representing all elemtbiatscome before the index
location and one representing all the elements that coraethft index location. The edge

splitting is done via theplitEdgemethod from Section 8.2

We have a special case that we want to handle in this openatien j = 0, the load
is from the first index in the array. In this case we setftrst flag toyesand we do not
create split out any edges with the off&et since we know there are no indecies that are

less than the current index variabjé (
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Algorithm 11: splitithSummary
input : mmodel,n node, index var,i edge to splitfirst flag (yes ifj = 0)

€th < ith summary edge;

if first = yesthen
in msplit ey, into 2 edgesat, ai;

else
in msplit gy, into 3 edgeshi, at, ai;

setat edge tdinearity 1;
for all other summary edgeg do

if first = yesthen
in mtransformes from a? summary edge to aa edge;

else
in msplit es into 2 edgeshi, ai;
n.activelndexer 5;

Once we have the algorithms to remove and introduce indeablarpartitions into the
arrays we can define the array load operation, again we agbatrtbe array target (given
by variableA) is a node ofinearity 1, if it is not we just use the base load algorithm on the
? offset). The pseudo-code to do this load is shown in Algaritt?. In this algorithm we
first make sure the node that represents the array we ar@ptdm is partitioned on the
indexing variable we want to use. If the indexing variablalisady correct we continue on
otherwise we forget the current indexing variable and fahesummary edge we create
a new model assuming that the element we are going to loadtisatrsummary set of
pointers. Once we have done this (usingspbtithSummarynethod) we can simulate the
load operation much as we did in the field load (only now we bsespecial field namat

to identify the edge that represents the pointer we are hgadi

Figure 8.8 shows the array load algorithyn € A[j] ) applied to an array with two
summary edges. The array in Figure 8.8(a) has 2 summary édgesontaining non-
recursiveDNobjects and the other containing recursisié objects). Figures 8.8(b) and

8.8(c) show the two heap models created by the load. In theofis, Figure 8.8(b) we
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Algorithm 12: Load Array & = A[j]] )
input : modelm, targetx, arrayA, index |

output: model[] r
n «— m.targetp);

if n.activelndexer = then
r — new model[1];

r[0] <« m;

else
n.clearindexer();

r — new modelf.summaryCount()];
f « m.mustEqual0, j) ? yes: no

for ke 0...r.Length—1do
r[k] < m.copy().splitithSummary r[k].target@), j, f);

forie€0...rLength—1do
m «— r[i];

m'.materializeAndLoad(the unique targetAdfj]);
e «— the unique edge out afwith the offsetat;
assignx to refer to the target of, and mark akas with €

if the storage location of /j] (theatedge) is strongly updateabitken
setx dominance equal te;

if e dominates the target nodieen setx dominates target node;

assume that the variabjerefers to an array index that contains a reference to oneeof th
DNobjects and have loaded and performed materialization enatiget. Figure 8.8(c)
shows the other possibility where we assume that the varjabéfers to an array index

that contains a reference to one of tti¢ objects.

Index Var Increment and Test. The abstract semantics of the variable increment op-
eration and the order tests need to be updated to accoutefgoissibility that the vari-

able is being used to index through an array or a sequencd bakection ArrayList

120



Chapter 8. Semantics of Primitive Operations

(1, A]

1, Object]]

[2,?, w] [7.7, w]

(a) Multiple Summary Edges

(1 Al

1, Object(], [j]

, w]

[4, bi, w]

7.
[5, at, {~9}] Y [6, ai, w]
(40N, w] (5 DN, 5, 9] (s D:,b "

[9M

(b) Load Model 1

(1, Al

1, Object(], [j]

16, bi, w] y [7at {~9} (8, ai, w]
6, LN, w [7, LN, {7, 9}] [ 8, LN, w ]
®%:}]

(c) Load Model 2

Figure 8.8: Load ArrayX = A[j] )
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Vector ,etc.). Thus we must provide abstract semantics for thement operatoii{+ )
and the common case of comparing against an array length A.Length ). While
there are many other possible forms of indexing and compaitisat can be used in a
program these two are by far the most common that appear arsgthantics for the other

constructs can be computed in a similar way.

We also note that there is an important difference in how waatgthe partitions of
the summary regions in the array from the approach taken2h [@/hile our approach
uses the length test to determine when the end of the arragdbed, updating the state of
the model and separating states where A.Length s true from the states where it is
false, while the approach in [22] creates additional modating the increment step (one
where there are many elements left in the array, one where th@xactly one element
left in the array and one where there are no elements lefeiatiay) and then filters them
at the test. This particular approach makes it easy to mdgetitnms that treat the last
element in the array differently (while our approach regsiisome additional implementa-
tion effort) but it also imposes a non-trivial computatiboast for the most common case
of simple incrementing from O to the length of the array. Tdifference is fundamentally
based on our approach of lazily generating states wheneasilpe instead of an eager

state generation approach.

The var increment operation+t+ ) is structured similarly to the first part of the array
load algorithm. To simulate the semantics of the array iragj@ation on a collection that
has a number of summary after edges (edges with the @ffsatrhich represent pointers
stored in indecies larger than the current index) we needssarae that the increment
operation could cause the current index to refer to a pointany of these edges. We use
the methodfterCountwhich returns the number of edges with thielabel to compute the
number of new models that need to be generated to cover ailitges. The algorithm
first sets the current index location to before the curretéxlocation &t edge goes tbi)

and then splits thé" after index edged() into a new current index location edga)and
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Figure 8.9: Increment of an Array Index Variable

the remaining index locatiora. This is accomplished using tisplitithAfterindexwhich

is defined in the same was as g@itithSummarynethod.

Algorithm 13: incrementindex
input : modelm, array varA (refers to collection of linearity 1), index var

output: model[] r
m.forgetScalarValug);

n <— m.targetp);

r — new modelp.afterCount()];

foreach out edge e in mo
if e.offset= atthen e.offset« bi;

for ke 0...r.Length—1do
m «— m.copy();

n « ' .targetf);
rik] < nv.splitithAfterindexk, v, j);

Figure 8.9 shows the array increment algorithm applied tareay with one summary
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Figure 8.10: Compare Index Var with Lengtlalsemodel)

after edge. The array in Figure 8.9(a) has a single summatyigathat is being indexed
by the variablg . In this particular figure shows the state whea= 0, thus there are
only theat edge representing the single object thakfers to (is atA[0] ) and the &i)
edge representing all the elements after the locgtioafers to (the entries in indecies
1...ALength-1). Figure 8.9(b) shows the model that results from incremgp (j++ ).

In this figure we have renamed the @t edge tobi since it represent the entry at index
0 and nowj = 1 and we have split out a new edge from #ie edge to represent the
new entryj refers to. Figure 8.9(c) shows the heap after a second irereaperation
(j++ ) where we now have Bi edges representing the two entries that come before the
current position referred to by in the array. Finally, in Figure 8.9(d) we show the result
of normalizingthe heap where we have joined the taquivalentedges (edges 2 and 4)
into a new summary edge. This figure shows the most genetalwten processing the
array incrementally, when we have some unknown number ofesrthat come beforg

(bi ) the single entry that refers to &t ) and some number of entries that come affter

(ai).

The comparison operation for indexing variables and agagths < A.Length
performs the lazy splitting of the model into a model where A.Lengthis true and a
model where < A.Lengthis true. Ifi > A.Lengthis true then the current element referred

to in the arrayA is non-existent and the set of entries that come after thexindn the

124



Chapter 8. Semantics of Primitive Operations

arrayAis empty. Thus we can remove the edges withafigetsat andai and any nodes
they dominatealong with any edges that they aileminance equalith (just like in the

pointer comparison operations).

Figure 8.10 shows the comparison algoritjm<( A.Length ) applied to the array
in Figure 8.10(a) which represents the state of our abdtesgp model after many passes
through a loop wherg is incremented. In this model the variable Figure 8.10(loygh
the heap model created for tfesepossibility (thetrue possibility leaves the model un-
changed). This figure shows how the analysis uses the facthbandex variable now
points off the end of the array to update the model to remoe@dssibility wherg refers
to and entry in the array or there are any entries in laterdiedan the array, that and

ai edges respectively.

8.6 InstanceOf and Cast

In this section we look at two operations that are commongdua object-oriented pro-

grams for determining the types of objects at runtime. Bedgimodeling these operations
is critical to modeling many programs. In particular in malava programs the lack of
template collections prior to the Java 1.5 specificationltesn many object casts when

retrieving elements from collections.

To simulate the semantics of tiestanceof  operation in the abstract domain we
again create two models to represent the true and falséseduhe test. The first model
represents the state of the heap if the test returns truehigncase we know that the
object pointed to must be of a subtype of the type specifiedhéyristance of test. If the
node pointed to by the test variable is strongly updatedbdetion 8.3, we can set the
typeproperty to the intersection of the origingpeset and the set of all subtypes of the

type given in the test. Otherwise we must conservativelyrassthat theypeproperty is
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unchanged (since the node represents many objects theobjkets in the region could be
of any type). The second model represents the case wheréjdw  of any type other
than a subtype of the type given in the test. The algorithnttferfull instanceof  test

is shown in Figure 14.

Algorithm 14: instanceof
input : modelm, varx type,t

output: model[] r
r — new model[2];

ts < all subtypes of;

m < m.copy();
r[0] < m;
n; < m.targetg);

if n;.linearity = 1 then
ne.types« n;.typesn ts;

focusfy);
m; «— m.copy();

r[1] < ms;
ns < ms.targetg);

if ni.linearity = 1 then
ns.types— ns.types\ ts

focusfi);

The abstract semantics for the cast operation are simiktruicture to the instance of
operation. However for the cast operation we can assumehbatast always succeeds
(if it does not we have an exception which we handle sepgjat€hus the cast operation

only produces a single model that is identical to the true ehodthe instanceof test.
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Dataflow Analysis

In this chapter we examine how the dataflow analysis of a Mikhgpam is done. The
general approach we take is to use as much structural infmnmétom the program as
possible to improve the performance of the analysis. Thuspliethe analysis into two
components, a local phase, which uses a fairly standarctsted dataflow analysis, and
an interprocedural component which uses a hybrid exptorapproach to traverse the
call graph and employs a novel method to manage the statessaplissues that arise

when performing a context-sensitive program analysis.

9.1 Local Flow

In Chapter 8 we defined the primitive semantics for the basignam operations (assign,
load, store, compare, type test, etc.). Given an abstratetst(as defined in Section 7.3)
and an expressioawe use the notatiory’[e] o to denote the semantics of the expression
in the abstract state and similarly for statemerg, the abstract semantics are denoted
by Z[sg]o. In this section we show how to compose the semantics of thesstive

operations using the control flow primitives in the languéelseandwhile).
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Abstract Conditional Semantics. Using the equivalent values information (from Sec-
tion 4.2) and a boolean conditidn(a literal or a variable), we can filter an abstract state

o ={64,..., 6} into two new abstract states based on the possible truth of

Definition 45 (Partition o based on truth value dj). Given an abstract state and a

boolean variablé define:

Otrue = L [Dlltrue(0) = {6 € o | b maybe true in6.u}

Otaise= -7 [b] ta1se(0) = { 8 € 0 | b maybe false inf.u}

Using the above definitions we can write the standard defmior theif statement,
Z[if (b) block else block]o = . [block](dtrue) U .7 [block: ] (Oraise). However, using
this definition of the semantics can result in exponentialzvgh in the number of states
that the analysis must deal with (since for most cases atrifenwf the abstract states
that result from analyzingrue andfalsebranches will have many models that are nearly

identical).

To avoid this we use the upper approximation operatorstead of a simple set union
at the control flow join. This allows the analysis work withubstantially smaller set of

models at a small loss of precision, as shown in Figure 7.2¢ti&n 7.3.

Definition 46 (Semantics off-else ). Given the conditional control flow statement

i f (b) block el se block; the abstract semantics are:

Z[lif (b) block elseblock;]o = . [block](Tirue) .7 [blocks | ( Otaise)

Abstract Loop Semantics. The semantics of a looping statemevittile can be ex-

pressed in terms of accumulating all possible exit states.

Definition 47 (Semantics of" loop iteration) Given a loop statemenahi | e(b) block,

the abstract state of the heap at the loop test for thiggration of the loop is:
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o — o ifi=0
o S [blocK](-Z[bltrue(0i-1)) otherwise

Then we can define the semantics of the loop analysis as ther aygproximation

(Section 7.3) of all the possible exits from the loop.

Definition 48 (Semantics loop statemenittfile )). Given the loowhi | e(b) block, and
the upper normal fornmoperator,I’, andincomparable model se@perator,A, from Sec-

tion 7.3, the abstract state of the heap at the loop exit is:

[while(b) blocKjo = [ | { AT (. [b] faise(01))) | i € N}

Since the abstract domain is finite (via the normalizatiomfof Chapter 6) this set
can easily be computed by iteratively processing the loajyhmtil we reach a state that
has already been seen (i.e. reach a fixpoint staring fronoiitAt this point in time we
know we have generated all the possible states that can raipptib& loop body or at the

exit of the loop.

9.2 Interprocedural Flow Algorithm

To efficiently analyze non-trivial programs we need to addrgeveral issues in the inter-
procedural analysis. Of particular concern are how recersalls are handled and how the
call graph is explored, how the analysis should deal withahp calls (and other simple
methods), and finally how to deal with the state size and esmpigal growth in the number

of times each method is analyzed when performing a conengive analysis.
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9.2.1 Call Graph Exploration

The order in which methods are analyzed has a substantiacingm the efficiency of

the program analysis [5, 44] and thus we use a hybrid apprmaekploration that varies

the order based on structural information about the caplyand the method bodies. In
particular we distinguish between calls that are in a reeeiycle (a strongly connected
component in the call graph) and calls that are non-receirdiv the non-recursive case
we also want to account for the differences between buil@thwods, small leaf (oget-

ter/setter type methods) and more complex methods.

In the frontend analysis we identify small leaf methods antpte methods that either
just access fields or call though to other methods. The fnohdééso computes a call graph
using the declared type information which is used to drieaierprocedural analysis. As
the efficiency of the interprocedural analysis is dependertihe precision of the call graph
we are investigating alternative methods for the call grapimputation. Once we have
computed these properties of the program we use Algorithrio EHhalyze the program.
In the descriptions that follow, we omit memoization supsarthat we can focus on the
structure of the analysis algorithm. However, in practitemoization of the analysis

results needs to be performed to ensure acceptable perfoema

Analyze Builtin. If the method that is being called is a builtin library methbdt has
specialized semantics and these semantics apply (theme dependentnethods) then we
can directly apply the specialized semantics @malyzeBuiltin. Thedependenmethod
gualification allows specialized semantics for methods tintains , which depends

on the definition of theequals method of the receiver argument. In many cases the
equals method is the default reference equality definition from @igect class and
we can precisely define the abstract semantics for the opeyaut for other calls where
theequals method is overridden we must analyze the implementatiomeafdntains

method body directly using the other analysis methods.
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Algorithm 15: Analyze Interprocedural, (analyze, when called frommggn, in

abstract state)
input : programp, callermy,m, calleemy, abstract state

if my is a builtin method of p and ndependeninethodghen
p.analyzeBuiltinfn,, 0);

else ifmgom, Mo in Same recursive cycle ofthen
(Or, 0u) < project();

o; <+ p.analyzeRecSame(,, stateMergef;));

o « extend(stateMerget), ay);

else ifmy in a recursive cycle of then
(Or, 0u) < project();

ot < p.analyzeRecNewtf,, stateMergeg;));

o «— extend(stateMerget), ay);

else ifmy is a small methodhen
p.analyzeDirectfyo, 0);

else
(0r,0u) < project(©);

o; < p.analyzeDAGCallfy,, stateMergeg;));

o — extend(stateMerget), oy);

Analyze Recursive. TheanalyzeRecSammeethod is used to analyze calls that are within
the same recursive component of the call graph. For thetewalwant the analysis to
explore the call graph in a breadth first manner as opposdtktdepth first exploration
used for non-recursive calls. This avoids the problem dfgath exploration in densely
connected recursive call structures (a depth first exptoraif all possible call paths in
a strongly connected component of a call graph requiresrexg@l time). Thus Algo-
rithm 16 simply checks for the current approximate abssaotantics of the given abstract

state (creating a new entry if needed) and returns this appate result.

The analyzeRecNewalgorithm is used for the first call into a recursive compdradn

131



Chapter 9. Dataflow Analysis

Algorithm 16: analyzeRecSame
input : programp, calleemy,, abstract state

if my has an approximation for the semanticsoothen
return current approximate semantics forin my

else
Add my, to worklist;

Oout < base case semantics nn my;
add(o, ooyt) as approximate semantics paing, ;

return oyt

the call graph. It sets up the worklists and then preformsatiaysis of the methods and
approximate abstract semantics until the fixed point ishred¢thus safely approximating
the result of the call). Algorithm 17 initializes a worklisith the called method and then
proceeds to process the methods in this list in a breadthfdskion (methods are taken
from the front of the worklist and added at the back in Algamit16 and in the conditional
statement). While this simple worklist approach is reabbnaffective it appears that the
performance of the analysis can be improved significantlplbgring the order in which

the entries in the worklist are processed (although we havdeen able to explore this

topic in detail yet).

Analyze Direct. The analyze direct method allows the analysis to avoid trs¢ 0b
project/extend (Section 9.3) and memoization for smalsacahere the cost of analyzing
the method body is less than the cost of these operationssiitipgest way to accomplish
this is to inline these methods in the front end (which is wikaturrently done in the
analysis). However this technique is limited by the abildyidentify statically inlineable
methods (i.e. they must have a single static target so dynar@ihods cannot be handled)
and extensive inlining can cause undesirable expansidreafdde. To avoid this we pro-
pose using the front end to identify and uniquely rename é¢ferences in these methods

so that the analysis can dynamically decide if the methog Bbduld be analyzed directly
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Algorithm 17: analyzeRecNew
input : programp, calleemy,, abstract state

add(o, L) as approximate semantics paimtg ;
worklist w «— [m];

while w+# 0 do
m «— w.popFront();

foreach (ain, oout)SP in approximate semantics list ofdn
Ol — m.analyzegin);

w.addAll({ methodsn' | m' callsmyo});

spsecond— gl
return abstract semantics @ in approximate semantics table ofgm

as if it was inlined or to use the full set of calling operasas given iranalyzeDAGCall

Analyze DAG Call. TheanalyzeDAGCalimethod is used to analyze the larger methods
that encapsulate significant functionality. TaealyzeDAGCalkimply passes the state
into the local analysis method and returns the result. Amiatyof the callee before re-
turning to the analysis of the caller results in the explorabf the call graph in a depth

first order for non-recursive calls, which is an optimal ardethese calls.

9.2.2 Call Entry/Exit Merge

The stateMergeoperation allows the analysis to aggressively control ibe af the states
by computing a single model that is the summary of all the rwittea state. The use of
this operation as the regular join (or upper approximatiwayld result in unacceptable
losses. However, we can take advantage of natural abstmgmbints to merge all of the
elements in the projected set (after the project operatiemtodels only refer to the frag-

ment of the heap visible in the callee scope) into a single neadel. Intuitively methods
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(particularly with non-trivial bodies or that are virtudipve strong abstractions for the
portion of the heap that is passed in and properties thahgwertant to the behavior of
the method body either (a) hold for all possible programestatt the call site, thus the
property holds for the join or (b) the property only holds $ome of the states but because
of the weak assumptions made for the inputs to the method exydicitly test for this
property before using it (e.g. the nullity test in a recuedigt traversal). This assumption
is confirmed by our experimental results which indicate litidé¢ or no information is lost
by aggressively merging the input and return states fronatiadysis of method calls (also
referred to asnultivariance[44, 47]).

Algorithm 18 shows the pseudo-code for merging two abstraaep graphs. The full
stateMergealgorithm can be constructed by pairwise applying this ®@ghaph compo-
nents and the scalar domain join to the scalar componenteahbdels in the state. The
graph merge algorithm is simply the union of the two grapksuening that two variable
nodes with the same name are equal but all non-variable revdesot, followed by the
normalization of the resulting graph.

In practice it is possible to improve the precision of thie@iion by updating the
node/edge merge operations to be more precise when joinoigsfedges that originate in

different states. The two cases that we have found to be taupioare:

e When merging two nodes (edges) from two different modelsentd nodes (edges)
have alinearity of 1 then the resulting node (edge) represents at most ometobj

(reference) and should havdirearity of 1, notw.

e When merging two edges, with thmn-interferingproperty, from different mod-
els we know the pointers abstracted by the edges cannobmeectedsince the
two edges represent possibilities from two distinct modetsl thus the resulting

summary edge is alswn-interfering
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Algorithm 18: stateMergeGraph
input : graphg, graphgd’,
output: graphgm
Om < gUd’;
normalizeGraphy);

return gnm

9.3 Project/Extend

A significant component of the analysis runtime is due to thedtto perform a context-
sensitive interprocedural analysis, where each procdahalg may be analyzed multiple

times (once for each different calling context).

The practice of using a memo-table to avoid recomputingyasigflesults and the use
of a projectoperation to remove portions of the heap that cannot affebeaffected by
the called procedure are standard techniques for minigpitie number of times each
function needs to be analyzed during interprocedural datdf, 6,46,47,51]. The two
major goals of the@rojectoperation are improving the effectiveness of memoizindyesis
results by removing portions of the heap that could cause@miinequalities between
calling contexts and preventing the loss of precision tiatiocs when recursive procedures
use a summary representation for multiple out-of-scopereetes (e.g. local reference

variables with the same name but that exist in differentfcathes).

9.3.1 Abstract Call Stack

Our concrete model for theall stackis a functionSy,: (V x N) — O, whereV is the set of
local variable names amd represents the depth in the call sequence (main is at depth 1)
andO is the set of all live objects. Thus, the péir,4) refers to the value of the variable

v in the scope of thef call frame.
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To represent the concrete call stack we introdsteek variablesvhich represent the
values of local variables on the stack (for a variation os Hpproach see [57]). In our
extension eaclstack variablesummarizes all the possible targets (in a given graph) for
a given variable name on the stack. Given a variable nanaed a heap grapg we
define a variable namé for use in the abstract domain (we will select a better naming
scheme in Section 9.4) where: is the abstraction of all the variables in the call stack,

Ji € N, noden € g, objecto, s.t.0n € yr () ASn(V,i) = on.

By associating the set of stack locations that are absttaciid the set of targets in
a given abstract heap graph, we can naturally partitiorstaek variableslong with the
heap graphs. Since eastack variablds associated with only the values on the stack that
point into a region of the heap represented by the given hesgghgit is straightforward to
partition and join them when partitioning the heap grapHgpAthms 19 and 21.

Thus, during the local analysis the heap graph represeatgsdtion of the program
heap that is visible from the local variables and is augntewi¢h some number atack
variablesand cutpoint variableswvhich relate variable values and the heap in the caller

scope to the portions of the heap reachable from callee $oopkvariables.

For efficiency and in order to ensure analysis terminatia riaming scheme we
choose will result in situations where multiple cutpointgtack) edges are given the same
name. This may result in some amount of information losstig@aarly with respect to
reachability and aliasing). To minimize the loss that osaue introduce an instrumenta-
tion domain for the stack/cutpoint variable edgesmeColl= {pdj, pua pa}. Wherepd;
indicates a cutpoint/stack name representing (a single)emlgedges where the edges do
not represent any pairwismnnectedeferencespuaindicates a name representing mul-
tiple edges where there are no pairwamses while pa indicates a name representing
edges that they may have pairwiskasing Thus, the cutpoint variable and stack edges

are represented with recordlsl , linearity ,interfere | connto , nameColl }.
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9.4 Stack Variables, Cutpoint Labels

When performing the project operation in heaps with cutfsoive need to name ttstack
variablesas well as thecutpointedges. We use a simple technique for the stack vari-
ables: given a variable nanvedefined in the caller functiofcaller ~ we use the name
$fcaller  *v to represent this variable in the callee scope. This namthgree can
create false dependencies on the local scope names unéesarthble information is

anonymized during the comparisons of entries in the merbie-ta

Naming edges that cross the cutpoints is more complex siaceed to balance the ac-
curacy of the analysis with the potential of introducingspus differences resulting from
isomorphic (or nearly so) cutpoint edges being given diffiémames. For the renaming
of the cutpoint edges we assume that special names for thmargs to the function have
been introduced. The first pointer parameter is referreg thé special variable nanpel

and tha™ pointer argument is referred to by the variaple

For each cutpoint edge we generate a pair of names: one isruieel unreachable
section of the heap graph and one in the reachable sectioch aliows an abstract heap
model to represent both incoming and outgoing cutpoint edgat are identical and exist

in the same abstract heap component without loss of precisio

If we are adding a cutpoint for the method cialaller and the edge, which is a
cutpoint, starting ah and ending at/, and has edge lab& . We can find the shortest
path €1 ... fk ) from any of thepi variables ton’ (using lexographic comparison on
the path names to break ties). Using fheargument variable and the path ( ... fk )
we derive the cutpoirtasename = fcaller  *pi *fl .. xfk »fe We compute a pair
of static namesunreachN reachN whereunreachN= $basename- andreachN =

$basename-+.
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9.4.1 Project and Extend Algorithms

Project. We assume that before tipgojectHeapfunction is invoked all of the special
argument variable names have been added to the heap modslallbiws projectHeap

(Algorithm 19 below) to easily compute the section of thefha#del that is reachable
in the callee procedure and then compute the set of nhodesdhmidrise the unreachable

portion of the heap model.

Algorithm 19: projectHeap
input : g: the heap model to be partitioned

output: gr, gu: the reachable and unreachable partitiems; ncs the static names
used and newly created

reachNodes— set of nodes reachable from args;

unreachNodes- set of nodes unreachable from args;

crossEdges— set of edges that start imreachNodeand end irreachNodes

snu«— 0;

ncs«— 0;

foreach edgeein crossEdgeslo
(sn, isnew)— procCrossEdge( e, reachNodeks

snuaddén);

if isnewthen ncsaddén);
hy < subgraph ofjy on the nodesinreachNodes) {dummy nodes from

procCrossEdge
h, — subgraph ofj on the nodeseachNodes

return (gr, Qu, SNU NCY;

For each edge that crosses from the unreachable sectiothéteachable section we
add a pair of static names to represent the edge (Algorithm 3ihce the heap model
stores a number of domain properties in each edge, we creatmany node and remap

the edge to end at this node. Then, tibkeachNstatic name is set to refer to this dummy
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node. In the reachable portion of the heap graph we simpltheeeachNstatic name to

refer to the target of the cross edge.

When adding theéeachN static name to the reachable section of the heap graph the
name may or may not already be present in the heap graph. tfaime is not present
then we add it to the static name map and for later use we natettis is the call where
the name is introduced. Otherwise a name collision has oedwand we must mark the
edges representing the possible cutpoints appropriaf@lysimplicity we mark all the
edges). If there may be aliasing we note that the cutpoiats flifferent frames may have
aliasing targetsp@ and similarly if the new cutpoint edge may be connected waitlex-
isting cutpoint edge we mark them as being pairwise conddpigs). The functiongna-
keEdgeForUnreachCutpoirsind makeEdgeForReachCutpoiate used to produce edges
to represent the cutpoint (based on the static name and theiicuedge properties) in the

unreachable and reachable portions of the heap.

Once all of the cutpoint edges have been replaced by thereshjsiatic names, the
heap can be transformed into the unreachable version (vaHehe nodes in the reachable
section and all the variables/static names that only refeeachable nodes have been
removed) and the reachable version (where the nodes in tieaelmable section and the

associated names have been removed).

Extend. After the call return we need to rejoin the unreachable portif the heap that
we extracted before the procedure call entry with the resalbbtained from analyzing
the callee procedure. This is done by looking at each of #icgtames that was used to
represent a cutpoint edge and reconnecting as required, &aeh of the newly introduced
cutpoint names can be removed from the heap model. The pseadao do this is shown
in Algorithm 21.

This algorithm merges all edges with the same reachableitpame so that there

is at most one target edge for a given cutpoint name in thénedde heap grapg, (this
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Algorithm 20: procCrossEdge
input : g: the heapge: the cross edgeeachNodesset of reachable nodes

output: rsn: the name usedsnew true if rsna new name
Ne < the nodee ends at;

n; <— new dummy node;

(ursn, rsn)«— genStaticNamePairForEddgeé);

e, — makeEdgeForUnreachCutpoint(gsn);

set endpoint og, to n;;

adde, as an edge foarsr

e «— makeEdgeForReachCutpoint(sn);

set endpoint o& to ne;

remap the endpoint @to n;;

if the namesn exists and has edges pointing to a nodeeschNodeshen
rsnes— {€|€ is an edge for the cutpoint vesn};

adde as an edge forsn;
if & is connected with an edge ienesthen set edges imsnesande; to pua
if & may alias with an edge irsnesthen set edges imsnesande, to pa;

return (rsn false;

else
add the namesnto h;

adde as an edge forsn;

return (rsn true);

simplifies the algorithm and is in our experience is quiteusate). The algorithm then

pairs up the two cutpoint names and remaps the edge we satreglunreachable section
to the target node in the reachable section subject to a nuvhbests to propagate sharing
information (the nullity information is propagated duelte fact that the dummy node and
all incoming edges are always removed but the foreach loojhenargets ofirsn does

not execute since the target set is empty). @heameColl= puatest is true if this edge
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represents sets of pointers that do not have pairwise aliabBeus, we mark the newly
remapped edge argl as pairwise unaliased. Similarly, teenameColl= pdj test is true
if this edge represents cutpoint/stack edges that are jsaimsjoint. Thus, we mark the

newly remapped edge amgdas pairwise disjoint.

Algorithm 21: extendHeap
input : g, gu: the reachable and unreachable partiti@ms, ncs the static names

used and newly created
output: g: the joined heap model
g < newheap);
g.heapGrapk— mergeGraphsk.heapGraphg,.heapGraph);

foreach static namesnin snudo
ursn«+ reachNameToUnreachNarse\;

n, — the target obnin g..nameMap;

foreach nodeny that is a target ofirsn in g,.nameMagdo
e « the single incoming edge ty;

remape to end at the target of;;
g .interfere =g .interferell n,.interfere;
if &.nameColl= puathen sete andn; as unaliased;

if &.nameColk= pdj then sete, andn, as disjoint;
hy.removeNodeAllEdges(target afsn);

hy.unmapStaticNama(sn);

if snin ncsthen h;.unmapStaticName();
g.nameMap— mergeNameMapg(.nameMapg,.nameMap);

return g

The major components of this algorithm are the separatidheahergeGraphsction
from the mergeNameMapaction and the elimination of the static cutpoint edge names

that were introduced for this call.

The mergeGraphdgunction computes the union of the graph structures thaessmt
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the abstract heap objects, while thnergeNameMapiinction computes the union of the
name maps (which are maps from the stack/variable/cutpaimtes to the nodes in the
graph structure that represent them). This separatiowsitbe algorithm to nullify the

names created for this call which prevents the propagaticamneeded cutpoint edge
targets to the caller scope. The functionmapStaticNames used to eliminate a given

static name from the abstract heap model name map.

9.5 Example Project/Extend.

In Figure 9.1 we show an example of how the project operatioctions, how it reduces
the size of the abstract models that need to be processee@dinces the number of times
each method needs to be analyzed. In Figure 9.1(a) we shawpdifeed version of the
state of the program heap at the call to twnputeNewValue method in theem3d
benchmark. The call takesNode object referred to by the variable and computes a

new electric/magnetic field value for it.

By using the project operation we can partition the heap tinéosection of the heap
that is used by theomputeNewValue method from the section that cannot affect (or be
affected) by the method. This partitioning is shown in Feg@Qrl(b) (we use the dashed,
blue if color is available, line to show the partition). Wevhadded the special cutpoint
variablesn* ?- , nx ?+ andn*fromN * ?- , nx fromN * ?+ to the unreachable and reach-
able sections of the heap to represent the edges that areriog ¢his partition. These

names will allow the analysis to correctly reconnect thegges on return from the method.

The result of this transformation is that we have reducectiraber of non-variable
nodes by 3 (a 30% reduction in the size of the heap model). We &kso eliminated
spurious calling context information which will allow theaysis to avoid reanalyzing

the procedure later. In this example tbemputeNewValue method is also called
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on Node objects from the electric field. Without the project operatthe differences
that arise from the field namd¥Nodes vs eNodes will force the re-analysis of the
computeNewValue method. However, the project operation results in idehiticadels
(the heap graph on the right hand side of Figure 9.1(b)) beassed to the local analysis
procedure for both call sites. Since the program statescprigadent at both call sites the

analysis can use the memoized results produced from anglpeeviously.
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[coeffs, w]

(b) After Project

Figure 9.1: Project/Extend famomputeNewValue in em3d
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Chapter 10

Semantics of Collections and Libraries

Library-based collections are a fundamental component @eflemn programming lan-
guages and are used extensively in almost any non-trivegrpm. Substantial work has
gone into developing heap analysis tools that can accyraiel efficiently analyze simple
data structures, mainly lists, trees, and simple cycligcstires. Unfortunately, most exist-
ing heap analysis techniques have aspects that make tkdir asalyzing large programs
that use standard libraries impractical. This is eithertdube inability to model the com-
plex data structures (red-black trees, doubly-linkead lgth tail pointers, etc.) used in the
library code or due to the computational complexity of perfmmg the analysis of these
complex library data structures. An alternative to dingethalyzing the code that imple-
ments the collection objects is to use the semantics of thection objects to simulate

the effect of each collection operation as an atomic progyperation.

In addition to the performance issues that arise when diraotlyzing the collection
library implementations, the semantics based approaotvalihe modeling of properties

specific to each collection type (e.g. sets never contaifichip elements).

This chapter presents a method for representing the sersanitcollection libraries

and iterators over the collections in our shape analysisdraork. The representation that
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we present for the collection semantics enables the shadgsato identify individual

elements in the collection, allowing them to be stronglyated. The iterator semantics
provide a representation for the notion of progress in tloegssing of the elements in
the collections, which allows the shape analysis to acelyratodel the processing of the

collections.

For this chapter we are going to use a simplified set of catiastand iterator opera-
tions to simplify the discussion and to separate out the sosaof theadvanceandget
operations (as they are combined in the semantics ai¢lke operation in the Java stan-
dard library which advances the iterator and fetches themaegt as an atomic operation).
This simplification allows us to focus on the semantics ofitftvidual components and

can be easily adapted to the semantics of the collectiomeistandard Java libraries.

10.1 Example Programs

To gain some insight into how our extensions work and intexétt the base heap analysis
we use the examples in Figure 10.1. The examples use obfagises,t1 andt2 . The
tl type has a single fieldal that points to objects of typ . Thet2 type is a simple
object with no pointer fields. The first code segment is a |&ay fills aset with objects
of typetl (all of which have a pointer to the same object in ¢ field). The second
example takes the resultisgt and updates each element to point to theobject that

the variable points to.

We are using th€l andt2 types to keep the examples simple. However, the methods
presented here can handle similar programs, with the samkdéaccuracy, wherg&l
and/ort2 are replaced by simple finite structures, lists, trees, loerdibrary collections.
The analysis algorithm is also able to analyze our examplenwd and/ort2 are re-

placed with DAG shaped or cyclic structures, although pidén with reduced accuracy.
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Initialize a Set

set p = new set()

tl g

t2 s = new t2()

for(int i = 0; i < M; ++i)
g = new tl1()
gval = s
p.insert(q)

Update all the elements in the set

t2 r = new t2()

iterator i = p.begin()

while(i.isValid())
(i.get()).val = r
i.advance()

Figure 10.1: Example Code

In both examples the analysis should determine that evenyesit in theset is unique

(although the elements may reference the same object imahefield). In the second

example the analysis should capture the fact that on eaettide of the loop the element

that the iterator refers to has Wal offset updated and after the loop all the elements in

theset have been updated. Thus, there are no longer any objects gethwith pointers

in theval field that refer to the same object as the variable

10.2 Domain Extensions For Collections

The fundamental idea for modeling the collections and fitesais to classify the pointers

that are stored in a collection into four categories basethem relation to any iterators

that are acting on the collection. Based on this classitioatie create a speciaffsetfor

each category, just as was done for arrays.

e Pointers that have an unknown relation to the active iteratovhen there is no

active iterator for this collection. Edges representingnf@ss in this category are

given the labeP.

e The single pointer that the iterator is currently at in théemion. The edge repre-
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senting this pointer is given the laksi

e Pointers that come before (in whatever iterator order isifpd by the collection)
the location that the iterator is at. Edges representingtprs from this class are

given the labebi.

e Pointers that come after (in whatever iterator order isifipeldy the collection) the
location that the iterator is at. Edges representing pmritem this class are given

the labelai.

This scheme for classifying the pointers in a collection spacific case of thpar-
titioning functionsthat are used in [22] to partition arrays of scalars. The defmwe
use is only precise when there is a single iterator that iveagt a collection. In the
case of multiple iterators simultaneously indexing thitoagcollection our partition must
conservatively assume that any relation could hold betweepositions of the iterators.
The use of more flexiblpartitioning functionswould allow our analysis to partition the
pointers in a collection even when multiple iterators armgpeised to index through the
collection. However, the use of more genggattition functionssubstantially complicates
the analysis and we expect that most of the time only a sitgtator will be active in a

collection. Based on this assumption we opted for the fixetitjmen.

Modifications to the Dataflow Operators. Our modifications have only a minimal im-
pact on the algorithms for the abstract semantics and we redyg to modify the node
merge algorithm. First, we define a simple function that $ak@ode and if it is currently
partitioned on an iterator forgets all the partition andater information. The procedure

to forgetthis information is shown in Alg. 22.
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Algorithm 22: clearindexer
input : gaheap graplm a node

if n has an active iteratothen
n.activelter— _;

n.empty«— unknown
n.atFirst— false

foreach out edge alo

if e.offsetc {bi,at ai} then e.offset— ?;
g.removeEquivalentEdgey(

10.3 Modeling Iterator and Collection Operations

In this section we look at how the various collection methads implemented. Even
our simplified collection library has a non-trivial numbdrrmethods to manipulate the
various collection objects and the associated iteratohsis;Twe focus on describing the
most interesting methods. For simplicity we assume thatfathe collection nodes have
alinearity of the 1. If the linearity isw the default action is usually simply set tampty
property tounknownand no-op, in the cases where the action is more interesgngilv

explicitly mention it.

Insertion and Deletion. For the insert operation we first call tiekearlterator method.
Next we add an edge from the collection to the object that wa teeadd to the collection
and we set the label of this edgeaand if thelinearity property is 1 then we also know
that the collection has at least one element and can sentipgyproperty tofalse If the
node hadinearity of w we do not know which of the many collection objects may have
been added to so we conservatively assume that any of thenmawaybeen inserted into

and set themptyproperty tounknown

The deleteoperation for our collection library takes an iterator arthoves the ele-

ment referred to by that iterator from the collection. To relotthis we remove the edge

149



Chapter 10. Semantics of Collections and Libraries

with at label (which strongly deletes the iterator target from tb#ection). This opera-
tion may or may not make the collection empty so we must caaseely set theempty

property tounknownand theatFirst property tofalse

Clear, Empty and Size. The abstract semantics for thkear , empty andsize op-
erations are all relatively straight forward. For ttlear operation we simply remove
all outgoing edges (thus simulating the removal of all tHfenences in the container) and
set theemptyproperty totrue. For thesize operation on a given collection (suppose
= y.size() ) we add the equality relation= card(y) to the domain of uninterpreted
function symbols and if we know that the collectigirefers to has themptyproperty is

true then we have the stronger conditivg- card(y) = 0.

The semantics for thempty method are slightly more complex as we want to generate
one model for then the method returtnge and one model for when the method returns
false If we can determine that the collectiomustbe empty/non-empty then we can just
return (if theemptyproperty is eithettrue or falsg. In the case where the collection
mayor may notbe empty we create a model for each case. The code to do thigvisisn
Algorithm 23, we assume that the methmapycreates a copy of the given program model,
while getTargetreturns the node that a variable refers to in the modeladaEquality

updates the abstract domain of equalities with the new égursflormation.

Iterator Initialization and Get. The most common way to initialize an iterator is to
get an iterator to the first element (with respect to the ctiba’s iteration order) of a
collection. Thebegin method in our collection library is used to do this. To sineltne
effect of this operation in the heap graph (Algorithm 24) \se theclearlteratormethod to
forget the partitioning of any other iterators on the cdilme. Then we split each possible
summary edge?) into two new edges (accomplished by gditithSummarynethod from

Chapter 8): one is used to represent the element in the tiohethat the iterator refers
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Algorithm 23: Empty/Non-empty Materialization
input : mmodel,c variable referring to (collection) node of linearity 1

output: mg empty modelm, non-empty model
Me — m.copy();
me.getTarget(c).clearOutEdges();
me.getTarget(c).empty- true;
me.addEquality¢ard(c) = 0);

foreach variable v, refers to mlo
addEquality¢ard(v) = 0);

My < m.copy();
my.getTarget(c).empty- false;
return (Me, My)

to (at), the other edge is used to represent all the elements tha after the element
referred to by the iteratora{). Since the iterator must refer to the first element in the
collection (with respect to iteration order) we do not neackdge to represent elements
that come before the iterator. Depending onititerfere property of the? edge we set
the split edges as beirdisjoint (if the edges wasp), connectedif the edges wag) or
aliasing (if the edges waap). We also know that the iterator is at the first element in the

collection so we set thatFirst value totrue.

Theget operator can be treated as a simple field load off the speeldldi. Using
this approach passes all the work onto the existing abstesgd graph load framework
which performs the appropriate operation. After a call te ¢fet operation we can also
infer information about the emptiness of the collectioneahj The get operation only
succeeds if the collection is non-empty and thus we can egtlaemptyproperty to the

falsevalue.
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Algorithm 24 iteratorBegin
input : modelm, varc (refers to collection of linearity 1), iterator var

output: model[] r

n «— m.target¢);

n.clearindexer();

r — new modelf.summaryCount()];

for ke 0...r.Length—1do
m «— m.copy();

n «— m'.target¢);
r[k] < m'.splitithSummany, c, yes );

n'.atFirst— true;

Iterator Advance. After initializing an iterator we often want to advance itahgh the
collection (theadvance method) and use theValid test to check if the iterator still

refers to a valid point in the collection.

The advance method needs to re-label the existing edgehett tabel to have théi
label and create a new edge with @itdabel that is parallel to the edge with thelabel if
such an edge exists (accomplished bygpktithAfterindexmethod from Chapter 8). This
is shown in Algorithm 25, which assumes that the given itaret valid and is the current
active iterator for the collection. We also update #éttiéirst value tofalse Further, we can
infer that since thadvance method succeeded that they collection has at least 1 element

in it and is thus non-empty (which allows the analysis to Beemptyproperty tofalse.

IsValid. IntheisValid method we want to (when possible) propagate the knowledge
that on a given patisValid returnedtrue or falseand update the model to represent
this information. If we take a branch that can only be exetwtben a given iterator is
invalid then we want to update our model to reflect this infation (Algorithm 26). To do

this we have two cases. If the given iterator is not the adtarator we do nothing. If the
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Algorithm 25: iteratorAdvance
input : modelm, varc (refers to collection of linearity 1), iterator var

output: model[] r
r — new modelfi.afterCount()];

for ke 0...r.Length—1do
m «— m.copy();

n' «— m' .target€);
rik] < m'.splitithAfterindexk, ¢, j);
n'.atFirst«— false

n’.empty« false

[1, val] [1, val] [1, val]
1, Set, {1}, ~e 1, Set, {1}, ~e
2,7 [5 71 [2,71 [2,?, w]

Y Y
2,11, {2} (4.11,{5 ) (2t,{21 ) 2,1l w

[3, val, {~4}] [6, val, {~3, ~4}]

[3, val, {~4, ~6}] [3, val, w, ap, {!4}]

A 4 Y
3,12, {3, 4} [4,s {~3}] 3,12, {3, 4, 6} [4,s, {~3, ~6}] 3,12, {4} [4, s, {13}]

(a) Added First Entry (b) Added Second Entry (c) Normalize

Figure 10.2: Add Elements to a Set Container

given iterator is the active iterator we delete the edgels thizat label and the edges with
theai label. Further, ifatFirst if true andisValid  returns false then we know that the
collection must beemptyand can update themptyproperty totrue (and the cardinality
properties with an equivalence to 0). TemseEdgeWithOffseemoves the edge with a
given offset from the abstract heap graph and any nodes teedeininatesalong with
any other edges that ademinance equdjust like in the pointer comparison operations).
Our current abstraction has no way to represent that artiataraust be valid so in the case
thatisvValid  only updates themptyproperty tofalse(since if the iteratorsValid there

must be at least 1 entry in the collection) and returues.
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Algorithm 26: isValids g se
input :ian iterator

n < the target of;

if iis not the active iterator for then return;
n.eraseEdgeWithOffsedf);
n.eraseEdgeWithOffsey);

if n.atFirstthen
n.empty« true;

foreach variable v, refers to mo
addEqualityard(v) = 0);

10.4 Examples

Initialize the Set Figure 10.2(a) shows the abstract domain at the end of thddop
iteration. The variable points to theset object and the variable points to the object of
typet2 that all the elements in the set will reference. The first eftih objects has been
allocated and has had thal field set. Since we just allocated the object that the node

represents we know it hadiaearity of 1 and a(S)ingletonlayout.

We also created an edge from thet object to thetl object. Since this edge was
just created (by a store to an unknown location in the caotleg¢it must represent a single
pointer stored in the collectiofirfearity = 1, interfere= np andoffset= ?). Finally, since

we know that the set contains at least one element we havesthéréas beingion-empty

(~e).

Figure 10.2(b) shows the state of the heap model at the entea$dcond iteration.
Another element has been allocated and inserted into th&lsetval offset of this object
has been set to refer to the same nodeghatints to. Since there are now two incoming
edges that may be connected and from the assignment staseweknow they are both

equal tos all three edges are pairwise@mEQand alldominatethe node.
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Since the abstract heap in Figure 10.2(b) is not in normahf(theset node has
equivalentedges) it needs to be normalized (Chapter 6). This resuttgimbstract heap
in Figure 10.2(c).

The two nodes with typ&l have been combined into a new summary node. The
edges with the labef® have been joined and are represented by an edge laBetednp|
since the edge represents more than one pointer and theysotainnot interfere. Finally,
the edges with the labelgal have been joined and are represented by an edge that is
labeled|val , w, ap| since the edge represents more than one pointer and thefsaimay
alias (the edges that were joined had stererelation). Running through the loop again
produces the same result, thus we have covered all poswtdgions of the loop and are

done.

Update the Set The second example from Figure 10.1 traverses all elemetieset
(from the first example) and updates tha&l field of each object to refer to the same
object ag . Figure 10.3(a) shows the state of the abstract heap afteatihg a second
object of typet2 and initializing the iterator. We have set the iteratoto point to the
set object, created a new edge to represent the single entrietta¢ar refers to (the edge
with labelat) and a new edge to represent the entries that come later itethgon order
(the edge with the labeli). Since we just initialized the iterator we know it refersthe
first element in the collection and thus mark it as being atotbginning-B in the node
label. When initializing the iterator the unknown edgjes np which means that the newly
created edges( andai) can not beconnected Thus, the refinement method can split the
node that represents tiie objects into two nodes (one representing the heap reachable
from theat edge and one representing the heap reachable froai duge). Additionally,
the at edge hasnaxCutof size 1 and points to &)ingletonnode, thus the refinement

algorithm can safely assume that the targetlimesrity 1 as well.

This allows the node to be strongly updated when the assignisidone. The result is
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shown in Figure 10.3(b). When the iterator is advanced wéheseturrentat edge to have
the labelbi and split a new out edge from the currantedge. The result of this is shown
in Figure 10.3(c), which is the state of the abstract heapea¢hd of the first abstract loop

iteration.

The state of the heap model at the end of the second iterai@mawn in Fig-
ure 10.3(d). The assignment was able to strongly updateatigettof theval field of
the object referred to by the iterator. The iterator advdrasindexed the current iterator
position, splitting out a newat edge and resulting in two edges with the labielThus, we
need to combine their targets into a summary node and joiadges. This results in the

abstract heap shown in Figure 10.3(e).

In Figure 10.3(e) we have some unknown number of pointebdiie current iterator
which all point to unique objects of tygg (the edge isip) and each of these objects has a
reference stored in thewal field, which (may) point to the same object as the variable
Then we have the single element currently referred to bytdrator and some number of
pointers that come after the iterator, which refer to theotgj that have not been updated.
The state shown in Figure 10.3(e) is also the repeated dt#te abstract loop execution

so we are done processing the loop body.

If we apply the exit test conditionsValid , which erases the edges with labats
andai, to the state shown in Figure 10.3(e), we get the result shaovigure 10.3(f).
Note that there are no longer any references from the objett® set to the region of
the heap pointed to by: each element in the set was strongly updated and by modeling
the progress of the iterator we determined that the contenifse collection have been

strongly updated.
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10.5 Extensible Modeling of Library Code

In order to efficiently and precisely analyze the rich andeegive standard libraries that
appear in Java and other modern programming languages wetavanild a high level
facility for describing the semantics of a given builtin nubel that enables us to easily
add new modules and minimizes the number of semantic opegatie need to hard code
into the analysis. Thus we extended the Java language wéhad special builtin annota-
tions to support specifying which methods belong to a budtass and how each of these

methods should be processed.

The annotations appear after the standard Java methodisigmgfinition. We first
have a specifier that allows us to determine if we want to jgi@wi direct implementation
of the method in Java that the analysis will process direatlf we want to specify a
particular hard coded semantic operatiserfiop in the analysis that should be used to
determine the effect of the method on the abstract state. allows us to support precise
and efficient operations for commonly used and semanticalynced operations without
requiring us to implement the semantics of every libraryrapen directly in the analysis

(which is a time consuming and error prone task).

Many of the collection libraries that we are interested indelng implicitly make
use to other fundamental operations (in particelgnal , compareTo , hash) that for
most invocations use the default values from their defingion theObject class but
sometimes use overridden definitions of these operatiohsis,Twe need to ensure that
this is handled by our builtin semantic definitions. One @pis to support calls from the
builtin semantics back out to the analysis semantics (amwd programming languages
allowing calls both from interpreted code to compiled codd eompiled to interpreted).
This however can be difficult to implement and has many oppaties for introducing
errors into the analysis. Instead we add another speaifieriideop field that allows us

to use a builtin semantic operation when the default valfi@sgiven operation are used
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(i.e. when the receiver argument has the default semamtiahé equal operation we
use the builtin semantics for tikentains  method) and then to directly analyze a simple
Java implementation of the method if the default semanfittssooperation are overridden
(i.e. if the object overrides thequal operation to analyze a simple loop that implements

the semantics of theontains  method).

Our extended Java grammar then supports the additionatatiors as follows on each
method definition (whersemopoverrideopare optional and if aemops given therbody
is optional as well:

javadecl@semopX overrideop .. .overrideog body
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Read/Write Dependencies

The concept of data dependence between program statemaritsidamental tool for the
reordering of program statements and the determinatianvafiant values in basic blocks,
loops, or methods. Knowledge of data dependence allowsittauction of instruction-
level parallelism and thread-level parallelism (both inge and method invocations). In
past work effective techniques for computing data depeceléetween scalar variables
have been developed. However, the extension of this workatking memory-carried
data dependence has been much less successful, in largiupad the lack of suitable

heap analysis techniques to support them.

Previous work focused broadly on two approaches for idgntif heap-carried data
dependence, shape analysis as a proxy for data dependén2,[28] wherein the iden-
tification of various acyclic structures is used to infer @ihexpressions cannot access
the same portion of the heap, and the explicit tracking of iffextilocations [14, 34, 35]
which model the set of locations that may be read/writtenaghgrogram point. This
early work introduced several fundamental concepts ireala explicitly modeling heap-
carried data dependence. However experimental work witbetfapproaches was limited

to small numbers of micro-benchmarks. Thus, they do notesddseveral important tech-
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nical problems that arise when attempting to analyze th@-baaied data dependence

problem for non-trivial programs.

Our analysis technigue uses an explicit store model for gaplobjects which allows
us to easily track the identity of objects between prograstestents. This differs from
some recent work on shape analysis, which uses logical medt implicit store repre-
sentations [25, 59] that cannot be efficiently extendeddokithe properties of arbitrary
heap locations. It also differs from approaches based oaragpn logic which restrict
the program to regular recursive structures and limitedisfaf objects on the heap in
order to ensure termination [3, 4, 26]. These features pdedhe use of these approaches
on many realistic application programs including &#me3d andbh benchmarks, which we

analyze as detailed case studies here.

11.1 Running Examples

The running example create®ata objects, each of which has a single integer fieddl
and puts them in air object. If the conditional holds thist  element of the pair
is modified and then the swap method is called to interchamgérst andsecond
elements of the pair. This example is simple but relevantesin order to determine
that the asserted property always holds the analysis nedmsdble to track how pointer
stores affect reachability relations in the heap, to idgnthere each heap location may

be written, and do so across method invocations.

11.2 Data Dependence Extensions

To track the read/write histories of objects on the heap vienekthe model presented in

Chapter 3 with information to track the identity of the olifexepresented by a given node,
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ml void main() {

m2 Pair p = new Pair(new Data(5), new Data(10));
m3 if( *)

m4 p.first.val = O;

m5 swap(p);

m6 assert(p.first.val !'= 0);
m7 }

sl void swap(Pair p) {

s2 Data temp = p.first;
s3 p.first = p.second;

s4 p.second = temp;

s5 }

Figure 11.1: Conditional Modify and Swap

and for each field in the object we track thest recenprogram location (statement or

control flow structure) where a read/write of that fiebdyhave occurred.

In order to ensure that the initial shape analysis when antgdewith the read/write
domain remains efficient it is critical to minimize the ambahadditional information that
is added to the heap model. The key observation is that fot opdisnization applications
the shape analysis only needs to provide precise informabout thenost recenprogram
location at which each fielchay have been read or written. Thus, the analysis does not
need to track every possible program location where a fielg Ima&e been read/written,
and this significantly reduces the computational requirgsieFor the remainder of this
chapter we assume that each statement and each controlrilmtuse in the MIL program

(Chapter 2) we are analyzing has a program locatiassociated with it.
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11.2.1 Extended Domain

Read-Write Locations. Each node may represent a number of objects of differenstype
(11...Tm) and each type may have many fielclléI (.. 7). For each of these fields we keep
two program locations/j, the last time the fieldhayhave been read() and the last time

the fieldmayhave been writtenv(,).

Node Identity. In order to efficiently analyze method invocations we meradize input
and return abstract states and reuse them as possible eintofgrevent spurious inequal-
ities between the read/write program locations (that redethe locations in the caller
scope) in the memoized models we replace them with a gemewified outsidealue. To
allow us to match the identities of the objects in the inpatestvith their position in the
output state we add a unique identity tag (a valuR)rio each node that is passed into a

method call.

In our extended domain each node in the heap is now represasta tupldtype

linearity , layout , scalar-fields , identity] . The entriegype , layout
and count are as described in Section 3. Thealar-fields entry is a list of
field-readloc-writeloc entries, one for each scalar field, wheeadloc and

writeloc  are either a program locatidior the special entry nfodified outside The
identity entry is asetof identity tags or is omitted entirely if the node does noténa

an identity tag associated with it (or for clarity if it is naglevant to the example).

To track the read/write information for the pointer fields ex¢end each edge label to
[offset , linearity , interfere |, readloc-writeloc] wherereadloc and
writeloc  are defined the same as for the scalar fields in the nodes. Aogaiclarity,

we omitreadloc-writeloc information if it is irrelevant to the example.

Figure 11.2 shows the (simplified) model that is computeti@sdsult of executing the
pair constructor in the first example program. The pair iskedms having read and writ-

ten the two pointer fields at initialization (tlme2-m2 entries on thdirst  andsecond
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[first, m2-m2] [second, m2-m2]

[Data, vaI-m2—m2] [Data, val-m2—m2]

Figure 11.2: Simplified Model dPair with use-mod

edges) and the identity tag is omitted (since this objectallasated in the current scope).
The twoData objects which had theival fields initialized at program locatiom2 have

the entrym2-m2in their scalar-fieldsread/write entry.

11.2.2 Local Data Dependence

Now that we have extended the model with the required instniation properties we
can define a set of dataflow operations to model the effectsagram operations on
the read/write information. The changes for load and stperations are simple, only
requiring an update of the last read/write value for thedtaipject to the current program

location. Thus we omit a detailed description of these djmra.

Abstract Conditional Semantics. To avoid tracking multiple models that differ only
from minor differences in theeadloc-writeloclocations we replace all theeadloc-
writeloc entries that refer to program locations in tinee or false branches of the con-
ditional with the program location of the conditional befadhe union operation. Thus
any differences that are solely due readloc-writelocentries are removed and expo-
nential growth is avoided. Givero = {6y,...,6¢} and ablock which contains state-
ments/control structures at program locatighs= {v1,...,Vv;}, we define the operator

&(0,block 1) = {6. |’;| ‘ 6 e 0}, which performs the required replacements in the heap
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graph models. With this definition the improved semanticsttie conditional operation

(at program locatior) are:

Z[if (b) block else block]o =
& (-7 [block] (Orue), block, k) U & (.7 [blocks || (Otaise) , blocks, k)

Disjunctive Domain. To speed up program analysis we employaatially disjunctive
domain7 which we use to discard elements in the abstract st&dab ét contain redundant
read/write information. This is done by defining an order lom program locations based
on their control-flow order. In general this order is not kg¢ag. statement locations in the
trueandfalsebranches of aif statement). However, our replacement of locations inside
nested control-flow structures with the program locatiothefstructure that contains them
ensures that we can always compare the program locatiohsyppaar in theeadloc-

writeloc entries.

Analyze Conditional Example. Figure 11.3(a) is the abstract heap that approximates
the state of the program after theie branch ([block](diue)), Where the first ele-
ment of the pair had theal field written. In the node that represents thata ob-

ject that was written we updated theiteloc entry to program locatiom4 (where the
write occurred, marked in red if color is available). Figdre3(b) shows the result of

& (-7 [block](owue), block, m3), where we replaced theeadloc-writeloclocations that
appear in thérue branch with the program location of tife statement (program location

m3 shown in blue).

Figure 11.3(c) shows the abstract heap fromfghsebranch where no write occurred
(-[[blocks ] (oraise)). The most recentnodlocation is unchanged (program location?,
where the object was initialized) &(.& [block; | (Otaise), blocks ,m3) since program loca-

tion m2is not nested in the conditional.
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[first, m2-m2]

Data, val-m2-m4

(a) True Branch (b) True, After Mod Location Update

[second, m2-m2] [first, m2-m2] [second, m2-m2]

[Data, vaI-m2-m2] [Data, vaI—m2-m3] [Data, vaI-m2-m2]

[first, m2-m2] [second, m2-m2] [first, m2-m2] [second, m2-m2]

Data, val-m2-m2 Data, val-m2-m2

Data, vaI—m2—m2] [Data, vaI—m2—m3]

(c) False, After Mod Location Update (d) Discard Subsumed False Branch

Figure 11.3: Updating Read/Write Locations At Control Fladein

Given our order relation on these-modsites we can simplify the models resulting
from thetrue andfalsebranches into a single model shown in Figure 11.3(d). liveeli
themay use-modhformation from thetrue branch indicates that the memory location at
p.first.val mayhave been written at location3 (theif statement) or at some pre-
vious point in the program, while the result of ttedsebranch indicates that the memory
location atp.first.val may have been written at location2 Since the possibility
that the object may be written at or before program locati@ms implied by the statement
that the objectnaybe written at or before program location3we can safely discard the

model from thefalsebranch.

Abstract Loop Semantics. The semantics of a looping statemevttile at program
locationk can be expressed in terms of accumulating all possible @tiés To do this
we define the state of the heap at the loop test foitfHiration of the loop as:

o ifi=0

Z[blocK (-7 [b]irue(0i—1)) otherwise

O'i:
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Then we can define the semantics of the loop analysis as tbe ohall the possible
exits from the loop with the read/write program locationattbccur within the loop body

replaced by the program location of the loag.(Formally:

#[while(b) bloclo = U { &(.[b] raise(0i), block k) | i € N}

11.2.3 Read Write Locations in Interprocedural Analysis

In order to efficiently handle large programs we memoize #wilts of analyzing each
method. At method call sites, if we were to naively compakee tilemoized heap mod-
els with the current call state the method speaidadloc-writelocentries we embed in
the model would create many spurious inequalities. As amel@ consider theswap
function from our running example. Thavap method could be called from multiple
locations in a program and at each of these call site®P#ie object may have a differ-
entreadloc-writelocentries for thdirst ~ andsecond fields. If comparisonis donein a
naive manner these differences will result in spurious natstmes with memoized analysis

values, forcing the method to be re-analyzed for each call.

To avoid this problem we anonymize theadloc-writeloclocations before attempting
to find a match in the memo table. However, when doing this wmaration we need to
ensure that we can figure out which locations in the resulh hesyhave been read/written
in the call and whichmustnot have been read/written (and thus have the saadioc-

writeloc entry as before the call).

Call Example. The anonymization and remapping operations are concéptiaiple
but without some intuition into how they function the definits are difficult to follow.
Thus, we first examine how trewap call is handled in the pair example. Figure 11.4
shows the steps that are taken to analyze the call at prog@tiidnm5assuming that the

memo table contains Subfigures 11.4(a) and 11.4(b) as a medasult.
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Figures 11.4(a) and 11.4(b) show that during the analysth@fwap method the
analysis has determined tfiest andsecond fields have been read and written (the
readlocandwritelocentries refer to program locations within ttwap methods2, s3and
s4) but that theval fields are neither read nor written. Theadlocandwriteloc entries
are themodified-outsidealue 0. Further, based on the identity tag sets we know fieat t
object which was stored in tfest  field at the method entry (Figure 11.4(a)) and was
given the identity tag 2 is stored in tisecond field at the method exit (Figure 11.4(b)).
A similar situation holds for the object stored in teecond field at the method entry,

which was assigned the identity tag 3.

Figure 11.4(c) shows the state of the heap model at the ¢al(lsicationmb) after
we have added fresh tags (7, 8, and 9) to uniquely identifyntites. After anonymizing
the locations of theeadloc-writelocentries to thenodified-outsidealue (0) we have the
model shown in Figure 11.4(d), which is isomorphic (up tonitily tags) to the model in

our memo table, Figure 11.4(a).

During the anonymization we construct a map from the idgtaiys we added and the
field identifiers to theeadloc-writelocentries in the caller scope that we are anonymiz-
ing. This gives us the madodM = {(7,first ) — (m2,m2), (7,second ) — (m2,m2),
(8,val ) — (m2,m3), (9,val ) — (m2,m2)}. Using the isomorphism frongi, — Oca
we have amapl = {1—7,2— 8,3 — 9}.

Using these maps we transfer the read/write informatiomftbe call input to the
memoized output, replacing amgadloc-writelocentries that refer to program locations
in the callee bodygwap) with the program location of the call site (program locatio
mb5) and replacing any occurrences of thedified outsidealue with the appropriate en-
try from modM In Figure 11.4(b) the node with identify tag 2 has thedified outside
value for thereadlodwriteloc of theval field (val-0-0 ). To place the corregeadloc-
writeloc values into this node we look up the node that it maps to in #llercscope (via

thell map), which gives us the identity tag 8. Then we look up theecatopereadloc-
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[first, 0-0] [second, 0-0] [first, s2-s3] [second, s3-s4]

[Data,vaI»O—O,{Z}] [Data,vaI»O—O,{3}] [Data,vaI»O—O,B}] [Data,vaI»O—O,{Z}]

(@) Memo In (b) Memo Out

[first, m2-m2] [second, m2-m2] [first, 0-0] [second, 0-0] [second, m5-m5]

[first, m5-m5]

Data, val-m2-m3, {8} Data, val-m2-m2, {9} Data, val-m2-m2, {9} Data, val-m2-m3, {8}

(c) CallIn (d) Anonymized (e) Call Out

[ Data, val-0-0, {8} ] [ Data, val-0-0, {9} ]

Figure 11.4: Mapping Through Memoization

writeloc information in themodMmap, which gives us the read/write information for the
field, m2-m3.

This remapping gives us the resultin Figure 11.4(e), whidws that the object stored
in thesecond field of thePair object may have been written at program locatio®
but that the object stored in tHast  field has not been modified since initialization
at program locatioom2 Thus, we can determine that the read frprfirst.val is

non-zero and the assertion will always succeed.

Dataflow Operations. For a method invocation at call sifgy we give each node in the
call stategqy a unique tage € N, set the read/write location to timeodified outsidealue
and build a mapModM: N x field— (4;, by).

We then compare the anonymized versiorogfy with the entries in the memo table
ignoring the read/write information. If a matclmin, oyt) is found then there is a graph
isomorphism® : g, — Ocq. This isomorphism and the fact that the set of location tags
in gin andogyt are the same implicitly defines a map; { k | k a location tag € goyt} —

{k’| k" alocation tag € g¢4}. Using this map we can then compute the result of the call
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by replacing anyeadloc-writelocvalues () for the fields in each nodewith:

(0 = { Lcall, if £} is alocation in the callee method

max({n'./x | kK € nidentityAn’ € oca AT(K) € n'.identity}), otherwise

11.3 Case Studies with Data Dependence:

Em3d. The first application of the read/write dependence infaiomawe look at is per-
forming thread-level parallelization of theen3d benchmark. In Figure 11.6 we show the
code for updating thealue field of a singleENode object. By applying our read/write
analysis we obtain the model in Figure 11.5 at the end of thihodebody. We see that
some object from the list of magnetic field nodes has had/#hee field both read and
written in the loopreadloc= c2 andwriteloc = c2 (marked in red if color is available),
while there have been reads from theeffs andfromN pointer fields,readloc= c2
(marked in green)writeloc = 0. The pointers in th&fomN array have also been read in
order to access thealue fields in theENode objects in the opposite field, which have

been read but not writtemgadloc= c2, writeloc = 0).

Using this information, the fact that each reference in thieeld list LinkList ) of
ENode objects refers to a unique object (the edgapsthe omitted default interference
value) and the linear loop iteration, allows us to deternihre each magnetiENode
object is written on a single iteration of the main updateploprogram locatiore2, in
Figure 11.7, which callcomputeNewValue . Given this information it is valid to
thread parallelize this loop (and to vectorize the loopamputeNewValue ). Doing so

results in a speedup of 3.21 on our quad-core test machine.

BH. Figure 11.8 shows the model that the analysis computebddre¢ap-based read/write

information in thehackGravity = method of theBarnes-Hutbenchmark. For clarity we
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2, wl /®

ENode, w, value-c2-c2 ]

[hNodes] [coeffs, w, c2-0]

( floatl], w, ?-c2-0 |

[fromN, w, c2-0]
ENode[], w

[?, w, ap, c2-0]

[?, w, ap]

[fromN, w]

[coeffs, w]

[eNodes]

ENode, w, value-c2-0 ]

[?, w]

Figure 11.5.Em3d With Read/Write Info

cl static void computeNewValue(ENode n) {

c2 for(int i = O; i < n.fromCount; i++)
c3 n.value -= n.coeffs[i] * n.fromN[i].value;
c4 }

Figure 11.6:Compute (Fromema3d)

have simplified the heap structure in areas that are notaeléw this example.

The bh program performs &ast-multipolealgorithm on the gravitational interaction
between a set of bodies (tB®dy objects) and uses a space decomposition tr&eedf
objects each of which has\éector containing a subtree or a reference to Bady
objects. The program also keeps two vectors for accessmdpdddies,bodyTab and
bodyTabRev . Figure 11.8 shows the state of the heap model after the lodp @~ig-

ure 11.9) that contains the majority of the computatiohtin This loop takes eacBody
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el for(int i = 0; i < this.hNodes.size(); ++i)
e2 computeNewValue((ENode) this.hNodes.get(i));

Figure 11.7: MairEm3d Compute Loop

[bodyTabRev]
[bodyTab]

[{2, subp}, h2-0] V
q{?‘*'

| Vector}, w, C, mass- —O

[pos, w, h2-0] 7, w, ap,

Body w, mass- -O] [pos, w, h2-0]
double[], w, ?- —0]

[double[] w, ?- —0 \>[
[newAcc, w, h2-
[vel, w, h2-0]
double[] w, ?-0- h2 [acc, w, h2-0]
double[], w, ?-h2-0

[double[], w, ?-h2- ]

Figure 11.8:BH With Read/Write Info

object and walks the space decomposition treer@bé field) to determine a new accel-

eration value for th&ody object (stored in theewAcc field).

Our analysis is not able to precisely resolve the constinaif the space decomposi-
tion tree and conservatively assumes it may be a cyclictsirei¢shown by the&C in the
node representing théell objects). However, the analysis is able to determine theat th
Cell objects and th&ody objects represent distinct regions in the program. Thisepie
of information combined with the observation that the spdeeomposition tree is only

read in the loop body (all theeadlocentries set td2, marked in green, and therite-
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hl Iterator b = this.bodyTabReuv.iterator();
h2  while(b.hasNext())
h3 ((Body) b.next()).hackGravity(rsize, root);

Figure 11.9: Main Update, Gravity Computation

loc entries set to 0), that the only part of the heap which is medliis never read (the
double[] stored in thenewAcc field, writeloc = h2, set to red), and that the collection
being indexed over (th¥ector referred to by thébodyTabRev field) does not have
multiple references to the same object (thedge isnp, the omitted default interference
value), is sufficient to ensure that there are no heap-cadependence in this loop. Thus,
we can safely thread-parallelize the loop body, achievifagtor of 2.98 speedup on our

test machine.
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Related Work

In this chapter we look at the most relevant previous workhenhteap analysis problems
that we are interested in. In particular we focus on the warlsloape analysis and only
briefly cover analysis techniques that are limited to conmgupoints-to information. A

comprehensive survey of the early work on pointer analyaishe found in [30]. We be-

gin by briefly reviewing some of the work goints-toanalysis as it is the most commonly
used heap analysis technique despite the lack of precisitheiresults. We then examine
the related work on more powerful shape analysis techniqdeall of the shape analysis
approaches are fundamentally attempting to capture the satrof properties we catego-
rize them based on how the properties of interest are repekeusing a logical language

with reachability predicates, model based approacheg gsaphs, or separation logic.

12.1 Points-to

Early work on analyzing the program heap focused on identifpoints-tosets (set of
variables that may point to the same location in memory). Most prominent of these

papers are from Anderson [2] and Steensgaard [63]. Thesagaflize either equiva-
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lence or subset relations on the sets of program variablesrgpute a global points-to

relation for the entire program.

While these methods are very efficient and produce acceptablilts for some appli-
cations, the fact that they compute a single points-toiceidor the entire program results
in a very conservative approximation of the heap state. Seor& has been done on
computing similar points-to sets in a flow-sensitive mar{3if but experimental results
indicate that the crude base domain makes the improvenremtsthe more precise data
flow minimal. In particular an experimental comparison af tesults from Steensgaard’s
analysis and the results of flow-sensitive analysis dematest that there is little improve-
ment in accuracy in points-to set metrics and no improvernmethie results of the analysis

clients (mod/ref, reaching definitions, and interprocetdluonstant propagation) [31].

The accuracy issues with these approaches arise from tte@e a he first is obviously
the use of a single program-wide points-to set, which foecegery conservative approx-
imation. However, even when points-to sets are computed statament by statement
basis, the results are still quite conservative. This isanfrse due to the imprecision in
what the domain can represent (only points-to relationwéen variables) but also due
to the inability of the domain to precisely simulate the effeof the program statements.
For instance, in a linked list manipulation, statementshef formx = y.next often
appear. If we understand that the heap objectythrafers to is dist then it is clear thax
andy cannot point to the same object after the assignment. Hawténesimple points-to
set representation cannot express this connectivity nmdtion and so the analysis must
conservatively assume (since there is no way to distinduesiveen a list and a cycle) that

x andy may alias after the statement.
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12.2 Logic Formula Based Approaches

12.2.1 Shape Predicate Analysis

A simple technique for using reachability predicates to eldde shape and structure of
the heap is presented in [20]. This work looked at using fatence and connectivity
via binary predicates over the set of variables in the pmogi@ model theshapeof the
portion of a heap reachable from each variable by using ustaape predicates. Given a
variablev the unary shape predicat@sde(v) DAG(v) andCycle(v) enabled the analysis
to model how the program could traverse the sections of tlag heachable from each
program variable. Binary relations on pairs of variablesked the possibility that there
was a path from the target of one variable to the target of theravariable (reachability),
and if there was an object on the heap such that there was drpatiboth variables to

this object (interference).

While this approach provides useful information for progsathat build simple recur-
sive structures, the connectivity predicates and shageepties are not sufficient to handle
programs where regions would be temporarily transforméal imore complex shapes (a
DAG or cycle) before being returned to their original sim@éape. In particular when
analyzing a program that performs a child swap in a binam, tifee tree is turned into a
DAG during the intermediate steps before being restoreldddree shape. This approach
is unable to capture this temporary transformation andaashetermine that the tree prop-
erty is restored. The problem arises since the heap modealdiasmined that there is a
DAG-like structure but cannot determine what objects awelired in this DAG shape,

thus the analysis cannot be certain that the DAG was brokentak swap.

The other major problem that arises with this approach isttiteshapes are defined
over very coarse sections of the heap (the portion of the heaghable from a given

variable). Thus, if a singleton design pattern is used, ttadyais will determine that some
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structure may have a DAG layout while a more sophisticatedlyars could determine that
there is a tree where the leaves may be shared singletort@bjé® shape analysis in this
thesis avoids these problems by giving each node in the hra@ih @ shape, which allows

the analysis to model a tree of shared leaf objects precisely

12.2.2 Path-Based Approaches

A variation of the shape-based approach is to track the aiitg properties of access
paths in the heap instead of just tracking the connectiviityhe variables. Tracking the
connectivity of entire access paths avoids the need to thec&hape of the heap reachable
from each variable since the required connectivity infarorais explicitly tracked in the

model.

A paper by Deutsch [18] introduced the idea of representatggpas regular expres-
sions over the field identifiers in the program. As with Ghsyapproach, this work uses a
binary relation to track the connectivity and interferenekations between objects reach-
able from variables. However, instead of just tracking égé paths exist, Deutsch’s ap-
proach also tracks the paths (via regular expressions bedidlds in the program) that
are taken from the source variables to the shared objects eibbles the analysis to track
at what point in the heap the connections occur. However,@ikiya’s approach it cannot
accurately model situations where the heap is temporaahstormed into @agor cycle

and then back into kst or tree

In more recent work [25] Gulwani built on the ideas in [18]. darticular he utilized
a much more powerful domain for modeling the access pathsiptogram. This allows
the analysis to avoid many of the accuracy problems encoethtey Deutsch. However,
the approach still requires the modeling of several binafgtions over the set of access
paths in the heap (which can be a very large number) and aasuiiadthumber of tuples

in the relation may need to be updated for each program aperdthus, there are serious
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guestions about the performance of these approaches @pdaiminary results reported
in the literature indicate that these techniques do indeme Isubstantial performance

problems).

12.2.3 TVLA (Three-Valued Logic Analysis)

The Three-Valued Logic Analysis system (TVLA) [59, 60, 66]dased on a parametric
framework for evaluating predicates in three-valued Idgiath values may b&ue, false
andunknown. This work provides an extensible parametric frameworkafdding addi-
tional predicates to the standard set of reachability pegds used in other work. This
provides a much richer language for describing the heapddiitian to the construction
of a parametric framework that can be extended via the intton of new predicates
as needed, the TVLA analysis system also introduced a nuofbeovel and powerful
concepts for analyzing the heap. The most important coa@ptmaterialization and the
focus operator, both of which we have translated in Chag@easd 6 into versions that
are suitable for use in a graph-based model. These two idedsecthe shape analysis to
transform summarized regions of the heap into a more expéipresentation that can be
modeled more accurately. This transformation enablesrthlysis to successfully model
events like the tree child swap since the analysis can esttatspecific portion of the tree
that temporarily violates the tree property and can thustifiethe later operation that

restores the tree property.

The TVLA model uses sets of unary and binary instrumentgtrealicates over pro-
gram variables (and primed variables, which are introdweedeeded to name specific
locations in the heap) to track the interference and realityadf each variable pair. How-
ever, unlike previous analysis approaches, the TVLA amalysdates the set of locations
that it tracks (the primed variables) to ensure that theetargf reads and writes can be

explicitly identified and tracked. Thus, in the child swameple the TVLA analysis
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generates a unique name for the node that is having its ehilshvapped. By explicitly
giving a name to this location the relation between it andhitdren can be explicitly and
precisely tracked though all of the steps of the swap operafihis allows the analysis to
identify that this object and one of its children temposadieate éDAG that is returned

to a tree structure later in the swap operation. That isesihe locations of the objects
involved in theDAG are explicitly identified and known to be unique, the TVLA bsis
can safely infer that after the final write, tiwee shape was restored since the analysis
knows that the write must break tlEAG and that this was the onl9AG structure in the

given section of the heap.

While this work introduced and explored a number of fundat@leéasues in modeling
the program heap, the way that these properties was repedsand the implementation
of the analysis have severely limited the applicabilityloé tesults. From the standpoint
of expressive power the particular set of predicates ustii VLA work has limited the
analysis to programs that only manipulate homogeneoussigelstructures such as lists
or trees. Thus, all of the programs discussed in the cas@éstadction are beyond the
capabilities of the TVLA analysis as presented in the phielisresults. Further, the para-
metric construction of the analysis system provides sigguifi flexibility to this analysis
system, however this flexibility when coupled with the riglatl approach (the extensive
use of binary relations) results in a computationally exgpenanalysis. Thus, the exper-
imental results are limited to small benchmarks on the oadex few hundred lines of
code and even then the analysis times are in the 10s—100safdse making the analysis

impractical for use in an optimizing compiler.

Significant Extensions. The TVLA research has also investigated important aspécts o
heap analysis techniques when dealing with function caliiscntainer objects. We have
again built on and adapted these concepts to work with oy-baaed analysis, see Chap-
ters 9 and 10.
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The most prominent of the papers on interprocedural arsafgsus on the concept of
using cutpoints [55, 56], which split the heap into the portthat can be affected by the
local call and the portion that cannot be modified, to perforane efficient interprocedural
analysis. The concept of partitioning the abstract modal aproject operation, into a
component that is visible in the callee method and a comgdhenis out of the scope of
the callee method is commonly used in abstract interpogtésed approaches to improve
the efficiency of the program analysis [5,6,46,47,51]. Thiétg to discard the irrelevant
portions of the heap makes the use of memoization of anakysidts significantly more
effective and reduces the size of the model that the locdl/sisanust deal with. These
two features are of substantial importance to ensuringliegbeap analysis is scalable. In
particular, without the use of the improvements to the meatan results interprocedural

heap analysis is intractable on even moderate-sized pnsgra

In [22] the idea of refining a summary representation into aenegplicit representation
was used to model scalar arrays. In this work the array igtioawed into multiple sections
based on the integer indexing that the program is using veitsa the array. Each of these
sections can then be modeled independently of the othets, Tie analysis is capable of
understanding programs that iteratively process arraysest can maintain information
separately for each segment of the array that is being ppeddgshe portion that has been
processed, the single element that is being modified, andetigon that remains to be

processed).

12.3 Model-Based Approaches with Graphs

A natural way to model how objects in the heap are connectiedise a graph. This has a
natural relation to the structure of the concrete heap, wisioften thought of as a graph.
In particular this model allows the analysis to handle situes like the analysis of the

= y.next statement. In this case the graph based analysis (hopeiuillybe able to
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determine that the node representing the objectfers to and the node representing the
object referred to by.next are different and thus the analysis can concludexretd

y do not alias after the statement.

Although, intuitively, using a graph-based model seenesdik ideal base for analyzing
the heap, in practice there are a number of issues that pgeslvearly work on using this
model from being effective. The two most prominent papersising a graph structure
to model the heap are [9, 38], which we use as the basis for agehin Chapter 2.
These papers outline the basic concepts of how a graph-tessgal model works and
provide examples of the issues that prevent their apptindti practice (issues that we have
addressed in this thesis). Despite the introduction of sasd@ional instrumentation to the
graphs these papers, surprisingly, do not make the coondmttween these properties and
the ability to parametrically extend the model with addiablabel properties as needed to

address the problems (as we do in Chapter 3).

The most obvious problem is how these systems deal withse®wlata structures and
deciding which objects should be represented by each ndtte igraph. In particular [9]
explained the difficulty in determining if a given node witkelf edge(s) represents a list, a
tree, or some cyclic structure. Although they presentedfatigue to differentiate between
cyclic and acyclic structures, it was inadequate to dedl wibre general problems, such
as differentiating lists from trees. This issue is resolbgdthe introduction ofshape

properties in Section 3.2, which allow us to precisely resalll of these structures.

The difficulty in determining which objects should be grodpgegether is discussed
in some detail in [9]. The first approach presented in the paglees on using the al-
location site to decide which node abstracts a newly alemtabject. This results in all
of the objects allocated at a given static site being reptegeby the same node even if
dynamically they are in distinct data structures. For exanifpall ListNode objects
are allocated from a single constructor method then al hgtl be represented by the

same node (even though there may be many distinct lists ngbé program). Other ap-
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proaches outlined in the paper create a new node for eaadaada and then at join points
use some heuristics to determineagtimalgrouping of the nodes based on connectivity.
The approach in this thesis, Chapter 6, presents a much meces@ characterization of
which nodes represeldgically relatedsections of the heap, allowing the analysis to both
identify and group similar objects together, while keeptimg representations of unrelated

data structures distinct in the model.

Even when the analysis in [9] was able to successfully ifieatrecursive data struc-
ture it was then unable to precisely model how this structvas updated during the exe-
cution of the program. In particular, if we remove an elenfem a list, the single-node
representation of the list does not contain any informagibbout the relative orders of the
head of the list, the variable traversing the list, and tleeneint to be removed. Thus, the
destructive assignment removing the list element must hearwatively assumed to create
a cycle. This particular problem was addressed in later &9160] using logical formula

based models and we adapted these solutions to the graphrbadel in Section 8.2.

While this early work on using graphs to model the heap hadynsues that pre-
vented its use in practice, it serves as an excellent badisitd on. In particular the
research provides an excellent evaluation of the appraattding analysis of the issues

we described above, which greatly assisted in the congiruof the model in this thesis.

12.4 Separation Logic

Separation logic was introduced by Reynolds, Ishtiaq, aite@rn [36,54] as a variation
on the logic of bunched implications [50]. The major advaetthat separation logic has
over using first order logic or simple predicates to modelgtagram heap is the notion
of the separating conjunctior)( This conjunction enables the logic to compositionally

reason about the heap using frame rules which are drivenebgeparating conjunction.
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The x operator is used to denote that two regions of the heap aj@rdiand thus the
modifications to one of these regions cannot affect the offfes allows the logic to avoid
the frame problemthus significantly reducing the amount of work needed inusating

the effects of program statements on the heap model.

Recent work on using separation logic for analyzing the Hesplooked at limited
fragments of the full logic (to keep the analysis tractabiegusing on developing induc-
tive predicates that can be used to model recursive steg{Br24,26,68] and how these
regions are assembled into composite structures [3, 68jeMer, this work assumes that
more complex sharing, such as an array that contains aligsimters, does not occur in
the program. Thus, these techniques are limited in the rahgeograms that can be an-
alyzed. Thus, again they cannot be used to analyze the nyapbthe programs that are

included in the case studies from Chapter 5.

Thus, this work has a number of interesting applicationsrevlige restrictions placed
on sharing and the types of data structures that are usedaptable, in particular [3,68]
have focused on device driver verification. However, thgpes of restrictions are not ac-
ceptable when attempting to support a general purpose tatiopisystem and attempting
to use the full logic is too computationally expensive to &éasible. Thus, we see the work
on separation logic and the analysis presented in this @Espesmplementary branches of
work (both in optimization and verification applicationshere the analysis in this thesis
can be used as a forward pass to identify the major theme® girttgrams behavior, fol-
lowed by an on-demand separation logic based approach t@waphe precision where
needed.
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Conclusion and Future Work

This thesis introduced a heap analysis technique that igrtkebto provide information on
a range of properties (connectivity, aliasing, collecteanptiness, data dependence, etc.)

that are useful for program optimization and to do so in amieffit manner.

In order to accomplish this we began by introducing a paramgtaph-based abstract
heap model. Based on our experimentation with this modelta@dxamination of the
program properties we want to capture, we identified a nuraberoperties, described
in Chapter 3, that we used to augment the model. In Chapter 8haewed how these
properties can be used to ensure that the effects of thegmogperations on the state
of the heap are simulated efficiently and precisely. FinatlyChapter 6 we presented a
normal form that allows us to identify recursive heap suues and to identify relations

between the various data structures on the heap.

With these techniques providing a base framework for the laeelysis, we looked
at how to efficiently perform interprocedural analysis ineatt-oriented programs (Chap-
ter 9). In Chapter 10 we presented a novel technique for aimgythe collection libraries
that are extensively used in modern Java programs. Thenapt€hll we showed how

to extend the analysis to enable the explicit computatidmeaip-carried data dependence
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information.

While each of these constructions is an interesting cauntioh on its own, the primary
motivation for the development of each of them was to produrcanalysis technique that
is capable of precisely and efficiently analyzing real-wakva programs. To evaluate the
suitability of the approach presented in this thesis foiexdhg this objective we devoted
a substantial amount of effort to producing a Java frontiafrdstructure and implement-
ing the analysis itself. The result is an analysis systerh¢ha handle the majority of
the Java 1.4 language and the most commonly used standeaddginjava.lang

java.util , andjava.io

In Chapter 5 we examined a number of case studies which deratsnthe precision
and utility of the information produced by the analysis f@timizing a number of pro-
grams. In this chapter we present an empirical evaluatidghetost of analyzing these
programs and look in more detail at using the informationvigled by the analysis to
thread-level parallelize the benchmark programs. We tlmclode with a look at the

planned future work.

13.1 Evaluation

Benchmarks. To evaluate the efficiency and precision of the analysis we ballected
a number of benchmarks that cover a broad range of heapwsaand algorithms to
ensure that the results reflect the utility of the analysia general purpose tool for op-
timizing Java programs. In particular we have selectedraéwé the programs from the
SPECjvm98 [62] suite, and the entire non-trivial JOldenduife.

Our selections from SPECjvm98 are the benchmeaksace, a raytracer, modified to
be single threadedpmpress, aLempel-Zitext compression program, adb, an in mem-

ory database. These benchmarks are realistic applicdtmmsa standard Java benchmark
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suite that build and use a number of interesting heap stegtNeitherdb nor raytrace

have been successfully analyzed by any existing shapesssédghniques.

The JOlden suite contains pointer-intensive kernels yddrirom the Olden bench-
marks [8]) that make use of recursive procedures, inheraand virtual methods. We
further modified the benchmarks taken from the JOlden soiiis¢ modern Java program-
ming idioms and addressed major concerns raised in thatliter [69] about some of their
deficiencies. The Olden benchmark suite was introduced &b E& a set of challenge
problems to assess the effectiveness of parallelizing ders@nd parallel architectures
on programs that make extensive use of dynamically alldca#ta structures. In the in-
tervening years a substantial number of papers have usethinanks from this suite to
evaluate various analysis and parallelization technigDespite the wide availability (and
use of these benchmarks for evaluating compiler optinona)ia number of the more in-
teresting programse(n3d, health, voronoi, andbh) have not been successfully analyzed

by any other existing shape analysis techniques.

Results. The analysis algorithm was written in C++ and compiled usf®vC 8.0. The
analysis as well as the parallelization benchmarks wer@rua 2.6 GHz Intel quad-core
machine (although the analysis is single-threaded) witlBbERAM (although memory
consumption never exceeded 160 MB). The benchmark codehantbol can be down-
loaded from [48].

The shape and sharing information from our analysis was tes&tentify loops and
recursive calls that read from/write to disjoint sectiohthe heap (as described for several
of the case studies in Chapter 5). This allowed us to paizdlehe benchmarks to use
multiple threads in loops and calls [21,29] to exploit therfoores of the test machine. The
Speedugolumnin Table 13.1 shows the results. Some of the benctefask, compress,
db) do not use any algorithms that can be parallelized usingsitigle techniques we

are using for parallelization; we mark these whiA. In all but one of the remaining
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benchmarks, we are able to achieve a significant performamm®vement (up to 3.26

on power).

For each of the benchmarks we provide a brief descriptiomwfesof the major struc-
tures/features that are in the program. We mention the naajar structures used (Trees,
Lists of Lists, Cycles, etc.) and if the program heavily niedi the data structures (w/
Mod). Some of the benchmarks have slightly more nuancedtsties —mnst andvoronoi
which build globally cyclic structures that have signifitéwcal structureph which has
a complex space-decomposition tree and relations wittBtidy objects, andaytrace
which builds a large multi-component structure which haslicystructures, tree struc-
tures, and substantial sharing throughout. We also notésihyanst, andvoronoi all begin
with tree structures and process them building up a finalicgttucture during the pro-
gram. Thus, these benchmarks exercise a wide range ofdsatuthe analysis based on
the types of structures built, modification of these strregusharing of the structures, use

of multi-component structures, and the use of arrays/ctities?!

To assess the accuracy of the analysis independently ofitityaf the information for
parallelization, we report, in th8hapecolumn of Table 13.1, the results of the analysis
techniqgue. We use three categories for the accuracy of thlgsas. Y(es) means the
analysis was able to provide shape and sharing informatioalf of the relevant heap
structures in the program. P(artial) means the analysisavisto determine the precise
shape and sharing for some of the data structures but tha soportant properties were
missed. N(0) means the analysis failed to precisely idetti# shape/sharing information

for a substantial portion of the heap data structures.

Our experiments demonstrate that the analysis methodmiessan this thesis can be
used to efficiently and precisely analyze common progrargridioms that build, share,

and modify non-trivial data structures. While accurate, tdchniques also scales to real

IAnalysis results for the input/output states for a numbekeyf methods in these benchmarks
can be obtained dittp://www.cs.unm.edu/ "marron/software/software.htm l.
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Benchmark| LOC | Description Time || Shape| Speedup
bisort 560 | Tree w/ Mod 0.26s Y 2.38
mst 668 | Cycle w/ Struct. 0.12s Y NA
tsp 910 | Tree to Cycle 0.15s Y 3.16
em3d 1103 | Bipartite Graph 0.31s Y 2.85
perimeter | 1114 | Cycle 0.91s P 1.00
health 1269 | Tree w/ Mod 1.25s Y 3.21
voronoi 1324 | Cycle w/ Struct. 1.80s Y 2.43
power 1752 Lists of Lists 0.36s Y 3.25
bh 2304 | N-Body Sim. w/ Mod| 1.84s P 3.09
compress | 1722 | Arrays 0.29s Y NA
db 1985 | Shared/Mod Arrays | 1.42s Y NA
raytrace 5809 | Shared/Cycle/Tree | 37.09s Y 2.74

Figure 13.1: LOC is the size of the program after transforometo MIL (including library
stub code that must be analyzed), Shape reports if the htametion is correctly iden-
tified and Speedup reports if the Shape/Sharing informasioseful, we report NA if the
benchmark inherently has no useful thread-level paratteli

programs, not just suitably chosen tricky program fragment

Based on these results and the case studies in Chapter Spfiwsed approach pro-
vides a basis for an analysis technique that can be useddtiqer#o provide detailed heap
information for a range of optimization applications. Inrgi@ular we have produced a
(fairly robust) implementation of the analysis describedhis thesis, which can support
nearly the full Java language including many non-triviattees such as full support for
the built-in collection classes, and verified that it caneied produce the information that
can be used in a range of optimization applications. Thiswiork is a step in address-
ing the open problem of producing accurate and useful inddion about the shape and

connectivity of the program heap and provides a solid fotinddor continued work.
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13.2 Future Work

While the work to date has produced a preliminary implem@naof a heap analysis
system that can handle the majority of the Java 1.4 language ¢ore libraries), our
experimental results are currently limited to smaller pangs (up to 6000 LOC). The pri-
mary cause of this limitation appears to be a combinatioh@frinmaturity of the analysis
infrastructure (in particular the Java front end) and soind® engineering choices we
made in the analysis implementation (in several cases wsechgimple implementation

that does not scale well).

Thus, our first task in the future work is to improve the robess of the analysis in-
frastructure so that we can perform a more complete evaluafithe analysis. This work
focuses mainly on engineering efforts to improve the qualftthe current implementa-
tion, removing inefficiencies in the analysis, more extemsesting, and improving the
Java front end. Once completed we intend to implement a nuwfheell-known opti-
mization passes (common subexpression elimination, loggriant code motion, method
purity, and the identification of const-ness propertiegrtavide an empirical measure for
the precision of the analysis (as opposed to the evaluafitimeaesults by hand inspec-

tion).

The availability of a robust and scalable analysis tool andhatomated system for
evaluating the utility of the resulting information proesithe basis needed to address the
final objective of producing a practical heap analysis. Iipalar, this platform will allow
us to identify (by allowing us to run the analysis on more ardér programs) remaining
precision and scalability issues. If, as | believe, theee faw if any major remaining
fundamental issues with the precision or scalability (asteip to 20-30KLOC) the focus
of the future work on the heap analysis will shift to evalogta range of variations on the
domain and analysis algorithm (such as improved suppo#rary indexing or modeling

the size of collections).
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In this thesis we also mention modeling the values in stolagations and in Chap-
ter 11 we provided an example of how the explicit store heagdehallows properties of
heap locations to be tracked. We intend to examine how git@t@nniques can be used
to model object allocation sites/lifetimes and scalar galatored in memory. In partic-
ular, once we are able to track the allocation sites for thjeadd abstracted by a given
node, we can, in conjunction with the identity informatissed to track read/write depen-
dence information, precisely track the flow of objects froioaation until they become
garbage. With this ability we plan to investigate the pdtdrib use queries itemporal
logics[15, 16, 61] to understand the behavior of the program.

One open problem that we have not looked at in this thesistatdémains a challenge
is how to precisely model threads. While the analysis canxbended to handle multi-
threading in a simple but safe manner it is not clear how mdiemampact it will have on

the precision of the results.

Thus, while we have not achieved our final goal of a producifuglageneral analysis
(as the analysis framework is still immature and there asma@uestions about scalability
to large programs), we believe that this thesis represesuibstantial advance in the state
of the art for analyzing the heap and has successfully metiamany cases exceeded)
the major objectives we had for this work. We have succeededkeveloping a heap
analysis method that is able to precisely model a wide rafdeap properties that are
useful for program optimization. We can support nearly tiieJava language including
many non-trivial features, such as full support for the dead Java collection classes.
We have produced a (fairly robust) full implementation asttool and verified that it
can indeed produce information (in a computationally ttd manner) that is useful in
optimization applications. Thus, this work addressesdast for smaller programs) the
long-standing open problem of producing accurate and Usgfumation about the shape
and connectivity of the program heap and provides a soliddation for continued work

to scale this solution up to much larger programs.
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Appendix A

User's Guide For MTSA

This chapter contains a brief user guide for the MSTA analysol demonstration that
can be obtained at [48]. We cover the installation and atrecdf the files contained in
the demonstration in Section A.1. Section A.2 provides aervew of how to run the

analysis demonstration and what can be done with it. Firgdlgtion A.3 outlines how the
stepwise analysis can be used to explore the informatiorpated by and the working of
the analysis. As the analysis is a work in progress we apgieeaeny comments and bug
reports, and would be very interested in suggestions fardienchmarks to add to our

suite (email:marron@cs.unm.edu ).

A.1 Install and Included Files

The zip file “mtsademo.zip” contains all the files that are needed to run thdysisa
Inside thantsa _.demodirectory is the “analyze” program which is the analysisexable
for linux and a directorydata , which contains the source files and directories that the

output of the analysis will be put into.
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In the data directory are the subdirectoriess _graphs which is where the analysis
will place the labeled storage shape grapghs,output which contains the MIL files
that the analysis works on, t@gva _output directory which is used for the executable
versions of the MIL programs, and the direct@rg which contains the original source
for the benchmarks.

The directoryfms _graphs contains two subdirectoriaot _files  which is where
the analysis places the “.dot” files before runngrgphvizon them. The resulting “.png”
files are placed in th@pegs directory. Thejpegs directory is where you will find
the interestingheaps that are computed when the demo is run (the heaps @eegittro
methods that are of particular interest in a given benchjrekvell as thelisplayfigures

that are output by the user from thep analysisSection A.3.

Thejava _output directory is where the demo writes the MIL files as Java pnogra
which are executable and the call graph that is computedéoptogram. The call graph
is rendered usingraphvizwhere each node is labeled with a method name and there is an
edge to any others methods that may be called. We color tiph gvith green nodes/edges
if the call is to a builtin library method and blue nodes/eslehey are part of a strongly
connected call component. Currently due to some simplifinatin the library stub codes
the targets of the builtin calls are not precise. In paricwhen the semantics of an
overridden method are identical to the parent implementatie did not implement the
method in our builtin library (th@dd operation for theList andVector classes both
result in calls to the method implemented in fkiestractList class). This issues does
not affect the correctness of the shape analysis but malasaife to currently use the call

graph information for optimization and thus we plan to addrhis problem shortly.

Finally thesrc directory contains the Java 1.4 source files that are passmd fron-
tend compiler (not included in this demo) to produce the Mledfithat the analysis pro-
cesses. We divide them into three groups: the list/treeabemchmarks imicroBench

the modified Jolden benchmarksrimyOlden and the two other benchmarlib/raytrace
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in otherBench

A.2 Running the Demo

The demo binary is statically linked to minimize any extérdapendencies. To ren-
der the graphs we make calls to thdet program from thegraphviz suite and use
gthumb as an external display tool to visualize them. If these @owE are not on
your path the analysis will function correctly but you wileed to convert the “.dot”
files placed indata/fms _graphs/dot _files and/or display the figures placed in

data/fms _graphs/jpegs in some other way.

The demo is run by executing “analyze.exe” from théesa .demo directory. This
brings up the first of the benchmarks, “TList”, and we are gittee option of analyzing
this benchmarky() to do so or ) to skip it and proceed to the next benchmark. If you
select to analyze this benchmark the code will be loaded andwll be presented with the
command prompt for thetep analysisSection A.3 describes this in detail. Typing “run”
(or r) instructs the analysis to run to completion (disphayihe call stack of the analysis)
and will then print some statistics on the runtime and a nwdéthe approximation heaps
written for the input/output of the methods are the resuljoafing all call states (thus
potentially producing suprious imprecision that is notgem in the analysis) and that the
output set is being filtered to only include select heaps frotaresting methods. You
will also be prompted to see if you want to have the Java versfahe MIL code and
call graph written tadata/java  _output (wto write, n to skip). The demo will then
prompt you for analyzing the next benchmark and will corgithis way though the entire

set of benchmarks. The benchmarks that can be analyzed are:

TList: a micro-benchmark for analyzing singly linked listi includes appending, both

shallow and deep copies of the lists, insertion, removalrandrsal.
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Tree:

BH:

BiSort:

Em3d:

Health:

MST:

Power:

TSP:

\oronoi:

DB:

Raytrace:

a micro-benchmark for analyzing trees. It includesletv and deep copies, as well

as a recursive child swap.
theBarnes-Hut-body simulation as discussed in Chapter 5.

a bitonic sort of a tree of values, heavily exerdaisthe ability of the analysis to

model destructive updates on recursive structures.

an electro-magnetic simulation as discussed in €h&pthat requires the analysis

to model non-recursive cyclic structures, Java collectiamd arrays.

a health care simulation that involves the manipaniginsertion, removal and pro-
cessing) of the data entries in a number of linked lists wiaigh stored in a non-

trivially recursive structure (there are objects of sevfges in the structure).

computes a minimum spanning tree and requires the sisatymodel hashtables as

well as complex cyclic structures.
a simulation of a power grid as discussed in Chapter 5.

an approximation of the traveling salesman shortebtgediscussed in Chapter 5
which requires the analysis to precisely model a tree straawhile also handling

an unstructured cyclic structure efficiently.
computes the voronoi diagram for a given set of @s described in Chapter 5.

an in memory Java database that performs extensive matign of objects stored

in multiple arrays.

a raytracing program that uses a complex spacamgesition tree along with a
range of shape objects, material objects and light souhz#sate combined into a

large data structure.
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A.3 Step Analysis Controls

The step analysis interface allows us to examine the stdateatnalysis at any given pro-
gram point and to see how the abstract state is impacted byea giatement. The anal-
ysis processes the statements in a given method in pseodeoapr order (inner loops are
completed before returning to the outer loop, both branoesconditional are analyzed
before processing any statements after the conditioma), efhis makes understanding
the analysis though the step interface very intuitive. Attme “help” [h] will bring up a

list of all commands.

Before each command the analysis prints the current abstathstack (which method
it is currently analyzing and which methods are pending @nrésult of analyzing this
method) and the current statement that is about to be amh{yzis may be an atomic
statement or an entire control flow structure such as a dondi). If we launch the
analyzer and opt to analyze the “TList” program the analyels us we are in thenain
routine at line 280. To show more of the method type “prinf’\jghich prints the entire
body of the method (in the equivalent Java source). We camrsakpoints for the analysis
using the “break” command. If we type “b 288" at the prompt wéa break point at the
first call to themakeListSize  method. To then run to this point we use the “run” [r]

command.

While running to the breakpoint the analysis first executesstatic initialization rou-
tines (indicated by displaying the names of the methodsasaiyzes them and indenting
the calls according to their depth in the abstract call gtagkhen we hit the breakpoint
control is returned to the step analysis and we can stephetmakelListSize  method
using the “stepinto” [si] command. The analyzer respondpiiyting the call into the
method and then halts at the first statement of the calledaddibdy.

We can then proceed to the interior of the loop that constraat linked list by set-

ting the breakpoint at line 224, “b 224" and then running tatthoint “r". Once there
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we can display the current state of the abstract heap by ubmddisplay” [d] com-
mand. This opens a new viewer window (in gthumb) displayhg durrent state of the
heap (which is not too interesting right now). The currentlis another method call
to makeRandomDataNode which we would rather not step into so we use the regular
“step” [s] command which runs the analysis to the next statgmegardless of calls (a
number of calls will be shown). If we use the “step” commanéw more times until we
are at line 229 we can then use the “display” command to shevstiite of the abstract
heap after the first iteration of the loop. The current state the start of a linked list
consisting of a single list object pointing to a single dabgeot. If we continue stepping
though line 230 the analysis will return to the first statemerthe loop body (line 223).
We can continue stepping though the loop body watching thé/sis model the construc-
tion of the list until after a few iterations it has a modellwé node representing the head

of the list and a node with a list layout which represents #ileof the list.

After one more iteration the analysis will conclude thatttoe given state at entry to
the loop it has covered all possible states that can occieitobp body and will proceed
to the statement after the loop (line 233). If we display thsteact state here we will see a
single state of a single head node and a tail witisalayout which is a safe approximation
of all possible lists built in the loop. Using the “step” corand again will bring us to back
to the main method.

At this point we can set a breakpoint at line 251 (inside theeap method). This
particular location allows us to demonstrate the power dortet is used. After setting
the breakpoint “b 251" and running to the line “r’ we can ptiné method body “p” and
display the abstract state of the heap “d”. In this case we Bgwssible states depending
on the relations between the heads of thelligtnd the temp variableg, which depend
on the length of . The analysis uses 3 states to track the possibilities argltttere are
3figures @isplay0.png ,displayl.png  anddisplay2.png )displayed to cover

the cases.
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At this point we leave you to continue exploring the progranrdturning to the main
method (“b 301" followed by “r") We encourage you to explome of the other methods
in the TList micro-benchmark. Of particular interest are the list shvaltleep copies

(lines 307, 308), the insertion/deletion operations ([84&l, 360) and list reverse (line
376).
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